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QUESTION 1

Why do firewalls need to specially treat an active mode FTP session? 

A. The data channel is originating from a server side. 

B. The FTP client opens too many concurrent data connections. 

C. The FTP server sends chunks of data that are too big. 

D. The data channel is using a 7-bit transfer mode. 

Correct Answer: A 

 

QUESTION 2

Regarding VSAs, which statement is true? 

A. VSAs may be implemented on any RADIUS server. 

B. VSAs are proprietary, and therefore may only be used on the RADIUS server of that vendor. For example, a Cisco
VSA may only be used on a Cisco RADIUS server, such as ACS or ISE. 

C. VSAs do not apply to RADIUS; they are a TACACS attribute. 

D. Each VSA is defined in an RFC and is considered to be a standard. 

Correct Answer: A 

 

 

QUESTION 3

Which three statements about GDOI are true? (Choose three.) 

A. GDOI uses TCP port 848. 

B. The GROUPKEY_PULL exchange is protected by an IKE phase 1 exchange. 

C. The KEK protects the GROUPKEY_PUSH message. 

D. The TEK is used to encrypt and decrypt data traffic. 

E. GDOI does not support PFS. 

Correct Answer: BCD 

 

QUESTION 4
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Which of the following best describes Chain of Evidence in the context of security forensics? 

A. Evidence is locked down, but not necessarily authenticated. 

B. Evidence is controlled and accounted for to maintain its authenticity and integrity. 

C. The general whereabouts of evidence is known. 

D. Someone knows where the evidence is and can say who had it if it is not logged. 

Correct Answer: B 

 

QUESTION 5

Refer to the exhibit. 

Which option describes the behavior of this configuration? 

A. Traffic from the 30.30.0.0/16 network to the 10.10.0.0/32 network will be translated. 

B. Traffic from the 30.30.0.0/32 network to the 10.10.0.0/16 network will not be translated. 

C. Traffic from the 10.10.0.0/16 network to the 30.30.30.0/24 network will not be translated. 

D. Traffic from the 10.10.0.0/32 network to the 30.30.30.0/16 network will be translated. 

Correct Answer: C 

 

QUESTION 6

Refer to the exhibit. 

Which option describes the behavior of this configuration? 

A. The peer session is dropped when 80 prefixes are received. 

B. A warning message is displayed when 1000 prefixes are received. 

C. The peer session is dropped when 800 prefixes are received. 
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D. An Initial warning message is displayed when 800 prefixes are received. A different message is displayed when 1000
prefixes received and the session will not be disconnected 

E. An Initial warning message is displayed when 80 prefixes received. The same warning message is displayed when
1000 prefixes are received and the session will be disconnected. 

Correct Answer: D 

 

QUESTION 7

For which two reasons BVI is required in the Transparent Cisco IOS Firewall? (Choose two) 

A. BVI is required for the inspection of IP traffic. 

B. The firewall can perform routing on bridged interfaces. 

C. BVI is required if routing is disabled on the firewall. 

D. BVI is required if more than two interfaces are in a bridge group. 

E. BVI is required for the inspection of non-IP traffic. 

F. BVI can manage the device without having an interface that is configured for routing. 

Correct Answer: DF 

 

QUESTION 8

Which Cisco technology protects against Spanning Tree Protocol manipulation? 

A. spanning-tree protection 

B. root guard and BPDU guard 

C. Unicast Reverse Path Forwarding 

D. MAC spoof guard 

E. port security 

Correct Answer: B 

 

QUESTION 9

Which common FTP client command transmits a direct, byte-for-byte copy of a file? 

A. ascii 

B. binary 

C. hash 
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D. quote 

E. glob 

Correct Answer: B 

 

QUESTION 10

DRAG DROP 

Select and Place: 

Correct Answer: 

 

 

QUESTION 11

Which four types of VPN natively provide encryption of user traffic? (Choose four.) 

A. MPLS 

B. IPsec 

C. L2TPv3 

D. SSL 

E. VPLS 

F. AToM 

G. GETVPN 
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H. Microsoft PPTP 

Correct Answer: BDGH 

 

QUESTION 12

Which VTP mode allows the Cisco Catalyst switch administrator to make changes to the VLAN configuration that only
affect the local switch and are not propagated to other switches in the VTP domain? 

A. transparent 

B. server 

C. client 

D. local 

E. pass-through 

Correct Answer: A 
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