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QUESTION 1
What is the purpose of aaa server radius dynamic-author command?

A. Enables the device to dynamically receive updates from a policy server

B. Enables the switch to automatically authorize the connecting device if all the configured RADIUS servers are

unavailable
C. Impairs the ability to configure RADIUS local AAA
D. This command disables dynamic authorization local server configuration mode.

Correct Answer: A

QUESTION 2
Drag each ESP header field on the left into the corresponding field-length category on the right

Select and Place:

8 bit Field

Authentication Data

Next Header

Pad length

Payload Data

o variable-length field

iy | e
@ Target 5

&
__:\“ b
e

Security Parameter Index

Sequence Number

Target 6

Correct Answer:
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Which two statements about IPv6 are true? (Choose two.)

A. Broadcast is available.

B. Routing tables are less complicated.

C. The address pool will eventually deplete.

D. Data encryption is built into the packet frame.

E. Increased NAT is required.

F. Fewer bits makes IPv6 easier to configure.

Correct Answer: BD

QUESTION 4

8§ bit Field

Pad length
AR
{\gsklext Header
&

\g\@hﬂd

Security Parameter Index

Sequence Number

variable-lengih field

Authentication Data

Payload Data
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Refer to the exhibit What feature must be implemented on the network to produce the given output?

A.CAR
B. NBAR
C. WFQ
D. PQ
E.CQ

Correct Answer: B

QUESTION 5

Which configuration implements an ingress traffic filter on a dual-stack ISR border router to prevent attacks from the
outside to services such as DNSv6 and DHCPv6?

A. l'ipv6 access-list test deny ipv6 FF05::/16 any deny ipv6 any FF05::/16 ! output omitted permit ipv6é any any !
B. I ipv6 access-list test permit ipv6 any FF05::/16 ! output omitted deny ipv6 any any !
C. l'ipv6 access-list test deny ipv6 any any eq dns deny ipv6 any any eq dhcp ! output omitted permit ipv6 any any !

D. !ipv6 access-list test deny ipv6 any 2000::/3 ! output omitted permit ipv6 any any !
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E. ! ipv6 access-list test deny ipv6 any FE80::/10 ! output omitted permit ipv6 any any !

Correct Answer: A

QUESTION 6
Which three statements about triple DES are true? (Choose three.)

A. For 3DES, ANSI X9.52 describes three options for the selection of the keys in a bundle, where all keys are
independent.

B. A 3DES key bundle is 192 bits long.

C. A 3DES keyspace is168 bits.

D. CBC, 64-bit CFB, OFB, and CTR are modes of 3DES.

E. 3DES involves encrypting a 64-bit block of plaintext with the 3 keys of the key bundle.

Correct Answer: BCD

QUESTION 7

Which two statements about PIM-DM are true? (Choose two.)

A. It forwards data packets on the shared distribution tree.

B. It delivers multicast traffic only when the data is explicitly requested.

C. It uses a unicast routing table to perform the RPF check.

D. It is most efficient when the network uses active receivers on every subnet.
E. It requires a rendezvous point.

Correct Answer: CD

Explanation: PIM DM

Dense mode: we forward multicast traffic on all interfaces until a downstream router requests us to stop fowarding. PIM
dense mode is a push method where we use source based trees.

https://networklessons.com/multicast/multicast-pim-dense-mode/ PIM dense mode doesn\\'t use RPs so there is no
reason at all for our routers to listen to the 224.0.1.40 group address. For whatever reason, as soon as you enable PIM
then autoRP is also enabled and the router will listen to this group address. You can ignore this entry completely when
you are working with PIM dense mode.

http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/ip_multicast/White_papers/rps.ht mli#wp1030914 A rendezvous
point (RP) is required only in networks running Protocol Independent Multicast sparse mode (PIM-SM).

http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/ip_multicast/White_papers/mcst_o vr.html#wp1009036 RPF
Check
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When a multicast packet arrives at a router, the router performs an RPF check on the packet. If the RPF check
succeeds, the packet is forwarded. Otherwise, it is dropped. For traffic flowing down a source tree, the RPF check
procedure works as follows:

1.

The router looks up the source address in the unicast routing table to determine if the packet has arrived on the
interface that is on the reverse path back to the source.

2.

If the packet has arrived on the interface leading back to the source, the RPF check succeeds and the packet is
forwarded.

3.

If the RPF check in Step 2 fails, the packet is dropped.

QUESTION 8

Which two network protocols can operate on the application layer? (Choose two)
A. UDP

B. TCP

C. SMB

D. DNS

E. DCCP

F. NetBIOS

Correct Answer: CD

QUESTION 9

Which two statements about the MD5 Hash are true? (Choose two.)

A. Length of the hash value varies with the length of the message that is being hashed.
B. Every unique message has a unique hash value.

C. Its mathematically possible to find a pair of message that yield the same hash value.
D. MD5 always yields a different value for the same message if repeatedly hashed.

E. The hash value cannot be used to discover the message.

Correct Answer: BE
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QUESTION 10

What type of attack consists of injecting traffic that is marked with the DSCP value of EF into the network?
A. brute-force attack

B. QoS marking attack

C. DHCP starvation attack

D. SYN flood attack

Correct Answer: B

QUESTION 11

Which statement about the TACACS+ AV pair is true?
A. AV pair value is integer.

B. Cisco ACS does not support accounting AV pairs.
C. AV pair values could be both strings and integers.
D. AV pair does not have value type.

Correct Answer: D

QUESTION 12

During a computer security forensic investigation, a laptop computer is retrieved that requires content analysis and
information retrieval. Which file system is on it, assuming it has the default installation of Microsoft Windows Vista
operating system?

A. HSFS

B. WinFS

C. NTFS

D. FAT

E. FAT32

Correct Answer: C
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