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QUESTION 1

Michael, a threat analyst, works in an organization named TechTop, was asked to conduct a cyber-threat intelligence
analysis. After obtaining information regarding threats, he has started analyzing the information and understanding the
nature of the threats. 

What stage of the cyber-threat intelligence is Michael currently in? 

A. Unknown unknowns 

B. Unknowns unknown 

C. Known unknowns 

D. Known knowns 

Correct Answer: C 

 

QUESTION 2

Joe works as a threat intelligence analyst with Xsecurity Inc. He is assessing the TI program by comparing the project
results with the original objectives by reviewing project charter. He is also reviewing the list of expected deliverables to
ensure that each of those is delivered to an acceptable level of quality. 

Identify the activity that Joe is performing to assess a TI program\\'s success or failure. 

A. Determining the fulfillment of stakeholders 

B. Identifying areas of further improvement 

C. Determining the costs and benefits associated with the program 

D. Conducting a gap analysis 

Correct Answer: D 

 

QUESTION 3

Which of the following characteristics of APT refers to numerous attempts done by the attacker to gain entry to the
target\\'s network? 

A. Risk tolerance 

B. Timeliness 

C. Attack origination points 

D. Multiphased 

Correct Answer: C 
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QUESTION 4

Alice, a threat intelligence analyst at HiTech Cyber Solutions, wants to gather information for identifying emerging
threats to the organization and implement essential techniques to prevent their systems and networks from such
attacks. Alice is searching for online sources to obtain information such as the method used to launch an attack, and
techniques and tools used to perform an attack and the procedures followed for covering the tracks after an attack. 

Which of the following online sources should Alice use to gather such information? 

A. Financial services 

B. Social network settings 

C. Hacking forums 

D. Job sites 

Correct Answer: C 

 

QUESTION 5

A team of threat intelligence analysts is performing threat analysis on malware, and each of them has come up with their
own theory and evidence to support their theory on a given malware. Now, to identify the most consistent theory out of
all the theories, which of the following analytic processes must threat intelligence manager use? 

A. Threat modelling 

B. Application decomposition and analysis (ADA) 

C. Analysis of competing hypotheses (ACH) 

D. Automated technical analysis 

Correct Answer: C 

 

QUESTION 6

Jim works as a security analyst in a large multinational company. Recently, a group of hackers penetrated into their
organizational network and used a data staging technique to collect sensitive data. They collected all sorts of sensitive
data about the employees and customers, business tactics of the organization, financial information, network
infrastructure information and so on. 

What should Jim do to detect the data staging before the hackers exfiltrate from the network? 

A. Jim should identify the attack at an initial stage by checking the content of the user agent field. 

B. Jim should analyze malicious DNS requests, DNS payload, unspecified domains, and destination of DNS requests. 

C. Jim should monitor network traffic for malicious file transfers, file integrity monitoring, and event logs. 

D. Jim should identify the web shell running in the network by analyzing server access, error logs, suspicious strings
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indicating encoding, user agent strings, and so on. 

Correct Answer: C 

 

QUESTION 7

An analyst is conducting threat intelligence analysis in a client organization, and during the information gathering
process, he gathered information from the publicly available sources and analyzed to obtain a rich useful form of
intelligence. The information source that he used is primarily used for national security, law enforcement, and for
collecting intelligence required for business or strategic decision making. 

Which of the following sources of intelligence did the analyst use to collect information? 

A. OPSEC 

B. ISAC 

C. OSINT 

D. SIGINT 

Correct Answer: C 

 

QUESTION 8

Steve works as an analyst in a UK-based firm. He was asked to perform network monitoring to find any evidence of
compromise. During the network monitoring, he came to know that there are multiple logins from different locations in a
short time span. Moreover, he also observed certain irregular log in patterns from locations where the organization does
not have business relations. This resembles that somebody is trying to steal confidential information. 

Which of the following key indicators of compromise does this scenario present? 

A. Unusual outbound network traffic 

B. Unexpected patching of systems 

C. Unusual activity through privileged user account 

D. Geographical anomalies 

Correct Answer: C 

 

QUESTION 9

Daniel is a professional hacker whose aim is to attack a system to steal data and money for profit. He performs hacking
to obtain confidential data such as social security numbers, personally identifiable information (PII) of an employee, and
credit card information. After obtaining confidential data, he further sells the information on the black market to make
money. 

Daniel comes under which of the following types of threat actor. 
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A. Industrial spies 

B. State-sponsored hackers 

C. Insider threat 

D. Organized hackers 

Correct Answer: D 

 

QUESTION 10

Henry. a threat intelligence analyst at ABC Inc., is working on a threat intelligence program. He was assigned to work on
establishing criteria for prioritization of intelligence needs and requirements. Which of the following considerations must
be employed by Henry to prioritize intelligence requirements? 

A. Understand frequency and impact of a threat 

B. Understand data reliability 

C. Develop a collection plan 

D. Produce actionable data 

Correct Answer: A 
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