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QUESTION 1

You are manually conducting Idle Scanning using Hping2. During your scanning you notice that almost every query
increments the IPID regardless of the port being queried. One or two of the queries cause the IPID to increment by more
than one value. Why do you think this occurs? 

A. The zombie you are using is not truly idle. 

B. A stateful inspection firewall is resetting your queries. 

C. Hping2 cannot be used for idle scanning. 

D. These ports are actually open on the target system. 

Correct Answer: A Section: (none)

 

QUESTION 2

A hacker was able to easily gain access to a website. He was able to log in via the frontend user login form of the
website using default or commonly used credentials. This exploitation is an example of what Software design flaw? 

A. Insufficient security management 

B. Insufficient database hardening 

C. Insufficient input validation 

D. Insufficient exception handling 

Correct Answer: B Section: (none)

 

QUESTION 3

You have the SOA presented below in your Zone. 

Your secondary servers have not been able to contact your primary server to synchronize information. 

How long will the secondary servers attempt to contact the primary server before it considers that zone is 

dead and stops responding to queries? 

collegae.edu.SOA, cikkye.edu ipad.college.edu. (200302028 3600 3600 604800 3600) 

A. One day 

B. One hour 

C. One week 

D. One month 
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Correct Answer: C Section: (none)

 

QUESTION 4

What is the term coined for logging, recording and resolving events in a company? 

A. Internal Procedure 

B. Security Policy 

C. Incident Management Process 

D. Metrics 

Correct Answer: C Section: (none)

 

QUESTION 5

An attacker has installed a RAT on a host. The attacker wants to ensure that when a user attempts to go to
"www.MyPersonalBank.com", that the user is directed to a phishing site. 

Which file does the attacker need to modify? 

A. Hosts 

B. Sudoers 

C. Boot.ini 

D. Networks 

Correct Answer: A Section: (none)

The hosts file is a computer file used by an operating system to map hostnames to IP addresses. The hosts file contains
lines of text consisting of an IP address in the first text field followed by one or more host names. 

References: https://en.wikipedia.org/wiki/Hosts_(file) 

 

QUESTION 6

What tool and process are you going to use in order to remain undetected by an IDS while pivoting and passing traffic
over a server you\\'ve compromised and gained root access to? 

A. Install and use Telnet to encrypt all outgoing traffic from this server. 

B. Install Cryptcat and encrypt outgoing packets from this server. 

C. Use HTTP so that all traffic can be routed via a browser, thus evading the internal Intrusion Detection Systems. 

D. Use Alternate Data Streams to hide the outgoing packets from this server. 
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Correct Answer: B Section: (none)

 

QUESTION 7

Which vital role does the U.S. Computer Security Incident Response Team (CSIRT) provide? 

A. Incident response services to any user, company, government agency, or organization in partnership with the
Department of Homeland Security 

B. Maintenance of the nation\\'s Internet infrastructure, builds out new Internet infrastructure, and decommissions old
Internet infrastructure 

C. Registration of critical penetration testing for the Department of Homeland Security and public and private sectors 

D. Measurement of key vulnerability assessments on behalf of the Department of Defense (DOD) and State
Department, as well as private sectors 

Correct Answer: A Section: (none)

 

QUESTION 8

Which United States legislation mandates that the Chief Executive Officer (CEO) and the Chief Financial Officer (CFO)
must sign statements verifying the completeness and accuracy of financial reports? 

A. Sarbanes-Oxley Act (SOX) 

B. Gramm-Leach-Bliley Act (GLBA) 

C. Fair and Accurate Credit Transactions Act (FACTA) 

D. Federal Information Security Management Act (FISMA) 

Correct Answer: A Section: (none)

 

QUESTION 9

While conducting a penetration test, the tester determines that there is a firewall between the tester\\'s machine and the
target machine. The firewall is only monitoring TCP handshaking of packets at the session layer of the OSI model.
Which type of firewall is the tester trying to traverse? 

A. Packet filtering firewall 

B. Application-level firewall 

C. Circuit-level gateway firewall 

D. Stateful multilayer inspection firewall 

Correct Answer: C Section: (none) 
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QUESTION 10

You have retrieved the raw hash values from a Windows 2000 Domain Controller. Using social engineering, you come
to know that they are enforcing strong passwords. You understand that all users are required to use passwords that are
at least 8 characters in length. All passwords must also use 3 of the 4 following categories: lower case letters, capital
letters, numbers and special characters. With your existing knowledge of users, likely user account names and the
possibility that they will choose the easiest passwords possible, what would be the fastest type of password cracking
attack you can run against these hash values and still get results? 

A. Online Attack 

B. Dictionary Attack 

C. Brute Force Attack 

D. Hybrid Attack 

Correct Answer: D Section: (none)

 

QUESTION 11

Which of the following is the primary objective of a rootkit? 

A. It opens a port to provide an unauthorized service 

B. It creates a buffer overflow 

C. It replaces legitimate programs 

D. It provides an undocumented opening in a program 

Correct Answer: C Section: (none)

 

QUESTION 12

What does a type 3 code 13 represent? (Choose two.) 

A. Echo request 

B. Destination unreachable 

C. Network unreachable 

D. Administratively prohibited 

E. Port unreachable 

F. Time exceeded 

Correct Answer: BD Section: (none)
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QUESTION 13

You have successfully gained access to a linux server and would like to ensure that the succeeding outgoing traffic from
this server will not be caught by a Network Based Intrusion Detection Systems (NIDS). 

What is the best way to evade the NIDS? 

A. Encryption 

B. Protocol Isolation 

C. Alternate Data Streams 

D. Out of band signalling 

Correct Answer: A Section: (none)

When the NIDS encounters encrypted traffic, the only analysis it can perform is packet level analysis, since the
application layer contents are inaccessible. Given that exploits against today\\'s networks are primarily targeted against
network services (application layer entities), packet level analysis ends up doing very little to protect our core business
assets. 

References: http://www.techrepublic.com/article/avoid-these-five-common-ids-implementation-errors/ 

 

QUESTION 14

What is the best description of SQL Injection? 

A. It is an attack used to gain unauthorized access to a database. 

B. It is an attack used to modify code in an application. 

C. It is a Man-in-the-Middle attack between your SQL Server and Web App Server. 

D. It is a Denial of Service Attack. 

Correct Answer: A Section: (none)

SQL injection is a code injection technique, used to attack data-driven applications, in which malicious SQL statements
are inserted into an entry field for execution (e.g. to dump the database contents to the attacker). 

References: https://en.wikipedia.org/wiki/SQL_injection 

 

QUESTION 15

Which of the following is a serious vulnerability in the popular OpenSSL cryptographic software library. This weakness
allows stealing the information protected, under normal conditions, by the SSL/TLS encryption used to secure the
Internet. 

A. Heartbleed Bug 

B. POODLE 
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C. SSL/TLS Renegotiation Vulnerability 

D. Shellshock 

Correct Answer: A Section: (none)

312-50V9 VCE Dumps 312-50V9 Practice Test 312-50V9 Exam Questions

312-50V9 VCE Dumps | 312-50V9 Practice Test | 312-50V9 Exam Questions                                7 / 8

https://www.pass4itsure.com/312-50v9.html
https://www.pass4itsure.com/312-50v9.html
https://www.pass4itsure.com/312-50v9.html
https://www.pass4itsure.com/312-50v9.html
https://www.pass4itsure.com/312-50v9.html
https://www.pass4itsure.com/312-50v9.html


https://www.pass4itsure.com/312-50v9.html
2023 Latest pass4itsure 312-50V9 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.pass4itsure.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © pass4itsure, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

312-50V9 VCE Dumps | 312-50V9 Practice Test | 312-50V9 Exam Questions                                8 / 8

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.pass4itsure.com/312-50v9.html
https://www.pass4itsure.com/312-50v9.html
https://www.pass4itsure.com/312-50v9.html

