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QUESTION 1

WinDump is a popular sniffer which results from the porting to Windows of TcpDump for Linux. What library does it
use? 

A. LibPcap 

B. WinPcap 

C. Wincap 

D. None of the above 

Correct Answer: B 

 

QUESTION 2

While performing ping scans into a target network you get a frantic call from the organization\\'s security team. They
report that they are under a denial of service attack. 

When you stop your scan, the smurf attack event stops showing up on the organization\\'s IDS monitor. How can you
modify your scan to prevent triggering this event in the IDS? 

A. Scan more slowly. 

B. Do not scan the broadcast IP. 

C. Spoof the source IP address. 

D. Only scan the Windows systems. 

Correct Answer: B 

 

QUESTION 3

Every company needs a formal written document which spells out to employees precisely what they are allowed to use
the company\\'s systems for, what is prohibited, and what will happen to them if they break the rules. Two printed copies
of the policy should be given to every employee as soon as possible after they join the organization. The employee
should be asked to sign one copy, which should be safely filed by the company. No one should be allowed to use the
company\\'s computer systems until they have signed the policy in acceptance of its terms. 

What is this document called? 

A. Information Audit Policy (IAP) 

B. Information Security Policy (ISP) 

C. Penetration Testing Policy (PTP) 

D. Company Compliance Policy (CCP) 
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Correct Answer: B 

 

QUESTION 4

What is the name of the software tool used to crack a single account on Netware Servers using a dictionary attack? 

A. NPWCrack 

B. NWPCrack 

C. NovCrack 

D. CrackNov 

E. GetCrack 

Correct Answer: B 

 

QUESTION 5

While probing an organization you discover that they have a wireless network. From your attempts to connect to the
WLAN you determine that they have deployed MAC filtering by using ACL on the access points. 

What would be the easiest way to circumvent and communicate on the WLAN? 

A. Attempt to crack the WEP key using Airsnort. 

B. Attempt to brute force the access point and update or delete the MAC ACL. 

C. Steel a client computer and use it to access the wireless network. 

D. Sniff traffic if the WLAN and spoof your MAC address to one that you captured. 

Correct Answer: D 

 

QUESTION 6

One advantage of an application-level firewall is the ability to 

A. filter packets at the network level. 

B. filter specific commands,such as http:post. 

C. retain state information for each packet. 

D. monitor tcp handshaking. 

Correct Answer: B 
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QUESTION 7

What is a NULL scan? 

A. A scan in which all flags are turned off 

B. A scan in which certain flags are off 

C. A scan in which all flags are on 

D. A scan in which the packet size is set to zero 

E. A scan with a illegal packet size 

Correct Answer: A 

 

QUESTION 8

Take a look at the following attack on a Web Server using obstructed URL: 

http://www.example.com/script.ext?template%2e%2e%2e%2e%2e%2f%2e%2f%65%74% 

63%2f%70%61%73%73%77%64 

The request is made up of: 

%2e%2e%2f%2e%2e%2f%2e%2f% = ../../../ 

%65%74%63 = etc 

%2f = / 

%70%61%73%73%77%64 = passwd 

How would you protect information systems from these attacks? 

A. Configure Web Server to deny requests involving Unicode characters. 

B. Create rules in IDS to alert on strange Unicode requests. 

C. Use SSL authentication on Web Servers. 

D. Enable Active Scripts Detection at the firewall and routers. 

Correct Answer: B 

 

QUESTION 9

Which solution can be used to emulate computer services, such as mail and ftp, and to capture information related to
logins or actions? 

A. Firewall 
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B. Honeypot 

C. Core server 

D. Layer 4 switch 

Correct Answer: B 

 

QUESTION 10

You have compromised a server on a network and successfully open a shell. You aimed to identify all operating
systems running on the network. However, as you attemptto fingerprint all machines in the machines in the network
using the nmap syntax below, it is not going through. 

invictus@victim_server:~$nmap –T4 –O 10.10.0.0/24 

TCP/IP fingerprinting (for OS scan) xxxxxxx xxxxxx xxxxxxxxxx. 

QUITTING! 

What seems to be wrong? 

A. The outgoing TCP/IP fingerprinting is blocked by the host firewall. 

B. This is a common behavior for a corrupted nmap application. 

C. OS Scan requires root privileged. 

D. The nmap syntax is wrong. 

Correct Answer: D 

 

QUESTION 11

Which of the following scanning tools is specifically designed to find potential exploits in Microsoft Windows products? 

A. Microsoft Security Baseline Analyzer 

B. Retina 

C. Core Impact 

D. Microsoft Baseline Security Analyzer 

Correct Answer: D 

 

QUESTION 12

Yancey is a network security administrator for a large electric company. This company provides power for over 100, 000
people in Las Vegas. Yancey has worked for his company for over 15 years and has become very successful. One day,
Yancey comes in to work and finds out that the company will be downsizing and he will be out of a job in two weeks.
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Yancey is very angry and decides to place logic bombs, viruses, Trojans, and backdoors all over the network to take
down the company once he has left. Yancey does not care if his actions land him in jail for 30 or more years, he just
wants the company to pay for what they are doing to him. 

What would Yancey be considered? 

A. Yancey would be considered a Suicide Hacker 

B. Since he does not care about going to jail,he would be considered a Black Hat 

C. Because Yancey works for the company currently; he would be a White Hat 

D. Yancey is a Hacktivist Hacker since he is standing up to a company that is downsizing 

Correct Answer: A 

 

QUESTION 13

An attacker is attempting to telnet into a corporation\\'s system in the DMZ. The attacker doesn\\'t want to get caught
and is spoofing his IP address. After numerous tries he remains unsuccessful in connecting to the system. The attacker
rechecks that the target system is actually listening on Port 23 and he verifies it with both nmap and hping2. He is still
unable to connect to the target system. 

What could be the reason? 

A. The firewall is blocking port 23 to that system 

B. He needs to use an automated tool to telnet in 

C. He cannot spoof his IP and successfully use TCP 

D. He is attacking an operating system that does not reply to telnet even when open 

Correct Answer: C 

 

QUESTION 14

Which of the following programs is usually targeted at Microsoft Office products? 

A. Polymorphic virus 

B. Multipart virus 

C. Macro virus 

D. Stealth virus 

Correct Answer: C 

 

QUESTION 15
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Which of the following are valid types of rootkits? (Choose three.) 

A. Hypervisor level 

B. Network level 

C. Kernel level 

D. Application level 

E. Physical level 

F. Data access level 

Correct Answer: ACD 
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