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QUESTION 1

A security engineer has been asked to deploy a secure remote access solution that will allow employees to connect to
the company\\'s internal network. 

Which of the following can be implemented to minimize the opportunity for the man-in-the-middle attack to occur? 

A. SSL 

B. Mutual authentication 

C. IPSec 

D. Static IP addresses 

Correct Answer: C 

 

QUESTION 2

David is a security administrator working in Boston. David has been asked by the office\\'s manager to block all POP3
traffic at the firewall because he believes employees are spending too much time reading personal email. How can
David block POP3 at the firewall? 

A. David can block port 125 at the firewall. 

B. David can block all EHLO requests that originate from inside the office. 

C. David can stop POP3 traffic by blocking all HELO requests that originate from inside the office. 

D. David can block port 110 to block all POP3 traffic. 

Correct Answer: D 

 

QUESTION 3

What type of attack changes its signature and/or payload to avoid detection by antivirus programs? 

A. Polymorphic 

B. Rootkit 

C. Boot sector 

D. File infecting 

Correct Answer: A 

 

QUESTION 4
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Sandra has been actively scanning the client network on which she is doing a vulnerability assessment 

test. While conducting a port scan she notices open ports in the range of 135 to 139. 

What protocol is most likely to be listening on those ports? 

A. Finger 

B. FTP 

C. Samba 

D. SMB 

Correct Answer: D 

 

QUESTION 5

What is the goal of a Denial of Service Attack? 

A. Capture files from a remote computer. 

B. Render a network or computer incapable of providing normal service. 

C. Exploit a weakness in the TCP stack. 

D. Execute service at PS 1009. 

Correct Answer: B 

 

QUESTION 6

From the two screenshots below, which of the following is occurring? 

A. 10.0.0.253 is performing an IP scan against 10.0.0.0/24,10.0.0.252 is performing a port scan against 

10.0.0.2. 

B. 10.0.0.253 is performing an IP scan against 10.0.0.2,10.0.0.252 is performing a port scan against 

10.0.0.2. 

C. 10.0.0.2 is performing an IP scan against 10.0.0.0/24,10.0.0.252 is performing a port scan against 

10.0.0.2. 

D. 10.0.0.252 is performing an IP scan against 10.0.0.2,10.0.0.252 is performing a port scan against 

10.0.0.2. 

Correct Answer: A 
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QUESTION 7

The "white box testing" methodology enforces what kind of restriction? 

A. The internal operation of a system is completely known to the tester. 

B. Only the internal operation of a system is known to the tester. 

C. Only the external operation of a system is accessible to the tester. 

D. The internal operation of a system is only partly accessible to the tester. 

Correct Answer: A 

 

QUESTION 8

This type of Port Scanning technique splits TCP header into several packets so that the packet filters are not able to
detect what the packets intends to do. 

A. UDP Scanning 

B. IP Fragment Scanning 

C. Inverse TCP flag scanning 

D. ACK flag scanning 

Correct Answer: B 

 

QUESTION 9

Which of the following programming languages is most vulnerable to buffer overflow attacks? 

A. Perl 

B. C++ 

C. Python 

D. Java 

Correct Answer: B 

 

QUESTION 10

Which of the following is NOT a reason 802.11 WEP encryption is vulnerable? 

A. There is no mutual authentication between wireless clients and access points 

B. Automated tools like AirSnort are available to discover WEP keys 
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C. The standard does not provide for centralized key management 

D. The 24 bit Initialization Vector (IV) field is too small 

Correct Answer: C 

 

QUESTION 11

Melissa is a virus that attacks Microsoft Windows platforms. 

To which category does this virus belong? 

A. Polymorphic 

B. Boot Sector infector 

C. System 

D. Macro 

Correct Answer: D 

 

QUESTION 12

You want to capture Facebook website traffic in Wireshark. 

What display filter should you use that shows all TCP packets that contain the word \\'facebook\\'? 

A. display==facebook 

B. traffic.content==facebook 

C. tcp contains facebook 

D. list.display.facebook 

Correct Answer: C 

 

QUESTION 13

What does ICMP (type 11, code 0) denote? 

A. Source Quench 

B. Destination Unreachable 

C. Time Exceeded 

D. Unknown Type 

Correct Answer: C 
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QUESTION 14

What is the expected result of the following exploit? 

A. Opens up a telnet listener that requires no username or password. 

B. Create a FTP server with write permissions enabled. 

C. Creates a share called "sasfile" on the target system. 

D. Creates an account with a user name of Anonymous and a password of noone@nowhere.com. 

Correct Answer: A 

 

QUESTION 15

Ethereal works best on ____________. 

A. Switched networks 
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B. Linux platforms 

C. Networks using hubs 

D. Windows platforms 

E. LAN\\'s 

Correct Answer: C 
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