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QUESTION 1

SNMP is a connectionless protocol that uses UDP instead of TCP packets (True or False) 

A. true 

B. false 

Correct Answer: A 

 

QUESTION 2

While checking the settings on the internet browser, a technician finds that the proxy server settings have been checked
and a computer is trying to use itself as a proxy server. What specific octet within the subnet does the technician see? 

A. 10.10.10.10 

B. 127.0.0.1 

C. 192.168.1.1 

D. 192.168.168.168 

Correct Answer: B 

 

QUESTION 3

Which of the following problems can be solved by using Wireshark? 

A. Tracking version changes of source code 

B. Checking creation dates on all webpages on a server 

C. Resetting the administrator password on multiple systems 

D. Troubleshooting communication resets between two systems 

Correct Answer: D 

 

QUESTION 4

Which of the following network attacks relies on sending an abnormally large packet size that exceeds TCP/IP
specifications? 

A. Ping of death 

B. SYN flooding 

C. TCP hijacking 
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D. Smurf attack 

Correct Answer: A 

 

QUESTION 5

Which of the following tools will scan a network to perform vulnerability checks and compliance auditing? 

A. NMAP 

B. Metasploit 

C. Nessus 

D. BeEF 

Correct Answer: C 

 

QUESTION 6

A company has made the decision to host their own email and basic web services. The administrator needs to set up
the external firewall to limit what protocols should be allowed to get to the public part of the company\\'s network. Which
ports should the administrator open? (Choose three.) 

A. Port 22 

B. Port 23 

C. Port 25 

D. Port 53 

E. Port 80 

F. Port 139 

G. Port 445 

Correct Answer: CDE 

 

QUESTION 7

Which set of access control solutions implements two-factor authentication? 

A. USB token and PIN 

B. Fingerprint scanner and retina scanner 

C. Password and PIN 

D. Account and password 
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Correct Answer: A 

 

QUESTION 8

A large company intends to use Blackberry for corporate mobile phones and a security analyst is assigned to evaluate
the possible threats. The analyst will use the Blackjacking attack method to demonstrate how an attacker could
circumvent perimeter defenses and gain access to the corporate network. What tool should the analyst use to perform a
Blackjacking attack? 

A. Paros Proxy 

B. BBProxy 

C. BBCrack 

D. Blooover 

Correct Answer: B 

 

QUESTION 9

Which of the following describes a component of Public Key Infrastructure (PKI) where a copy of a private key is stored
to provide third-party access and to facilitate recovery operations? 

A. Key registry 

B. Recovery agent 

C. Directory 

D. Key escrow 

Correct Answer: D 

 

QUESTION 10

What is the most secure way to mitigate the theft of corporate information from a laptop that was left in a hotel room? 

A. Set a BIOS password. 

B. Encrypt the data on the hard drive. 

C. Use a strong logon password to the operating system. 

D. Back up everything on the laptop and store the backup in a safe place. 

Correct Answer: B 

 

QUESTION 11
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An ethical hacker for a large security research firm performs penetration tests, vulnerability tests, and risk assessments.
A friend recently started a company and asks the hacker to perform a penetration test and vulnerability assessment of
the new company as a favor. What should the hacker\\'s next step be before starting work on this job? 

A. Start by foot printing the network and mapping out a plan of attack. 

B. Ask the employer for authorization to perform the work outside the company. 

C. Begin the reconnaissance phase with passive information gathering and then move into active information gathering. 

D. Use social engineering techniques on the friend\\'s employees to help identify areas that may be susceptible to
attack. 

Correct Answer: B 

 

QUESTION 12

Passive reconnaissance involves collecting information through which of the following? 

A. Social engineering 

B. Network traffic sniffing 

C. Man in the middle attacks 

D. Publicly accessible sources 

Correct Answer: D 

 

QUESTION 13

What is the outcome of the comm"nc -l -p 2222 | nc 10.1.0.43 1234"? 

A. Netcat will listen on the 10.1.0.43 interface for 1234 seconds on port 2222. 

B. Netcat will listen on port 2222 and output anything received to a remote connection on 10.1.0.43 port 1234. 

C. Netcat will listen for a connection from 10.1.0.43 on port 1234 and output anything received to port 2222. 

D. Netcat will listen on port 2222 and then output anything received to local interface 10.1.0.43. 

Correct Answer: B 

 

QUESTION 14

Which of the following is an example of IP spoofing? 

A. SQL injections 

B. Man-in-the-middle 
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C. Cross-site scripting 

D. ARP poisoning 

Correct Answer: B 

 

QUESTION 15

Blane is a network security analyst for his company. From an outside IP, Blane performs an XMAS scan using Nmap.
Almost every port scanned does not illicit a response. What can he infer from this kind of response? 

A. These ports are open because they do not illicit a response. 

B. He can tell that these ports are in stealth mode. 

C. If a port does not respond to an XMAS scan using NMAP, that port is closed. 

D. The scan was not performed correctly using NMAP since all ports, no matter what their state, will illicit some sort of
response from an XMAS scan. 

Correct Answer: A 
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