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QUESTION 1

Which among the following is the best example of the third step (delivery) in the cyber kill chain? 

A. An intruder sends a malicious attachment via email to a target. 

B. An intruder creates malware to be used as a malicious attachment to an email. 

C. An intruder\\'s malware is triggered when a target opens a malicious email attachment. 

D. An intruder\\'s malware is installed on a target\\'s machine. 

Correct Answer: A 

 

QUESTION 2

Jane, an ethical hacker, is testing a target organization\\'s web server and website to identity security loopholes. In this
process, she copied the entire website and its content on a local drive to view the complete profile of the site\\'s
directory structure, file structure, external links, images, web pages, and so on. This information helps Jane map the
website\\'s directories and gain valuable information. What is the attack technique employed by Jane in the above
scenario? 

A. website mirroring 

B. Session hijacking 

C. Web cache poisoning 

D. Website defacement 

Correct Answer: A 

A mirror site may be a website or set of files on a computer server that has been copied to a different computer server in
order that the location or files are available from quite one place. A mirror site has its own URL, but is otherwise just like
the principal site. Load-balancing devices allow high-volume sites to scale easily, dividing the work between multiple
mirror sites.A mirror site is typically updated frequently to make sure it reflects the contents of the first site. In some
cases, the first site may arrange for a mirror site at a bigger location with a better speed connection and, perhaps, a
better proximity to an outsized audience.If the first site generates an excessive amount of traffic, a mirror site can
ensure better availability of the web site or files. For websites that provide copies or updates of widely used software, a
mirror site allows the location to handle larger demands and enables the downloaded files to arrive more quickly.
Microsoft, Sun Microsystems and other companies have mirror sites from which their browser software are often
downloaded.Mirror sites are wont to make site access faster when the first site could also be geographically distant from
those accessing it. A mirrored web server is usually located on a special continent from the principal site, allowing users
on the brink of the mirror site to urge faster and more reliable access.Mirroring an internet site also can be done to make
sure that information are often made available to places where access could also be unreliable or censored. In 2013,
when Chinese authorities blocked access to foreign media outlets just like the Wall Street Journal and Reuters, site
mirroring was wont to restore access and circumvent government censorship. 

 

QUESTION 3

A company\\'s Web development team has become aware of a certain type of security vulnerability in their Web
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software. To mitigate the possibility of this vulnerability being exploited, the team wants to modify the software
requirements to disallow users from entering HTML as input into their Web application. 

What kind of Web application vulnerability likely exists in their software? 

A. Cross-site scripting vulnerability 

B. SQL injection vulnerability 

C. Web site defacement vulnerability 

D. Gross-site Request Forgery vulnerability 

Correct Answer: A 

There is no single, standardized classification of cross-site scripting flaws, but most experts distinguish between at least
two primary flavors of XSS flaws: non- persistent and persistent. In this issue, we consider the non-persistent cross-site
scripting vulnerability. The non-persistent (or reflected) cross-site scripting vulnerability is by far the most basic type of
web vulnerability. These holes show up when the data provided by a web client, most commonly in HTTP query
parameters (e.g. HTML form submission), is used immediately by server-side scripts to parse and display a page of
results for and to that user, without properly sanitizing the content. Because HTML documents have a flat, serial
structure that mixes control statements, formatting, and the actual content, any non-validated user-supplied data
included in the resulting page without proper HTML encoding, may lead to markup injection. A classic example of a
potential vector is a site search engine: if one searches for a string, the search string will typically be redisplayed
verbatim on the result page to indicate what was searched for. If this response does not properly escape or reject HTML
control characters, a cross-site scripting flaw will ensue. 

 

QUESTION 4

Password cracking programs reverse the hashing process to recover passwords.(True/False.) 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 5

Which of the following protocols can be used to secure an LDAP service against anonymous queries? 

A. SSO 

B. RADIUS 

C. WPA 

D. NTLM 

Correct Answer: D 

In a Windows network, nongovernmental organization (New Technology) local area network Manager (NTLM) could be
a suite of Microsoft security protocols supposed to produce authentication, integrity, and confidentiality to users.NTLM is
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that the successor to the authentication protocol in Microsoft local area network Manager (LANMAN), Associate in
Nursing older Microsoft product. The NTLM protocol suite is enforced in an exceedingly Security Support supplier, which
mixes the local area network Manager authentication protocol, NTLMv1, NTLMv2 and NTLM2 Session protocols in an
exceedingly single package. whether or not these protocols area unit used or will be used on a system is ruled by
cluster Policy settings, that totally different|completely different} versions of Windows have different default settings.
NTLM passwords area unit thought-about weak as a result of they will be brute-forced very simply with fashionable
hardware. NTLM could be a challenge-response authentication protocol that uses 3 messages to authenticate a
consumer in an exceedingly affiliation orientating setting (connectionless is similar), and a fourth extra message if
integrity is desired. First, the consumer establishes a network path to the server and sends a NEGOTIATE_MESSAGE
advertising its capabilities. Next, the server responds with CHALLENGE_MESSAGE that is employed to determine the
identity of the consumer. Finally, the consumer responds to the challenge with Associate in Nursing
AUTHENTICATE_MESSAGE. The NTLM protocol uses one or each of 2 hashed word values, each of that are keep on
the server (or domain controller), and that through a scarcity of seasoning area unit word equivalent, that means that if
you grab the hash price from the server, you\\'ll evidence while not knowing the particular word. the 2 area unit the lm
Hash (a DES-based operate applied to the primary fourteen chars of the word born-again to the standard eight bit laptop
charset for the language), and also the nt Hash (MD4 of the insufficient endian UTF-16 Unicode password). each hash
values area unit sixteen bytes (128 bits) every. The NTLM protocol additionally uses one among 2 a method functions,
looking on the NTLM version. National Trust LanMan and NTLM version one use the DES primarily based LanMan a
method operate (LMOWF), whereas National TrustLMv2 uses the NT MD4 primarily based a method operate
(NTOWF). 

 

QUESTION 6

Which of the following antennas is commonly used in communications for a frequency band of 10 MHz to VHF and
UHF? 

A. Yagi antenna 

B. Dipole antenna 

C. Parabolic grid antenna 

D. Omnidirectional antenna 

Correct Answer: A 

 

QUESTION 7

An incident investigator asks to receive a copy of the event logs from all firewalls, proxy servers, and Intrusion Detection
Systems (IDS) on the network of an organization that has experienced a possible breach of security. When the 

investigator attempts to correlate the information in all of the logs, the sequence of many of the logged events do not
match up. 

What is the most likely cause? 

A. The network devices are not all synchronized. 

B. Proper chain of custody was not observed while collecting the logs. 

C. The attacker altered or erased events from the logs. 

D. The security breach was a false positive. 
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Correct Answer: A 

Many network and system administrators don\\'t pay enough attention to system clock accuracy and time
synchronization. Computer clocks can run faster or slower over time, batteries and power sources die, or daylight-
saving time changes are forgotten. Sure, there are many more pressing security issues to deal with, but not ensuring
that the time on network devices is synchronized can cause problems. And these problems often only come to light after
a security incident. If you suspect a hacker is accessing your network, for example, you will want to analyze your log
files to look for any suspicious activity. If your network\\'s security devices do not have synchronized times, the
timestamps\\' inaccuracy makes it impossible to correlate log files from different sources. Not only will you have difficulty
in tracking events, but you will also find it difficult to use such evidence in court; you won\\'t be able to illustrate a smooth
progression of events as they occurred throughout your network. 

 

QUESTION 8

A group of hackers were roaming around a bank office building in a city, driving a luxury car. They were using hacking
tools on their laptop with the intention to find a free-access wireless network. What is this hacking process known as? 

A. GPS mapping 

B. Spectrum analysis 

C. Wardriving 

D. Wireless sniffing 

Correct Answer: C 

 

QUESTION 9

Tony wants to integrate a 128-bit symmetric block cipher with key sizes of 128,192, or 256 bits into a software program,
which involves 32 rounds of computational operations that include substitution and permutation operations on four 32-bit
word blocks using 8-variable S-boxes with 4-bit entry and 4-bit exit. Which of the following algorithms includes all the
above features and can be integrated by Tony into the software program? 

A. TEA 

B. CAST-128 

C. RC5 

D. serpent 

Correct Answer: D 

 

QUESTION 10

You just set up a security system in your network. In what kind of system would you find the following string of
characters used as a rule within its configuration? alert tcp any any -> 192.168.100.0/24 21 (msg: ""FTP on the
network!"";) 

A. A firewall IPTable 
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B. FTP Server rule 

C. A Router IPTable 

D. An Intrusion Detection System 

Correct Answer: D 

 

QUESTION 11

Websites and web portals that provide web services commonly use the Simple Object Access Protocol (SOAP). Which
of the following is an incorrect definition or characteristics of the protocol? 

A. Exchanges data between web services 

B. Only compatible with the application protocol HTTP 

C. Provides a structured model for messaging 

D. Based on XML 

Correct Answer: B 

 

QUESTION 12

Kate dropped her phone and subsequently encountered an issue with the phone\\'s internal speaker. Thus, she is using
the phone\\'s loudspeaker for phone calls and other activities. Bob, an attacker, takes advantage of this vulnerability and
secretly exploits the hardware of Kate\\'s phone so that he can monitor the loudspeaker\\'s output from data sources
such as voice assistants, multimedia messages, and audio files by using a malicious app to breach speech privacy.
What is the type of attack Bob performed on Kate in the above scenario? 

A. Man-in-the-disk attack 

B. aLTEr attack 

C. SIM card attack 

D. Spearphone attack 

Correct Answer: D 

 

QUESTION 13

When you are getting information about a web server, it is very important to know the HTTP Methods (GET, POST,
HEAD, PUT, DELETE, TRACE) that are available because there are two critical methods (PUT and DELETE). PUT can
upload a file to the server and DELETE can delete a file from the server. You can detect all these methods (GET,
POST, HEAD, DELETE, PUT, TRACE) using NMAP script engine. What Nmap script will help you with this task? 

A. http-methods 

B. http enum 
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C. http-headers 

D. http-git 

Correct Answer: A 

 

QUESTION 14

You are performing a penetration test for a client and have gained shell access to a Windows machine on the internal
network. You intend to retrieve all DNS records for the internal domain, if the DNS server is at 192.168.10.2 and the
domain name is abccorp.local, what command would you type at the nslookup prompt to attempt a zone transfer? 

A. list server=192.168.10.2 type=all 

B. is-d abccorp.local 

C. Iserver 192.168.10.2-t all 

D. List domain=Abccorp.local type=zone 

Correct Answer: B 

 

QUESTION 15

Robin, a professional hacker, targeted an organization\\'s network to sniff all the traffic. During this process, Robin
plugged in a rogue switch to an unused port in the LAN with a priority lower than any other switch in the network,
making it the root bridge that would later allow him to sniff all the traffic in the network. 

What is the attack performed by Robin in the above scenario? 

A. ARP spoofing attack 

B. VLAN hopping attack 

C. DNS poisoning attack 

D. STP attack 

Correct Answer: D 

STP prevents bridging loops in a redundant switched network environment. By avoiding loops, you can ensure that
broadcast traffic does not become a traffic storm. STP is a hierarchical tree-like topology with a "root" switch at the top.
A switch is elected as root based on the lowest configured priority of any switch (0 through 65,535). When a switch
boots up, it begins a process of identifying other switches and determining the root bridge. After a root bridge is elected,
the topology is established from its perspective of the connectivity. The switches determine the path to the root bridge,
and all redundant paths are blocked. STP sends configuration and topology change notifications and acknowledgments
(TCN/ TCA) using bridge protocol data units (BPDU). An STP attack involves an attacker spoofing the root bridge in the
topology. The attacker broadcasts out an STP configuration/topology change BPDU in an attempt to force an STP
recalculation. The BPDU sent out announces that the attacker\\'s system has a lower bridge priority. The attacker can
then see a variety of frames forwarded from other switches to it. STP recalculation may also cause a denial-of-service
(DoS) condition on the network by causing an interruption of 30 to 45 seconds each time the root bridge changes. An
attacker using STP network topology changes to force its host to be elected as the root bridge. 
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