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QUESTION 1

In an attempt to damage the reputation of a competitor organization, Hailey, a professional hacker, gathers a list of
employee and client email addresses and other related information by using various search engines, social networking
sites, and web spidering tools. In this process, she also uses an automated tool to gather a list of words from the target
website to further perform a brute-force attack on the previously gathered email addresses. 

What is the tool used by Hailey for gathering a list of words from the target website? 

A. Shadowsocks 

B. CeWL 

C. Psiphon 

D. Orbot 

Correct Answer: B 

 

QUESTION 2

You just set up a security system in your network. In what kind of system would you find the following string of
characters used as a rule within its configuration? alert tcp any any -> 192.168.100.0/24 21 (msg: ""FTP on the
network!"";) 

A. A firewall IPTable 

B. FTP Server rule 

C. A Router IPTable 

D. An Intrusion Detection System 

Correct Answer: D 

 

QUESTION 3

Elliot is in the process of exploiting a web application that uses SQL as a back-end database. He\\'s determined that the
application is vulnerable to SQL injection, and has introduced conditional timing delays into injected queries to
determine whether they are successful. What type of SQL injection is Elliot most likely performing? 

A. Error-based SQL injection 

B. Blind SQL injection 

C. Union-based SQL injection 

D. NoSQL injection 

Correct Answer: B 
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QUESTION 4

Sam, a web developer, was instructed to incorporate a hybrid encryption software program into a web application to
secure email messages. Sam used an encryption software, which is a free implementation of the OpenPGP standard
that uses both symmetric-key cryptography and asymmetric-key cryptography for improved speed and secure key
exchange. What is the encryption software employed by Sam for securing the email messages? 

A. PGP 

B. S/MIME 

C. SMTP 

D. GPG 

Correct Answer: A 

 

QUESTION 5

You want to analyze packets on your wireless network. Which program would you use? 

A. Wireshark with Airpcap 

B. Airsnort with Airpcap 

C. Wireshark with Winpcap 

D. Ethereal with Winpcap 

Correct Answer: A 

 

QUESTION 6

Every company needs a formal written document which spells out to employees precisely what they are allowed to use
the company\\'s systems for, what is prohibited, and what will happen to them if they break the rules. Two printed copies
of the policy should be given to every employee as soon as possible after they join the organization. The employee
should be asked to sign one copy, which should be safely filed by the company. No one should be allowed to use the
company\\'s computer systems until they have signed the policy in acceptance of its terms. 

What is this document called? 

A. Information Audit Policy (IAP) 

B. Information Security Policy (ISP) 

C. Penetration Testing Policy (PTP) 

D. Company Compliance Policy (CCP) 

Correct Answer: B 
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QUESTION 7

A Security Engineer at a medium-sized accounting firm has been tasked with discovering how much information can be
obtained from the firm\\'s public facing web servers. The engineer decides to start by using netcat to port 80. 

The engineer receives this output: HTTP/1.1 200 OK Server: Microsoft-IIS/6 Expires: Tue, 17 Jan 2011 01:41:33 GMT
Date: Mon, 16 Jan 2011 01:41:33 GMT Content-Type: text/html Accept-Ranges: bytes Last Modified: Wed, 28 Dec 2010
15:32:21 GMT ETag:"b0aac0542e25c31:89d" Content-Length: 7369 Which of the following is an example of what the
engineer performed? 

A. Banner grabbing 

B. SQL injection 

C. Whois database query 

D. Cross-site scripting 

Correct Answer: A 

 

QUESTION 8

jane, an ethical hacker. Is testing a target organization\\'s web server and website to identity security loopholes. In this
process, she copied the entire website and its content on a local drive to view the complete profile of the site\\'s
directory structure, file structure, external links, images, web pages, and so on. This information helps jane map the
website\\'s directories and gain valuable information. What is the attack technique employed by Jane in the above
scenario? 

A. website mirroring 

B. Session hijacking 

C. Web cache poisoning 

D. Website defacement 

Correct Answer: A 

A mirror site may be a website or set of files on a computer server that has been copied to a different computer server in
order that the location or files are available from quite one place. A mirror site has its own URL, but is otherwise just like
the principal site. Load-balancing devices allow high-volume sites to scale easily, dividing the work between multiple
mirror sites.A mirror site is typically updated frequently to make sure it reflects the contents of the first site. In some
cases, the first site may arrange for a mirror site at a bigger location with a better speed connection and, perhaps, a
better proximity to an outsized audience.If the first site generates an excessive amount of traffic, a mirror site can
ensure better availability of the web site or files. For websites that provide copies or updates of widely used software, a
mirror site allows the location to handle larger demands and enables the downloaded files to arrive more quickly.
Microsoft, Sun Microsystems and other companies have mirror sites from which their browser software are often
downloaded.Mirror sites are wont to make site access faster when the first site could also be geographically distant from
those accessing it. A mirrored web server is usually located on a special continent from the principal site, allowing users
on the brink of the mirror site to urge faster and more reliable access.Mirroring an internet site also can be done to make
sure that information are often made available to places where access could also be unreliable or censored. In 2013,
when Chinese authorities blocked access to foreign media outlets just like the Wall Street Journal and Reuters, site
mirroring was wont to restore access and circumvent government censorship. 
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QUESTION 9

Which of the following statements about a zone transfer is correct? (Choose three.) 

A. A zone transfer is accomplished with the DNS 

B. A zone transfer is accomplished with the nslookup service 

C. A zone transfer passes all zone information that a DNS server maintains 

D. A zone transfer passes all zone information that a nslookup server maintains 

E. A zone transfer can be prevented by blocking all inbound TCP port 53 connections 

F. Zone transfers cannot occur on the Internet 

Correct Answer: ACE 

 

QUESTION 10

What is the least important information when you analyze a public IP address in a security alert? 

A. DNS 

B. Whois 

C. Geolocation 

D. ARP 

Correct Answer: D 

 

QUESTION 11

A user on your Windows 2000 network has discovered that he can use L0phtcrack to sniff the SMB exchanges which
carry user logons. The user is plugged into a hub with 23 other systems. 

However, he is unable to capture any logons though he knows that other users are logging in. 

What do you think is the most likely reason behind this? 

A. There is a NIDS present on that segment. 

B. Kerberos is preventing it. 

C. Windows logons cannot be sniffed. 

D. L0phtcrack only sniffs logons to web servers. 

Correct Answer: B 
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QUESTION 12

Null sessions are un-authenticated connections (not using a username or password.) to an NT or 2000 system. Which
TCP and UDP ports must you filter to check null sessions on your network? 

A. 137 and 139 

B. 137 and 443 

C. 139 and 443 

D. 139 and 445 

Correct Answer: D 

 

QUESTION 13

Bob received this text message on his mobile phone: "Hello, this is Scott Smelby from the Yahoo Bank. Kindly contact
me for a vital transaction on: scottsmelby@yahoo.com". Which statement below is true? 

A. This is a scam as everybody can get a @yahoo address, not the Yahoo customer service employees. 

B. This is a scam because Bob does not know Scott. 

C. Bob should write to scottmelby@yahoo.com to verify the identity of Scott. 

D. This is probably a legitimate message as it comes from a respectable organization. 

Correct Answer: A 

 

QUESTION 14

You are a Network Security Officer. You have two machines. The first machine (192.168.0.99) has snort installed, and
the second machine (192.168.0.150) has kiwi syslog installed. You perform a syn scan in your network, and you notice
that kiwi syslog is not receiving the alert message from snort. You decide to run wireshark in the snort machine to check
if the messages are going to the kiwi syslog machine. What Wireshark filter will show the connections from the snort
machine to kiwi syslog machine? 

A. tcp.srcport= = 514 andand ip.src= = 192.168.0.99 

B. tcp.srcport= = 514 andand ip.src= = 192.168.150 

C. tcp.dstport= = 514 andand ip.dst= = 192.168.0.99 

D. tcp.dstport= = 514 andand ip.dst= = 192.168.0.150 

Correct Answer: D 

 

QUESTION 15
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To hide the file on a Linux system, you have to start the filename with a specific character. What is the character? 

A. Exclamation mark (!) 

B. Underscore (_) 

C. Tilde H D. Period (.) 

Correct Answer: D 
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