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QUESTION 1

Which of the following scanning method splits the TCP header into several packets and makes it difficult for packet
filters to detect the purpose of the packet? 

A. ICMP Echo scanning 

B. SYN/FIN scanning using IP fragments 

C. ACK flag probe scanning 

D. IPID scanning 

Correct Answer: B 

 

QUESTION 2

Eve is spending her day scanning the library computers. She notices that Alice is using a computer whose port 445 is
active and listening. Eve uses the ENUM tool to enumerate Alice machine. From the command prompt, she types the
following command. 

What is Eve trying to do? 

A. Eve is trying to connect as a user with Administrator privileges 

B. Eve is trying to enumerate all users with Administrative privileges 

C. Eve is trying to carry out a password crack for user Administrator 

D. Eve is trying to escalate privilege of the null user to that of Administrator 

Correct Answer: C 

 

QUESTION 3

A hacker was able to easily gain access to a website. He was able to log in via the frontend user login form of the
website using default or commonly used credentials. This exploitation is an example of what Software design flaw? 

A. Insufficient security management 

B. Insufficient database hardening 

C. Insufficient input validation 

D. Insufficient exception handling 
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Correct Answer: B 

 

QUESTION 4

You are tasked to perform a penetration test. While you are performing information gathering, you find an employee list
in Google. You find the receptionist\\'s email, and you send her an email changing the source email to her boss\\'s
email( boss@company ). In this email, you ask for a pdf with information. She reads your email and sends back a pdf
with links. You exchange the pdf links with your malicious links (these links contain malware) and send back the
modified pdf, saying that the links don\\'t work. She reads your email, opens the links, and her machine gets infected.
You now have access to the company network. 

What testing method did you use? 

A. Social engineering 

B. Tailgating 

C. Piggybacking 

D. Eavesdropping 

Correct Answer: A 

Social engineering, in the context of information security, refers to psychological manipulation of people into performing
actions or divulging confidential information. A type of confidence trick for the purpose of information gathering, fraud, or
system access, it differs from a traditional "con" in that it is often one of many steps in a more complex fraud scheme. 

 

QUESTION 5

The fundamental difference between symmetric and asymmetric key cryptographic systems is that symmetric key
cryptography uses which of the following? 

A. Multiple keys for non-repudiation of bulk data 

B. Different keys on both ends of the transport medium 

C. Bulk encryption for data transmission over fiber 

D. The same key on each end of the transmission medium 

Correct Answer: D 

 

QUESTION 6

Which of the following options represents a conceptual characteristic of an anomaly-based IDS over a signature-based
IDS? 

A. Produces less false positives 

B. Can identify unknown attacks 
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C. Requires vendor updates for a new threat 

D. Cannot deal with encrypted network traffic 

Correct Answer: B 

 

QUESTION 7

Sophia travels a lot and worries that her laptop containing confidential documents might be stolen. What is the best
protection that will work for her? 

A. Password protected files 

B. Hidden folders 

C. BIOS password 

D. Full disk encryption. 

Correct Answer: D 

 

QUESTION 8

Which of the following is optimized for confidential communications, such as bidirectional voice and video? 

A. RC4 

B. RC5 

C. MD4 

D. MD5 

Correct Answer: A 

 

QUESTION 9

Suppose your company has just passed a security risk assessment exercise. The results display that the risk of the
breach in the main company application is 50%. Security staff has taken some measures and implemented the
necessary controls. After that, another security risk assessment was performed showing that risk has decreased to
10%. The risk threshold for the application is 20%. Which of the following risk decisions will be the best for the project in
terms of its successful continuation with the most business profit? 

A. Accept the risk 

B. Introduce more controls to bring risk to 0% 

C. Mitigate the risk 

D. Avoid the risk 
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Correct Answer: A 

 

QUESTION 10

What are the three types of compliance that the Open Source Security Testing Methodology Manual (OSSTMM)
recognizes? 

A. Legal, performance, audit 

B. Audit, standards based, regulatory 

C. Contractual, regulatory, industry 

D. Legislative, contractual, standards based 

Correct Answer: D 

 

QUESTION 11

How can a rootkit bypass Windows 7 operating system\\'s kernel mode, code signing policy? 

A. Defeating the scanner from detecting any code change at the kernel 

B. Replacing patch system calls with its own version that hides the rootkit (attacker\\'s) actions 

C. Performing common services for the application process and replacing real applications with fake ones 

D. Attaching itself to the master boot record in a hard drive and changing the machine\\'s boot sequence/ options 

Correct Answer: D 

 

QUESTION 12

What type of OS fingerprinting technique sends specially crafted packets to the remote OS and analyzes the received
response? 

A. Passive 

B. Reflective 

C. Active 

D. Distributive 

Correct Answer: C 

 

QUESTION 13

A specific site received 91 ICMP_ECHO packets within 90 minutes from 47 different sites. 
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77 of the ICMP_ECHO packets had an ICMP ID:39612 and Seq:57072. 13 of the ICMP_ECHO packets had an ICMP
ID:0 and Seq:0. 

What can you infer from this information? 

A. The packets were sent by a worm spoofing the IP addresses of 47 infected sites 

B. ICMP ID and Seq numbers were most likely set by a tool and not by the operating system 

C. All 77 packets came from the same LAN segment and hence had the same ICMP ID and Seq number 

D. 13 packets were from an external network and probably behind a NAT, as they had an ICMP ID 0 and Seq 0 

Correct Answer: B 

 

 

QUESTION 14

In which phase of the ethical hacking process can Google hacking be employed? This is a technique that involves
manipulating a search string with specific operators to search for vulnerabilities. 

Example: allintitle: root passwd 

A. Maintaining Access 

B. Gaining Access 

C. Reconnaissance 

D. Scanning and Enumeration 

Correct Answer: C 

 

QUESTION 15

A bank stores and processes sensitive privacy information related to home loans. However, auditing has never been
enabled on the system. What is the first step that the bank should take before enabling the audit feature? 

A. Perform a vulnerability scan of the system. 

B. Determine the impact of enabling the audit feature. 

C. Perform a cost/benefit analysis of the audit feature. 

D. Allocate funds for staffing of audit log review. 

Correct Answer: B 
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