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QUESTION 1

What technique is used to perform a Connection Stream Parameter Pollution (CSPP) attack? 

A. Injecting parameters into a connection string using semicolons as a separator 

B. Inserting malicious Javascript code into input parameters 

C. Setting a user\\'s session identifier (SID) to an explicit known value 

D. Adding multiple parameters with the same name in HTTP requests 

Correct Answer: A 

 

QUESTION 2

You are using NMAP to resolve domain names into IP addresses for a ping sweep later. 

Which of the following commands looks for IP addresses? 

A. >host -t a hackeddomain.com 

B. >host -t soa hackeddomain.com 

C. >host -t ns hackeddomain.com 

D. >host -t AXFR hackeddomain.com 

Correct Answer: A 

The A record is an Address record. It returns a 32-bit IPv4 address, most commonly used to map hostnames to an IP
address of the host. 

References: https://en.wikipedia.org/wiki/List_of_DNS_record_types 

 

QUESTION 3

It is a vulnerability in GNU\\'s bash shell, discovered in September of 2014, that gives attackers access to run remote
commands on a vulnerable system. The malicious software can take control of an infected machine, launch denial-of-
service attacks to disrupt websites, and scan for other vulnerable devices (including routers). 

Which of the following vulnerabilities is being described? 

A. Shellshock 

B. Rootshock 

C. Rootshell 

D. Shellbash 
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Correct Answer: A 

Shellshock, also known as Bashdoor, is a family of security bugs in the widely used Unix Bash shell, the first of which
was disclosed on 24 September 2014. 

References: https://en.wikipedia.org/wiki/Shellshock_(software_bug) 

 

QUESTION 4

Which Intrusion Detection System is best applicable for large environments where critical assets on the network need
extra security and is ideal for observing sensitive network segments? 

A. Network-based intrusion detection system (NIDS) 

B. Host-based intrusion detection system (HIDS) 

C. Firewalls 

D. Honeypots 

Correct Answer: A 

 

QUESTION 5

Which of the following items is unique to the N-tier architecture method of designing software applications? 

A. Application layers can be separated, allowing each layer to be upgraded independently from other layers. 

B. It is compatible with various databases including Access, Oracle, and SQL. 

C. Data security is tied into each layer and must be updated for all layers when any upgrade is performed. 

D. Application layers can be written in C, ASP.NET, or Delphi without any performance loss. 

Correct Answer: A 

 

QUESTION 6

A certified ethical hacker (CEH) completed a penetration test of the main headquarters of a company almost two months
ago, but has yet to get paid. The customer is suffering from financial problems, and the CEH is worried that the
company will go out of business and end up not paying. What actions should the CEH take? 

A. Threaten to publish the penetration test results if not paid. 

B. Follow proper legal procedures against the company to request payment. 

C. Tell other customers of the financial problems with payments from this company. 

D. Exploit some of the vulnerabilities found on the company webserver to deface it. 

Correct Answer: B 
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QUESTION 7

What is the name of the international standard that establishes a baseline level of confidence in the security functionality
of IT products by providing a set of requirements for evaluation? 

A. Blue Book 

B. ISO 26029 

C. Common Criteria 

D. The Wassenaar Agreement 

Correct Answer: C 

 

QUESTION 8

An incident investigator asks to receive a copy of the event logs from all firewalls, proxy servers, and Intrusion Detection
Systems (IDS) on the network of an organization that has experienced a possible breach of security. When the
investigator attempts to correlate the information in all of the logs, the sequence of many of the logged events do not
match up. 

What is the most likely cause? 

A. The network devices are not all synchronized. 

B. Proper chain of custody was not observed while collecting the logs. 

C. The attacker altered or erased events from the logs. 

D. The security breach was a false positive. 

Correct Answer: A 

Time synchronization is an important middleware service of distributed systems, amongst which Distributed Intrusion
Detection System (DIDS) makes extensive use of time synchronization in particular. 

References: http://ieeexplore.ieee.org/xpl/login.jsp?tp=andarnumber=5619315andurl=http%3A%2F%2Fieee
xplore.ieee.org %2Fxpls%2Fabs_all.jsp%3Farnumber%3D5619315 

 

QUESTION 9

Which of the following can take an arbitrary length of input and produce a message digest output of 160 bit? 

A. SHA-1 

B. MD5 

C. HAVAL 

D. MD4 
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Correct Answer: A 

 

QUESTION 10

An NMAP scan of a server shows port 69 is open. What risk could this pose? 

A. Unauthenticated access 

B. Weak SSL version 

C. Cleartext login 

D. Web portal data leak 

Correct Answer: A 

 

QUESTION 11

Which of the following command line switch would you use for OS detection in Nmap? 

A.-D 

B. -O 

C. -P 

D. -X 

Correct Answer: B 

 

 

QUESTION 12

Knowing the nature of backup tapes, which of the following is the MOST RECOMMENDED way of storing backup
tapes? 

A. In a cool dry environment 

B. Inside the data center for faster retrieval in a fireproof safe 

C. In a climate controlled facility offsite 

D. On a different floor in the same building 

Correct Answer: C 

 

QUESTION 13
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Which of the following does proper basic configuration of snort as a network intrusion detection system require? 

A. Limit the packets captured to the snort configuration file. 

B. Capture every packet on the network segment. 

C. Limit the packets captured to a single segment. 

D. Limit the packets captured to the /var/log/snort directory. 

Correct Answer: A 

 

QUESTION 14

Elliot is in the process of exploiting a web application that uses SQL as a back-end database. He\\'s determined that the
application is vulnerable to SQL injection, and has introduced conditional timing delays into injected queries to
determine whether they are successful. What type of SQL injection is Elliot most likely performing? 

A. Error-based SQL injection 

B. Blind SQL injection 

C. Union-based SQL injection 

D. NoSQL injection 

Correct Answer: B 

 

QUESTION 15

Which of the following statements regarding ethical hacking is incorrect? 

A. Ethical hackers should never use tools or methods that have the potential of exploiting vulnerabilities in an
organization\\'s systems. 

B. Testing should be remotely performed offsite. 

C. An organization should use ethical hackers who do not sell vendor hardware/software or other consulting services. 

D. Ethical hacking should not involve writing to or modifying the target systems. 

Correct Answer: A 

Ethical hackers use the same methods and techniques, including those that have the potential of exploiting
vulnerabilities, to test and bypass a system\\'s defenses as their less- principled counterparts, but rather than taking
advantage of any vulnerabilities found, they document them and provide actionable advice on how to fix them so the
organization can improve its overall security. 

References: http://searchsecurity.techtarget.com/definition/ethical-hacker 
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