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QUESTION 1

Which of the following is a credit card-sized device used to securely store personal information and used in conjunction
with a PIN number to authenticate users? 

A. Proximity card 

B. Java card 

C. SD card 

D. Smart card 

Correct Answer: D 

A smart card is a credit card-sized device used to securely store personal information such as certificates, public and
private keys, passwords, etc. It is used in conjunction with a PIN number to authenticate users. In Windows, smart cards
are used to enable certificate-based authentication. To use smart cards, Extensible Authentication Protocol (EAP) must
be configured in Windows. Answer option B is incorrect. Java Card is a technology that allows Java-based applications
to be run securely on smart cards and small memory footprint devices. Java Card gives a user the ability to program
devices and make them application specific. It is widely used in SIM cards and ATM cards. Java Card products are
based on the Java Card Platform specifications developed by Sun Microsystems, a supplementary of Oracle
Corporation. Many Java card products also rely on the global platform specifications for the secure management of
applications on the card. The main goals of the Java Card technology are portability and security. Answer option A is
incorrect. Proximity card (or Prox Card) is a generic name for contactless integrated circuit devices used for security
access or payment systems. It can refer to the older 125 kHz devices or the newer 13.56 MHz contactless RFID cards,
most commonly known as contactless smartcards. Modern proximity cards are covered by the ISO/IEC 14443
(Proximity Card) standard. There is also a related ISO/IEC 15693 (Vicinity Card) standard. Proximity cards are powered
by resonant energy transfer and have a range of 0-3 inches in most instances. The user will usually be able to leave the
card inside a wallet or purse. The price of the cards is also low, usually US$2-$5, allowing them to be used in
applications such as identification cards, keycards, payment cards and public transit fare cards. Answer option C is
incorrect. Secure Digital (SD) card is a non-volatile memory card format used in portable devices such as mobile
phones, digital cameras, and handheld computers. SD cards are based on the older MultiMediaCard (MMC) format, but
they are a little thicker than MMC cards. Generally an SD card offers a write-protect switch on its side. SD cards
generally measure 32 mm x 24 mm x 2.1 mm, but they can be as thin as 1.4 mm. The devices that have SD card slots
can use the thinner MMC cards, but the standard SD cards will not fit into the thinner MMC slots. Some SD cards are
also available with a USB connector. SD card readers allow SD cards to be accessed via many connectivity ports such
as USB, FireWire, and the common parallel port. 

 

QUESTION 2

In _______ mechanism, the system or application sends log records either on the local disk or over the network. 

A. Network-based 

B. Pull-based 

C. Push-based 

D. Host-based 

Correct Answer: C 
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QUESTION 3

Elden is working as a network administrator at an IT company. His organization opted for a virtualization technique in
which the guest OS is aware of the virtual environment in which it is running and communicates with the host machines
for requesting resources. Identify the virtualization technique implemented by Elden\\'s organization. 

A. Hybrid virtualization 

B. Hardware-assisted virtualization 

C. Full virtualization 

D. Para virtualization 

Correct Answer: B 

 

QUESTION 4

How can a WAF validate traffic before it reaches a web application? 

A. It uses a role-based filtering technique 

B. It uses an access-based filtering technique 

C. It uses a sandboxing filtering technique 

D. It uses a rule-based filtering technique 

Correct Answer: D 

 

QUESTION 5

Which of the following is a tool that runs on the Windows OS and analyzes iptables log messages to detect port scans
and other suspicious traffic? 

A. PSAD 

B. Hping 

C. NetRanger 

D. Nmap 

Correct Answer: A 

PSAD is a tool that runs on the Windows OS and analyzes iptables log messages to detect port scans and other
suspicious traffic. It includes many signatures from the IDS to detect probes for various backdoor programs such as
EvilFTP, GirlFriend, SubSeven, DDoS tools (mstream, shaft), and advanced port scans (FIN, NULL, XMAS). If it is
combined with fwsnort and the Netfilter string match extension, it detects most of the attacks described in the Snort rule
set that involve application layer data. Answer option C is incorrect. NetRanger is the complete network configuration
and information toolkit that includes the following tools: Ping tool, Trace Route tool, Host Lookup tool, Internet time
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synchronizer, Whois tool, Finger Unix hosts tool, Host and port scanning tool, check multiple POP3 mail accounts tool,
manage dialup connections tool, Quote of the day tool, and monitor Network Settings tool. These tools are integrated in
order to use an application interface with full online help. NetRanger is designed for both new and experienced users.
This tool is used to help diagnose network problems and to get information about users, hosts, and networks on the
Internet or on a user computer network. NetRanger uses multi-threaded and multi-connection technologies in order to
be very fast and efficient. Answer option D is incorrect. Nmap is a free open-source utility for network exploration and
security auditing. It is used to discover computers and services on a computer network, thus creating a "map" of the
network. Just like many simple port scanners, Nmap is capable of discovering passive services. In addition, Nmap may
be able to determine various details about the remote computers. These include operating system, device type, uptime,
software product used to run a service, exact version number of that product, presence of some firewall techniques and,
on a local area network, even vendor of the remote network card. Nmap runs on Linux, Microsoft Windows, etc. 

 

QUESTION 6

Which of the following is one of the most commonly used implementations of RAID? 

A. RAID 2 

B. RAID 3 

C. RAID 1 

D. RAID 5 

Correct Answer: D 

 

QUESTION 7

Fill in the blank with the appropriate term. The is typically considered as the top InfoSec officer in the organization and
helps in maintaining current and appropriate body of knowledge required to perform InfoSec management functions. 

Correct Answer: CISO 

The Chief InfoSec Officer (CISO) is typically considered as the top InfoSec officer in the organization, though the CISO
is usually not an executive-level position and commonly reports to the CIO. Following are the job competencies for the
Chief InfoSec Officer (CISO): Maintaining current and appropriate body of knowledge required to perform InfoSec
management functionsEffectively applying InfoSec management knowledge for improving security of open network and
associated systems and services Maintaining working knowledge of external legislative and regulatory
initiativesInterpreting and translating requirements for implementationDeveloping appropriate InfoSec policies,
standards, guidelines, and proceduresProviding meaningful 

input, preparing effective presentations, and communicating InfoSec objectivesParticipating in short and long term
planning 

 

QUESTION 8

Which of the following is the main international standards organization for the World Wide Web? 

A. W3C 

B. ANSI 
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C. WASC 

D. CCITT 

Correct Answer: A 

 

QUESTION 9

Which of the following layers of the OSI model provides interhost communication? 

A. Application layer 

B. Network layer 

C. Transport layer 

D. Session layer 

Correct Answer: D 

 

QUESTION 10

John wants to implement a packet filtering firewall in his organization\\'s network. What TCP/IP layer does a packet
filtering firewall work on? 

A. Network Interface layer 

B. Application layer 

C. IP layer 

D. TCP layer 

Correct Answer: C 

 

QUESTION 11

Will is working as a Network Administrator. Management wants to maintain a backup of all the company data as soon as
it starts operations. They decided to use a RAID backup storage technology for their data backup plan. To implement 

the RAID data backup storage, Will sets up a pair of RAID disks so that all the data written to one disk is copied
automatically to the other disk as well. This maintains an additional copy of the data. 

Which RAID level is used here? 

A. RAID 3 

B. RAID 1 

C. RAID 5 
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D. RAID 0 

Correct Answer: B 

 

QUESTION 12

Adam, malicious hacker, has just succeeded in stealing through a secure cookie XSS attack. He is able to play back the
cookie even if the session is valid on the server. Which of the following is the most likely cause of this issue? 

A. Two-way encryption is used. 

B. Encryption is performed at the application level (one encryption key). 

C. Encryption does not apply. 

D. Scrambling is performed in the network (layer 1 encryption) 

E. None 

Correct Answer: B 

 

QUESTION 13

Which of the following tools is a free laptop tracker that helps in tracking a user\\'s laptop in case it gets stolen? 

A. SAINT 

B. Adeona 

C. Snort 

D. Nessus 

Correct Answer: B 

Adeona is a free laptop tracker that helps in tracking a user\\'s laptop in case it gets stolen. All it takes is to install the
Adeona software client on the user\\'s laptop, pick a password, and make it run in the background. If at one point, the
user\\'s laptop gets stolen and is connected to the Internet, the Adeona software sends the criminal\\'s IP address. Using
the Adeona Recovery, the IP address can then be retrieved. Knowing the IP address helps in tracking the geographical
location of the stolen device. Answer option D is incorrect. Nessus is proprietary comprehensive vulnerability scanning
software. It is free of charge for personal use in a non-enterprise environment. Its goal is to detect potential
vulnerabilities on tested systems. It is capable of checking various types of vulnerabilities, some of which are as follows:
Vulnerabilities that allow a remote cracker to control or access sensitive data on a system Misconfiguration (e.g. open
mail relay, missing patches, etc), Default passwords, a few common passwords, and blank/absent passwords on some
system accounts. Nessus can also call Hydra (an external tool) to launch a dictionary attack. Denials of service against
the TCP/IP stack by using mangled packets Answer option A is incorrect. SAINT stands for System Administrator\\'s
Integrated Network Tool. It is computer software used for scanning computer networks for security vulnerabilities, and
exploiting found vulnerabilities. The SAINT scanner screens every live system on a network for TCP and UDP services.
For each service it finds running, it launches a set of probes designed to detect anything that could allow an attacker to
gain unauthorized access, create a denial-of-service, or gain sensitive information about the network. Answer option C
is incorrect. Snort is an open source network intrusion detection system. The Snort application analyzes network traffic
in realtime mode. It performs packet sniffing, packet logging, protocol analysis, and a content search to detect a variety
of potential attacks. 
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QUESTION 14

Which of the following modems offers wireless communication under water? 

A. Controllerless modem 

B. Short haul modem 

C. Acoustic modem 

D. Optical modem 

Correct Answer: C 

 

QUESTION 15

What is used for drawing symbols in public places following techniques of advertising an open Wi-Fi network? 

A. wardriving 

B. None 

C. spam 

D. war call 

E. warchalking 

Correct Answer: E 
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