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QUESTION 1

Which of the following methods can be used to deactivate a rule in Snort? (Choose TWO correct answers.) 

A. By placing a # in front of the rule and restarting Snort. 

B. By placing a pass rule in local.rules and restarting Snort. 

C. By deleting the rule and waiting for Snort to reload its rules files automatically. 

D. By adding a pass rule to /etc/snort/rules.deactivated and waiting for Snort to reload its rules files automatically. 

Correct Answer: BC 

 

QUESTION 2

Which of the following lines in an OpenSSL configuration adds an X 5o9v3 Subject Alternative Name extension for the
host names example.org and www.example.org to a certificate\\'? 

A. subjectAltName = DNS: www example.org, DNS:example.org 

B. extension= SAN: www.example.org, SAN:example.org 

C. subjectAltName: www.example.org, subjectAltName: example.org 

D. commonName = subjectAltName= www.example.org, subjectAltName = example.org 

E. subject= CN= www.example.org, CN=example.org 

Correct Answer: A 

 

QUESTION 3

Which command, included in BlND, generates DNSSEC keys? (Specify ONLY the command without any path or
parameters.) 

Correct Answer: dnssec-keygen 

 

QUESTION 4

Which of the following parameters to openssl s_client specifies the host name to use for TLS Server Name lndication? 

A. -tlsname 

B. -servername 

C. -sniname 

D. -vhost 
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E. -host 

Correct Answer: B 

 

QUESTION 5

Which of the following components are part of FreelPA? (Choose THREE correct answers.) 

A. DHCP Server 

B. Kerberos KDC 

C. lntrusion Detection System 

D. Public Key lnfrastructure 

E. Directory Server 

Correct Answer: BDE 

 

QUESTION 6

Which command revokes ACL-based write access for groups and named users on the file afile? 

A. setfacl -x group: * : rx, user:*: rx afile 

B. setfacl -x mask: : rx afile 

C. setfacl ~m mask: : rx afile 

D. setfacl ~m group: * : rx, user:*: rx afile 

Correct Answer: C 

 

QUESTION 7

Which of the following keywords are built-in chairs for the iptables nat table? (Choose THREE correct answers) 

A. OUTPUT 

B. MASQUERADE 

C. PROCESSlNG 

D. POSTROUTlNG 

E. PREROUTlNG 

Correct Answer: ADE 
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QUESTION 8

Which of the following expressions are valid AlDE rules? (Choose TWO correct answers.) 

A. !/var/run/.* 

B. append: /var/log/* 

C. /usr=all 

D. #/bin/ 

E. /etc p+i+u+g 

Correct Answer: AE 

 

QUESTION 9

When OpenVPN sends a control packet to its peer, it expects an acknowledgement in 2 seconds by default. Which of
the following options changes the timeout period to 5 seconds? 

A. -tls-timeout 5 

B. -tls- timeout 500 

C. -tls- timer 5 

D. -tls- timer 500 

Correct Answer: A 

 

QUESTION 10

Which of the following DNS record types can the command dnssec-signzone add to a zone? (Choose THREE correct
answers.) 

A. ASlG 

B. NSEC 

C. NSEC3 

D. NSSlG 

E. RRSlG 

Correct Answer: BCE 
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