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QUESTION 1

The LTM device is configured to provide load balancing to a set of web servers that implement access control lists
(ACL) based on the source IP address of the client. The ACL is at the network level and the web server is configured to
send a TCP reset back to the client if it is NOT permitted to connect. 

The virtual server is configured with the default OneConnect profile. 

The ACL is defined on the web server as: 

Permit: 192.168.136.0/24 Deny: 192.168.116.0/24 

The packet capture is taken of two individual client flows to a virtual server with IP address 192.168.136.100. 

Client A - Src IP 192.168.136.1 - Virtual Server 192.168.136.100: 

Clientside: 

09:35:11.073623 IP 192.168.136.1.55684 > 192.168.136.100.80: S 869998901:869998901(0) win 8192
09:35:11.073931 IP 192.168.136.100.80 > 192.168.136.1.55684: S 2273668949:2273668949(0) ack 869998902 win
4380 09:35:11.074928 IP 192.168.136.1.55684 > 192.168.136.100.80: . ack 1 win 16425 09:35:11.080936 IP
192.168.136.1.55684 > 192.168.136.100.80: P 1:299(298) ack 1 win 16425 09:35:11.081029 IP 192.168.136.100.80 >
192.168.136.1.55684: . ack 299 win 4678 

Serverside: 

09:35:11.081022 IP 192.168.136.1.55684 > 192.168.116.128.80: S 685865802:685865802(0) win 4380
09:35:11.081928 IP 192.168.116.128.80 > 192.168.136.1.55684: S 4193259095:4193259095(0) ack 685865803 win
5840 09:35:11.081943 IP 192.168.136.1.55684 > 192.168.116.128.80: . ack 1 win 4380 09:35:11.081955 IP
192.168.136.1.55684 > 192.168.116.128.80: P 1:299(298) ack 1 win 4380 09:35:11.083765 IP 192.168.116.128.80 >
192.168.136.1.55684: . ack 299 win 108 

Client B - Src IP 192.168.116.1 - Virtual Server 192.168.136.100: 

Clientside: 

09:36:11.244040 IP 192.168.116.1.55769 > 192.168.136.100.80: S 3320618938:3320618938(0) win 8192
09:36:11.244152 IP 192.168.136.100.80 > 192.168.116.1.55769: S 3878120666:3878120666(0) ack 3320618939 win
4380 09:36:11.244839 IP 192.168.116.1.55769 > 192.168.136.100.80: . ack 1 win 16425 09:36:11.245830 IP
192.168.116.1.55769 > 192.168.136.100.80: P 1:299(298) ack 1 win 16425 09:36:11.245922 IP 192.168.136.100.80 >
192.168.116.1.55769: . ack 299 win 4678 

Serverside: 

09:36:11.245940 IP 192.168.136.1.55684 > 192.168.116.128.80: P 599:897(298) ack 4525 win 8904 09:36:11.247847
IP 192.168.116.128.80 > 192.168.136.1.55684: P 4525:5001(476) ack 897 win 142 

Why was the second client flow permitted by the web server? 

A. A global SNAT is defined. 

B. SNAT automap was enabled on the virtual server. 

C. The idle TCP session from the first client was re-used. 
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D. A source address persistence profile is assigned to the virtual server. 

Correct Answer: C 

 

QUESTION 2

-- Exhibit 
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-- Exhibit -Refer to the exhibits. 

Which URL on which server is causing the highest latency for users? 

A. /slow1.php on 172.16.20.3 

B. /slow2.php on 172.16.20.1 

C. /reflector.php on 172.16.20.2 

D. /Compress.HTML on 172.16.20.1 

Correct Answer: A 

 

QUESTION 3

An LTM Specialist has set up a custom SNMP alert. 

Which command line tool should the LTM Specialist use to test the alert? 
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A. logger 

B. logtest 

C. testlog 

D. snmptest 

Correct Answer: A 

 

QUESTION 4

-- Exhibit 

-- Exhibit -

Refer to the exhibit. 

A pair of LTM devices are configured for HA. The LTM Specialist observes from a capture that there is a successful
connection from a client directly to a web server and an unsuccessful connection from a client via the LTM device to the
same 

web server. 

Which two solutions will solve the configuration problem? (Choose two.) 

A. Configure SNAT on the pool. 

B. Configure SNAT on the virtual server. 

C. Change server default gateway to point at LTM internal self IP. 

D. Change server default gateway to point at LTM internal floating IP. 

Correct Answer: BD 
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QUESTION 5

An LTM Specialist needs to rewrite text within an HTML response from a web server. A client is sending the HTTP
request below: 

GET / HTTP/1.1 Host: www.f5.com User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:16.0) Gecko/20100101
Firefox/16.0 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Accept-LanguagE. en-US,en;q=0.5
Accept-EncodinG. gzip, deflate Cache-Control: no-cache Connection: keep-alive CookiE. somecookie=1 

Although a stream profile has been added to the virtual server, the content within the HTTP response is NOT being
matched, and therefore NOT modified. 

Which HTTP header should the LTM Specialist remove from the request to ensure the content can be matched and
modified? 

A. Connection 

B. Accept 

C. Cache-Control 

D. Accept-Encoding 

Correct Answer: D 

 

QUESTION 6

-- Exhibit 
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-- Exhibit -Refer to the exhibit. 

A user is unable to access an HTTP application via a virtual server. 

What is the cause of the failure? 

A. The host header requires a host name. 

B. The virtual server is in the disabled state. 

C. The Connection: Keep-Alive header is set. 

D. There is no pool member available to service the request. 

Correct Answer: D 

 

QUESTION 7

An LTM Specialist is troubleshooting an HTTP monitor. The pool member is accessible directly through a browser, but
the HTTP monitor is marking the pool member as down. 
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GET / HTTP/1.1 

HTTP/1.1 400 Bad Request DatE. Tue, 23 Oct 2012 21:39:07 GTM Server: Apache/2.2.22 (FreeBSD) PHP/5.4.4
mod_ssl/2.2.22 OpenSSL/0.9.8q DAV/2 Content-LengtH. 226 Connection: close Content-TypE. text/html;
charset=iso-8859-1 

How should the LTM Specialist resolve this issue? 

A. Add \\'200 OK\\' to the monitor\\'s receive string. 

B. Add \\'Connection: close\r\n\\' to the monitor\\'s send string. 

C. Change the interval on the monitor from 5 seconds to 30 seconds. 

D. Change the HTTP version in the send string from HTTP/1.1 to HTTP/1.0. 

Correct Answer: D 

 

QUESTION 8

-- Exhibit 
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-- Exhibit -

Refer to the exhibits. 
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An LTM Specialist has configured a virtual server to distribute connections to a pool of application servers and to offload
SSL processing. The application fails to work as expected when connecting to the virtual server. It does work when 

clients connect directly to the application. Two packet captures were taken at the application server. 

What is the root cause of the problem? 

A. The application servers are NOT listening on port 80. 

B. The LTM device is sending non-SSL traffic to an SSL port. 

C. The virtual server does NOT have a clientSSL profile assigned. 

D. The SSL handshake between the LTM device and the server is failing. 

Correct Answer: B 

 

QUESTION 9

The LTM Specialist is writing a custom HTTP monitor for a web application and has viewed the content by accessing
the site directly via their browser. The monitor continually fails. The monitor configuration is: 

ltm monitor http /Common/exampleComMonitor { defaults-from /Common/http destination *:* interval 5 recv "Recent
Searches" send "GET /app/feed/current\?uid=20145 HTTP/1.1\\r\\nHost: www.example.com\\r\\nAccept-EncodinG. gzip,
deflate\\r\\nConnection: close\\r\\n\\r\\n" time-until-up 0 timeout 16 } 

A trace shows the following request and response: 

Request: GET /app/feed/current?uid=20145 HTTP/1.1 Host www.example.com Accept-Encoding gzip, deflate
Connection: close 

Response: HTTP/1.1 302 Moved Temporarily Date Wed, 17 Oct 2012 18:45:52 GMT Server Apache Location
https://example.com/login.jsp Content-Encoding gzip Content-Type text/html;charset=UTF-8 Set-CookiE.
JSESSIONID=261EFFBDA8EC3036FBCC22D991AC6835; Path=/app/feed/current?uid=20145 What is the problem? 

A. The request does NOT include a User-Agent header. 

B. The HTTP monitor does NOT support monitoring jsp pages. 

C. The request does NOT include any cookies and the application is expecting a session cookie. 

D. The request includes an Accept-Encoding so the server is responding with a gzipped result and LTM monitors
CANNOT handle gzipped responses. 

Correct Answer: C 

 

QUESTION 10

There is a fault with an LTM device load balanced trading application that resides on directly connected VLAN vlan-301.
The application virtual server is 10.0.0.1:80 with trading application backend servers on subnet 192.168.0.0/25. The
LTM Specialist wants to save a packet capture with complete payload for external analysis. 
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Which command should the LTM Specialist execute on the LTM device command line interface? 

A. tcpdump -vvv -w /var/tmp/trace.cap \\'net 192.168.0.0/25\\' 

B. tcpdump -vvv -s 0 -w /var/tmp/trace.cap \\'net 192.168.0.0/25\\' 

C. tcpdump -vvv -nni vlan-301 -w /var/tmp/trace.cap \\'net 192.168.0.0/25\\' 

D. tcpdump -vvv -s 0 -nni vlan-301 -w /var/tmp/trace.cap \\'net 192.168.0.0/25\\' 

Correct Answer: D 

 

QUESTION 11

-- Exhibit 

-- Exhibit -Refer to the exhibit. 

An LTM Specialist is troubleshooting a sync-failover group of three BIG-IP LTM devices. The command used is "tmsh
run cm watch-devicegroup-device." 

What does the output mean? 

A. Configuration is synchronized between all the devices. 

B. Configuration is not synchronized. Some modifications have been done on bigipA. 

C. Configuration is not synchronized. Some modifications have been done on bigipB. 

D. Configuration is not synchronized. Some modifications have been done on bigipC. 

Correct Answer: C 

 

QUESTION 12

There are three servers in the pool: 172.16.20.1, 172.16.20.2, and 172.16.20.3, with the virtual IP address 10.0.20.88. 

A user CANNOT connect to an HTTP application. To understand the problem and find a solution, the LTM Specialist
runs two concurrent traces on the LTM device, with the following results: 

Trace on client side: 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
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listening on 0.0, link-type EN10MB (Ethernet), capture size 96 bytes 

22:22:07.423759 IP 172.16.20.100.53875 > 10.0.20.88.80: S 998346084:998346084(0) win 5840  

22:22:07.424056 IP 10.0.20.88.80 > 172.16.20.100.53875: S 4671780:4671780(0) ack 998346085 win 4380  

22:22:07.424776 IP 172.16.20.100.53875 > 10.0.20.88.80: . ack 1 win 365  

22:22:07.424790 IP 172.16.20.100.53875 > 10.0.20.88.80: P 1:149(148) ack 1 win 365  

22:22:07.424891 IP 10.0.20.88.80 > 172.16.20.100.53875: . ack 149 win 4528  

22:22:12.024850 IP 10.0.20.88.80 > 172.16.20.100.53875: R 1:1(0) ack 149 win 4528 

6 packets captured 

6 packets received by filter 

0 packets dropped by kernel 

Trace on server side: 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 

listening on internal, link-type EN10MB (Ethernet), capture size 96 bytes 

22:22:07.424881 IP 172.16.20.100.53875 > 172.16.20.2.80: S 51116678:51116678(0) win 4380  

22:22:08.424893 IP 172.16.20.100.53875 > 172.16.20.2.80: S 51116678:51116678(0) win 4380  

22:22:09.625082 IP 172.16.20.100.53875 > 172.16.20.2.80: S 51116678:51116678(0) win 4380  

22:22:10.825194 IP 172.16.20.100.53875 > 172.16.20.2.80: S 51116678:51116678(0) win 4380  

4 packets captured 

4 packets received by filter 

0 packets dropped by kernel 

What should the LTM Specialist do to solve the problem? 

A. Edit the packet filter rules. 

B. Modify the monitor of the pool. 

C. Enable the virtual server. 

D. Configure the virtual server to use SNAT. 

Correct Answer: D 

 

QUESTION 13

Which iRule will reject any connection originating from a 10.0.0.0/8 network? 
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A. when CLIENT_ACCEPTED { set remote_ip [IP::addr [IP::remote_addr] mask 8] switch $remote_ip { 

 "10.0.0.0" { reject }

 "11.0.0.0" { pool pool_http1}

 default { pool http_pool }

 } 

} 

B. when CLIENT_ACCEPTED { set remote_ip [IP::addr [IP::local_addr] mask 8] switch $remote_ip { "10.0.0.0" { reject }
"11.0.0.0" { pool pool_http1} default { pool http_pool }

 } 

} 

C. when CLIENT_ACCEPTED { set remote_ip [IP::addr [IP::client_addr] mask 255.0.0.0] switch $remote_ip { "10.0.0.0"
{ reject } "11.0.0.0" { pool pool_http1} default { pool http_pool }

 } 

} 

D. when CLIENT_ACCEPTED { set remote_ip [IP::addr [IP::local_addr] mask 255.0.0.0] switch $remote_ip { "10.0.0.0" {
reject } "11.0.0.0" { pool pool_http1} default { pool http_pool }

 } 

} 

Correct Answer: C 

 

QUESTION 14

-- Exhibit 
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-- Exhibit -Refer to the exhibit. 

A layer 2 nPath routing configuration has been deployed. A packet capture contains a client connection packet with the
following properties: 

Source IP:  
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Destination IP:  

At which two locations could the packet capture have been taken? (Choose two.) 

A. the network interface of web server 

B. the DMZ interface of the Internet firewall 

C. the internal interface of the Internet firewall 

D. the external VLAN interface of the LTM device 

Correct Answer: AC 

 

QUESTION 15

An LTM Specialist must perform a hot fix installation from the command line. 

What is the correct procedure to ensure that the installation is successful? 

A. import the hot fix to the /var/shared/images directory check the integrity of the file with an md5 checksum tmsh apply
sys software hotfix volume .iso 

B. import the hot fix to the /var/shared/images directory check the integrity of the file with an md5 checksum tmsh install
sys software hotfix .iso volume  

C. import the hot fix to the /shared/images directory check the integrity of the file with an md5 checksum tmsh apply sys
software hotfix volume .iso 

D. import the hot fix to the /shared/images directory check the integrity of the file with an md5 checksum tmsh install sys
software hotfix .iso volume  

Correct Answer: D 
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