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QUESTION 1

An engineer is implementing a failover solution for a FlexVPN client site where ESP traffic to the primary FlexVPN
server is blocked intermittently after tunnel establishment. This issue causes users at the branch site to lose access to
the corporate network. The solution must quickly establish a tunnel and send traffic to the secondary FlexVPN server
only during a failover event. Which action must the engineer take to implement this solution? 

A. Create one tunnel with peer statements to each server and use Dead Peer Detection to track the status or the
primary server. 

B. Create two tunnels for each FlexVPN server and use the tunnel keepalive command to track the status of each
FlexVPN server. 

C. Create one tunnel with peer statements to each server and use object tracking to track the status of the primary
server. 

D. Create two tunnels for each FlexVPN server and use a dynamic routing protocol to track the status or each FlexVPN
server. 

Correct Answer: A 

 

QUESTION 2

What are two functions of ECDH and ECDSA? (Choose two.) 

A. nonrepudiation 

B. revocation 

C. digital signature 

D. key exchange 

E. encryption 

Correct Answer: CD 

Reference: https://tools.cisco.com/security/center/resources/next_generation_cryptography 

 

QUESTION 3

Which method dynamically installs the network routes for remote tunnel endpoints? 

A. policy-based routing 

B. CEF 

C. reverse route injection 

D. route filtering 
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Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnav/configuration/12-4t/sec-vpn-
availability-12-4t-book/sec-rev-rte-inject.html 

 

QUESTION 4

Which VPN does VPN load balancing on the ASA support? 

A. VTI 

B. IPsec site-to-site tunnels 

C. L2TP over IPsec 

D. Cisco AnyConnect 

Correct Answer: D 

 

QUESTION 5

Which two features are valid backup options for an IOS FlexVPN client? (Choose two.) 

A. HSRP stateless failover 

B. DNS-based hub resolution 

C. reactivate primary peer 

D. tunnel pivot E. need distractor 

Correct Answer: BC 

 

QUESTION 6

Refer to the exhibit. 
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Which VPN technology is allowed for users connecting to the Employee tunnel group? 

A. SSL AnyConnect 

B. IKEv2 AnyConnect 

C. crypto map 

D. clientless 

Correct Answer: D 

Since there is no vpn-tunnel-protocol defnied under the Employee tunnel-group this setting will be inherited from the
DfltGrpPolicy And only ss-clientless is allowed in DfltGrpPolicy. 

 

QUESTION 7

Which two commands help determine why the NHRP registration process is not being completed even after the IPsec
tunnel is up? (Choose two.) 
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A. show crypto isakmp sa 

B. show ip traffic 

C. show crypto ipsec sa 

D. show ip nhrp traffic 

E. show dmvpn detail 

Correct Answer: AD 

https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-
troubleshoot-00.html 

 

QUESTION 8

Refer to the exhibit. 

A TCP based application that should be accessible over the VPN tunnel is not working. Pings to the appropriate IP
address are failing. Based on the output, what is a fix for this issue? 

A. Add a route on the remote peer for 209.165.201.0/27. 
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B. Add a route on the local peer for 10.1.1.0/24. 

C. Add a permit for TCP traffic going to 10.1.1.0/24. 

D. Add a permit for TCP traffic going to 209.165.201.0/27. 

Correct Answer: A 

 

QUESTION 9

Refer to the exhibit. 

Based on this ASDM output, which remote access technologies are allowed on the ASA? 

A. SSLAnyConnect VPN 

B. IKEv2 and SSL AnyConnect VPN 

C. SSL clientless VPN 

D. IKEv2 AnyConnect VPN 

Correct Answer: B 
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QUESTION 10

Which technology is used to send multicast traffic over a site-to-site VPN? 

A. GRE over IPsec on IOS router 

B. GRE over IPsec on FTD 

C. IPsec tunnel on FTD 

D. GRE tunnel on ASA 

Correct Answer: A 

GRE is not supported in FTD, so A is correct https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-
ike-protocols/216276-configure-route-based-site-to-site-vpn-t.html#anc6 

 

QUESTION 11

Which two tasks must be performed to implement a clientless VPN on the Cisco ASA? (Choose two.) 

A. Configure a connection profile 

B. Upload an AnyConnect Package. 

C. Install an enrolled X.509 Certificate. 

D. Configure a language translation file. 

E. Configure a portal customization. 

Correct Answer: AC 

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html 

 

QUESTION 12

Refer to the exhibit. 
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What is a result of this configuration? 
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A. Spoke 1 fails the authentication because the authentication methods are incorrect. 

B. Spoke 2 passes the authentication to the hub and successfully proceeds to phase 2. 

C. Spoke 2 fails the authentication because the remote authentication method is incorrect. 

D. Spoke 1 passes the authentication to the hub and successfully proceeds to phase 2. 

Correct Answer: A 

 

 

QUESTION 13

A network engineer must expand a company\\'s Cisco AnyConnect solution. Currently, a Cisco ASA is set up in North
America and another will be installed in Europe with a different IP address. Users should connect to the ASA that has
the lowest Round Trip Time from their network location as measured by the AnyConnect client. Which solution must be
implemented to meet this requirement? 

A. VPN Load Balancing 

B. IP SLA 

C. DNS Load Balancing 

D. Optimal Gateway Selection 

Correct Answer: D 

Optimal Gateway Selection (OGS) is a feature that can be used for determining which gateway has the lowest RTT and
connect to that gateway. Using the Optimal Gateway Selection (OGS) feature, administrators can minimize latency for
Internet traffic without user intervention. With OGS, AnyConnect identifies and selects which secure gateway is best for
connection or reconnection. OGS begins upon first connection or upon a reconnection at least four hours after the
previous disconnection 

 

QUESTION 14

Refer to the exhibit. 
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The network security engineer identified that the hub router cannot send traffic to the spoke router. Based on the
provided output, which action resolves the issue? 

A. Permit UDP ports 500 and 4500 between the hub and spoke. 

B. Correct the next hop server IP address on the spoke router. 

C. Ensure the preshared key on the hub-and-spoke router matches. 

D. Adjust the ip nhrp network-id command on the hub router. 

Correct Answer: B 

 

 

QUESTION 15

An engineer must configure remote desktop connectivity for offsite admins via clientless SSL VPN, configured on a
Cisco ASA to Windows Vista workstations. Which two configurations provide the requested access? (Choose two.) 

A. Telnet bookmark via the Telnet plugin 

B. RDP2 bookmark via the RDP2 plugin 
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C. VNC bookmark via the VNC plugin 

D. Citrix bookmark via the ICA plugin 

E. SSH bookmark via the SSH plugin 

Correct Answer: BC 
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