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QUESTION 1

What causes authentication failures on a Cisco WSA when LDAP is used for authentication?
A. when the passphrase contains only 5 characters

B. when the passphrase contains characters that are not 7-bit ASCI

C. when the passphrase contains one of following characters @ # $ % "\

D. when the passphrase contains 50 characters

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_appendix_011001.html

QUESTION 2

When a Cisco WSA is installed with default settings, which port is assigned to the web proxy if the M1 port is used
exclusively for management?

ATl
B. P2
C.T2
D.P1
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA_ UserGuide_11 5 1/b WS
A _UserGuide_11 5 1 chapter_01.html

QUESTION 3

Which type of certificate must be installed on a Cisco WSA for HTTPS inspection?
A. server

B. client

C. root

D. wildcard

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117792-technote-wsa-00.html
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QUESTION 4
DRAG DROP
Drag and drop the Cisco WSA methods from the left onto the correct deployment modes on the right.

Select and Place:

WPAD Transparent Mode
WCCP
PAC
Explicit Mode
PBR
Correct Answer:
Transparent Mode
WCCP
PBR
Explicit Mode
PAC
WPAD

You could use an explicit setting (browser config/PAC/WPAD) or transparent (WCCP/PBR) to point to the first proxy and
then the first proxy will route based on category to one of the two upstream proxies based on your policy configuration.
Reference: https://community.cisco.com/t5/web-security/route-to-wsa-based-on-destination/td-p/2491179

QUESTION 5

What is needed to enable an HTTPS proxy?
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A. self-signed server certificate

B. trusted third-party CA signed root certificate
C. self-signed CSR

D. self-signed root certificate

Correct Answer: C

Reference: https://community.cisco.com/t5/web-security/cisco-wsa-https-proxy-certificate-issue/td-p/3019392

QUESTION 6

When an access policy is created, what is the default option for the Application Settings?
A. Use Global Policy Applications Settings

B. Define the Applications Custom Setting

C. Set all applications to Block

D. Set all applications to Monitor

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11_ 7/b_WSA_
UserGuide_11_7_chapter_01111.html

QUESTION 7

Which key is needed to pair a Cisco WSA and Cisco ScanCenter for CTA?
A. public SSH key that the Cisco WSA generates

B. public SSH key that Cisco ScanCenter generates

C. private SSH key that Cisco ScanCenter generates

D. private SSH key that the Cisco WSA generates

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010111.html

QUESTION 8
By default, which two pieces of information does the Cisco WSA access log contain? (Choose two.)

A. HTTP Request Code
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B. Content Type

C. Client IP Address
D. User Agent

E. Transaction ID

Correct Answer: AC

QUESTION 9

Which two caches must be cleared on a Cisco WSA to resolve an issue in processing requests? (Choose two.)
A. authentication cache

B. application cache

C. logging cache

D. DNS cache

E. HTTP cache

Correct Answer: AD

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote-wsa-00.html

QUESTION 10

Which command is used to flush a single user from authentication memory?
A. isedata

B. authcache

C. diagnostic

D. clear

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote-wsa-00.html
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