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QUESTION 1

Users in an organization report issues about having to remember multiple usernames and passwords. The network
administrator wants the existing Cisco ISE deployment to utilize an external identity source to alleviate this issue. Which
two requirements must be met to implement this change? (Choose two.) 

A. Enable IPC access over port 80. 

B. Ensure that the NAT address is properly configured 

C. Establish access to one Global Catalog server. 

D. Provide domain administrator access to Active Directory. 

E. Configure a secure LDAP connection. 

Correct Answer: CD 

 

QUESTION 2

An administrator made changes in Cisco ISE and needs to apply new permissions for endpoints that have already been
authenticated by sending a CoA packet to the network devices. Which IOS command must be configured on the devices
to accomplish this goal? 

A. aaa server radius dynamic-author 

B. authentication command bounce-port 

C. authentication command disable-port 

D. authentication command disable-port 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/xe-16-10/sec-usr-aaa-
xe-16-10-book/sec-rad-coa.pdf 

 

QUESTION 3

A network engineer needs to deploy 802.1x using Cisco ISE in a wired network environment where thin clients
download their system image upon bootup using PXE. For which mode must the switch ports be configured? 

A. closed 

B. restricted 

C. monitor 

D. low-impact 

Correct Answer: D 
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QUESTION 4

An engineer is configuring the remote access VPN to use Cisco ISE for AAA and needs to conduct posture checks on
the connecting endpoints After the endpoint connects, it receives its initial authorization result and continues onto the
compliance scan 

What must be done for this AAA configuration to allow compliant access to the network? 

A. Configure the posture authorization so it defaults to unknown status 

B. Fix the CoA port number 

C. Ensure that authorization only mode is not enabled 

D. Enable dynamic authorization within the AAA server group 

Correct Answer: D 

 

QUESTION 5

An administrator is adding a switch to a network that is running Cisco ISE and is only for IP Phones The phones do not
have the ability to authenticate via 802 1X Which command is needed on each switch port for authentication? 

A. dot1x system-auth-control 

B. enable bypass-mac 

C. enable network-authentication 

D. mab 

Correct Answer: D 

https://www.cisco.com/en/US/docs/ios-xml/ios/sec_usr_aaa/configuration/15-2mt/sec-config-mab.html 

 

QUESTION 6

DRAG DROP 

Drag and drop the configuration steps from the left into the sequence on the right to install two Cisco ISE nodes in a
distributed deployment. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 7

The IT manager wants to provide different levels of access to network devices when users authenticate using
TACACS+. The company needs specific commands to be allowed based on the Active Directory group membership of
the different roles within the IT department. The solution must minimize the number of objects created in Cisco ISE.
What must be created to accomplish this task? 

A. one shell profile and one command set 

B. multiple shell profiles and one command set 

C. one shell profile and multiple command sets 

D. multiple shell profiles and multiple command sets 

Correct Answer: C 
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QUESTION 8

An engineer is configuring Cisco ISE to reprofile endpoints based only on new requests of INIT-REBOOT and
SELECTING message types. Which probe should be used to accomplish this task? 

A. MMAP 

B. DNS 

C. DHCP 

D. RADIUS 

Correct Answer: C 

 

 

QUESTION 9

A network administrator must configure Cisco ISE Personas in the company to share session information via syslog.
Which Cisco ISE personas must be added to syslog receivers to accomplish this goal? 

A. admin 

B. policy services 

C. monitor 

D. pxGrid 

Correct Answer: C 

 

QUESTION 10

By default, which traffic does an 802.IX-enabled switch allow before authentication? 

A. all traffic 

B. no traffic 

C. traffic permitted in the port dACL on Cisco ISE 

D. traffic permitted in the default ACL on the switch 

Correct Answer: D 

 

QUESTION 11

An administrator is manually adding a device to a Cisco ISE identity group to ensure that it is able to access the network
when needed without authentication Upon testing, the administrator notices that the device never hits the correct
authorization policy line using the condition EndPoints LogicalProfile EQUALS static_list Why is this occurring? 
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A. The dynamic logical profile is overriding the statically assigned profile 

B. The device is changing identity groups after profiling instead ot remaining static 

C. The logical profile is being statically assigned instead of the identity group 

D. The identity group is being assigned instead of the logical profile 

Correct Answer: C 

 

QUESTION 12

What is a difference between TACACS+ and RADIUS in regards to encryption? 

A. TACACS+ encrypts only the password, whereas RADIUS encrypts the username and password. 

B. TACACS+ encrypts the username and password, whereas RADIUS encrypts only the password. 

C. TACACS+ encrypts the password, whereas RADIUS sends the entire packet in clear text. 

D. TACACS+ encrypts the entire packet, whereas RADIUS encrypts only the password. 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-
radius/13838-10.html 

 

QUESTION 13

What are two benefits of TACACS+ versus RADIUS for device administration? (Choose two ) 

A. TACACS+ supports 802.1X, and RADIUS supports MAB 

B. TACACS+ uses UDP, and RADIUS uses TCP 

C. TACACS+ has command authorization, and RADIUS does not. 

D. TACACS+ provides the service type, and RADIUS does not 

E. TACACS+ encrypts the whole payload, and RADIUS encrypts only the password. 

Correct Answer: CE 

 

QUESTION 14

An engineer is tasked with placing a guest access anchor controller in the DMZ. Which two ports or port sets must be
opened up on the firewall to accomplish this task? (Choose two.) 

A. UDP port 1812 RADIUS 

B. TCP port 161 
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C. TCP port 514 

D. UDP port 79 

E. UDP port 16666 

Correct Answer: BC 

 

QUESTION 15

DRAG DROP 

An engineer needs to export a file in CSV format, encrypted with the password C1$c0438563935, and contains users
currently configured in Cisco ISE. Drag and drop the steps from the left into the sequence on the right to complete this
task. 

Select and Place: 

Correct Answer: 
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