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QUESTION 1

An engineer is investigating connectivity problems on Cisco Firepower for a specific SGT. Which command allows the
engineer to capture real packets that pass through the firewall using an SGT of 64? 

A. capture CAP type inline-tag 64 match ip any any 

B. capture CAP match 64 type inline-tag ip any any 

C. capture CAP headers-only type inline-tag 64 match ip any any 

D. capture CAP buffer 64 match ip any any 

Correct Answer: A 

 

QUESTION 2

A network administrator is trying to convert from LDAP to LDAPS for VPN user authentication on a Cisco FTD. Which
action must be taken on the Cisco FTD objects to accomplish this task? 

A. Add a Key Chain object to acquire the LDAPS certificate. 

B. Create a Certificate Enrollment object to get the LDAPS certificate needed. 

C. Identify the LDAPS cipher suite and use a Cipher Suite List object to define the Cisco FTD connection requirements. 

D. Modify the Policy List object to define the session requirements for LDAPS. 

Correct Answer: B 

 

QUESTION 3

What is the advantage of having Cisco Firepower devices send events to Cisco Threat Response via the security
services exchange portal directly as opposed to using syslog? 

A. All types of Cisco Firepower devices are supported. 

B. An on-premises proxy server does not need to be set up and maintained. 

C. Cisco Firepower devices do not need to be connected to the Internet. 

D. Supports all devices that are running supported versions of Cisco Firepower. 

Correct Answer: B 

 

QUESTION 4

What is the role of the casebook feature in Cisco Threat Response? 
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A. pulling data via the browser extension 

B. alert prioritization 

C. sharing threat analysis 

D. triage automation with alerting 

Correct Answer: C 

The casebook and pivot menu are widgets available in Cisco Threat Response. Casebook 

- It is used to record, organize, and share sets of observables of interest primarily during an investigation and threat
analysis. You can use a casebook to get the current verdicts or dispositions on the observables.
https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide_13-
5-1/b_ESA_Admin_Guide_ces_13-5-1/b_ESA_Admin_Guide_13- 0_chapter_0110001.pdf 

 

 

QUESTION 5

A Cisco FTD device is running in transparent firewall mode with a VTEP bridge group member ingress interface. What
must be considered by an engineer tasked with specifying a destination MAC address for a packet trace? 

A. The output format option for the packet logs is unavailable. 

B. Only the UDP packet type is supported. 

C. The destination MAC address is optional if a VLAN ID value is entered. 

D. The VLAN ID and destination MAC address are optional. 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-
v62/troubleshooting_the_system.html 

 

QUESTION 6

Which command should be used on the Cisco FTD CLI to capture all the packets that hit an interface? 

A. configure coredump packet-engine enable 

B. capture-traffic 

C. capture 

D. capture WORD 

Correct Answer: C 

Reason: the command "capture-traffic" is used for SNORT Engine Captures. To capture a LINA Engine Capture, you
use the "capture" command. Since the Lina Engine represents the actual physical interface of the device, "capture" is
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the only reasonable choice 

Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474- working-with-firepower-threat-
defense-f.html#anc10 

The command is firepower# capture DMZ interface dmz trace detail match ip host 192.168.76.14 host 192.168.76.100
firepower# capture INSIDE interface inside trace detail match ip host 192.168.76.14 host 192.168.75.14 

 

QUESTION 7

An engineer is configuring Cisco FMC and wants to allow multiple physical interfaces to be part of the same VLAN. The
managed devices must be able to perform Layer 2 switching between interfaces, including sub-interfaces. What must be
configured to meet these requirements? 

A. inter-chassis clustering VLAN 

B. Cisco ISE Security Group Tag 

C. interface-based VLAN switching 

D. integrated routing and bridging 

Correct Answer: C 

 

 

QUESTION 8

Which command is typed at the CLI on the primary Cisco FTD unit to temporarily stop running high-availability? 

A. configure high-availability resume 

B. configure high-availability disable 

C. system support network-options 

D. configure high-availability suspend 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-
v61/firepower_threat_defense_high_availability.html 

 

QUESTION 9

An administrator Is setting up a Cisco PMC and must provide expert mode access for a security engineer. The engineer
Is permitted to use only a secured out-of-band network workstation with a static IP address to access the Cisco FMC.
What must be configured to enable this access? 

A. Enable SSH and define an access list. 
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B. Enable HTTP and define an access list. 

C. Enable SCP under the Access List section. 

D. Enable HTTPS and SNMP under the Access List section. 

Correct Answer: A 

 

QUESTION 10

Which two packet captures does the FTD LINA engine support? (Choose two.) 

A. Layer 7 network ID 

B. source IP 

C. application ID 

D. dynamic firewall importing 

E. protocol 

Correct Answer: BE 

Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-
defense-f.html 

 

QUESTION 11

Which firewall design allows a firewall to forward traffic at layer 2 and layer 3 for the same subnet? 

A. Cisco Firepower Threat Defense mode 

B. transparent mode 

C. routed mode 

D. integrated routing and bridging 

Correct Answer: D  

 

QUESTION 12

Which two conditions are necessary for high availability to function between two Cisco FTD devices? (Choose two.) 

A. The units must be the same version 

B. Both devices can be part of a different group that must be in the same domain when configured within the FMC. 

C. The units must be different models if they are part of the same series. 
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D. The units must be configured only for firewall routed mode. 

E. The units must be the same model. 

Correct Answer: AE 

Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-
high-availability-on-firep.html 

 

QUESTION 13

IT management is asking the network engineer to provide high-level summary statistics of the Cisco FTD appliance in
the network. The business is approaching a peak season so the need to maintain business uptime is high. Which report
type should be used to gather this information? 

A. Risk Report 

B. SNMP Report 

C. Standard Report 

D. Malware Report 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-
v65/working_with_reports.html#id_20016 

 

QUESTION 14

An engineer wants to change an existing transparent Cisco FTD to routed mode. The device controls traffic between
two network segments. Which action is mandatory to allow hosts to reestablish communication between these two
segments after the change? 

A. Remove the existing dynamic routing protocol settings. 

B. Configure multiple BVIs to route between segments. 

C. Assign unique VLAN IDs to each firewall interface. 

D. Implement non-overlapping IP subnets on each segment. 

Correct Answer: D 

 

QUESTION 15

An organization is using a Cisco FTD and Cisco ISE to perform identity-based access controls. A network administrator
is analyzing the Cisco FTD events and notices that unknown user traffic is being allowed through the firewall. How
should this be addressed to block the traffic while allowing legitimate user traffic? 

A. Modify the Cisco ISE authorization policy to deny this access to the user 
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B. Modify Cisco ISE to send only legitimate usernames to the Cisco FTD 

C. Add the unknown user in the Access Control Policy in Cisco FTD 

D. Add the unknown user in the Malware and File Policy in Cisco FTD 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/fdm/fptd-fdm-config-guide-640/fptd-fdm-
identity.html#concept_655B055575E04CA49B10186DEBDA301A 
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