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QUESTION 1

DRAG DROP 

Drag and drop the capabilities on the left onto the Cisco security solutions on the right. 

Select and Place: 

Correct Answer:  

 

QUESTION 2

A threat actor attempts to avoid detection by turning data into a code that shifts numbers to the right four times. Which
anti-forensics technique is being used? 

A. encryption 

B. tunneling 

C. obfuscation 
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D. poisoning 

Correct Answer: C 

Reference: https://www.vadesecure.com/en/malware-analysis-understanding-code-obfuscation-
techniques/#:~:text=Obfuscation%20of%20character%20strings%20is,data%20when%20the%20code%20executes. 

 

QUESTION 3

Which tool is used for reverse engineering malware? 

A. Ghidra 

B. SNORT 

C. Wireshark 

D. NMAP 

Correct Answer: A 

Reference: https://www.nsa.gov/resources/everyone/ghidra/#:~:text=Ghidra%20is%20a%20software%20reverse,in%20t
heir%20networks%20and%20systems. 

 

QUESTION 4

Refer to the exhibit. According to the SNORT alert, what is the attacker performing? 

A. brute-force attack against the web application user accounts 

B. XSS attack against the target webserver 

C. brute-force attack against directories and files on the target webserver 

D. SQL injection attack against the target webserver 

Correct Answer: C 
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QUESTION 5

An engineer received a call to assist with an ongoing DDoS attack. The Apache server is being targeted, and availability
is compromised. Which step should be taken to identify the origin of the threat? 

A. An engineer should check the list of usernames currently logged in by running the command $ who | cut –d’ ‘ -f1|
sort | uniq 

B. An engineer should check the server\\'s processes by running commands ps -aux and sudo ps -a. 

C. An engineer should check the services on the machine by running the command service -status-all. 

D. An engineer should check the last hundred entries of a web server with the command sudo tail -100
/var/log/apache2/access.log. 

Correct Answer: D 

 

 

QUESTION 6

An engineer received a report of a suspicious email from an employee. The employee had already opened the
attachment, which was an empty Word document. The engineer cannot identify any clear signs of compromise but while
reviewing running processes, observes that PowerShell.exe was spawned by cmd.exe with a grandparent winword.exe
process. What is the recommended action the engineer should take? 

A. Upload the file signature to threat intelligence tools to determine if the file is malicious. 

B. Monitor processes as this a standard behavior of Word macro embedded documents. 

C. Contain the threat for further analysis as this is an indication of suspicious activity. 

D. Investigate the sender of the email and communicate with the employee to determine the motives. 

Correct Answer: A 

 

QUESTION 7
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Refer to the exhibit. An engineer is analyzing a .LNK (shortcut) file recently received as an email attachment and
blocked by email security as suspicious. What is the next step an engineer should take? 

A. Delete the suspicious email with the attachment as the file is a shortcut extension and does not represent any threat. 

B. Upload the file to a virus checking engine to compare with well-known viruses as the file is a virus disguised as a
legitimate extension. 

C. Quarantine the file within the endpoint antivirus solution as the file is a ransomware which will encrypt the documents
of a victim. 

D. Open the file in a sandbox environment for further behavioral analysis as the file contains a malicious script that runs
on execution. 

Correct Answer: D 

 

QUESTION 8
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Refer to the exhibit. Which type of code is being used? 

A. Shell 

B. VBScript 

C. BASH 

D. Python 

Correct Answer: D 

 

QUESTION 9
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Refer to the exhibit. Which element in this email is an indicator of attack? 

A. IP Address: 202.142.155.218 

B. content-Type: multipart/mixed 

C. attachment: "Card-Refund" 

D. subject: "Service Credit Card" 

Correct Answer: C 

 

QUESTION 10

An employee receives an email from a "trusted" person containing a hyperlink that is malvertising. The employee clicks
the link and the malware downloads. An information analyst observes an alert at the SIEM and engages the
cybersecurity team to conduct an analysis of this incident in accordance with the incident response plan. Which event
detail should be included in this root cause analysis? 
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A. phishing email sent to the victim 

B. alarm raised by the SIEM 

C. information from the email header 

D. alert identified by the cybersecurity team 

Correct Answer: B 
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