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QUESTION 1

Which two options are known limitations in deploying an IPS sensor in promiscuous mode versus inline mode? (Choose
two).

A. ltis less effective in stopping email viruses and automated attackers such as worms.

B. It requires less of an operational response because the attacks are blocked automatically without operational team
support.

C. Sensors in this deployment cannot stop the trigger packet and are not guaranteed to stop a connection.
D. A sensor failure affects network functionality.
E. It does not see the same traffic.

Correct Answer: AC

QUESTION 2

A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco ASA firewall cannot get
to the internet in a Transparent proxy environment using WCCP. Which troubleshooting actions can be taken on the CLI
to make sure WCCP communication is not falling

A. Ping the WCCP device.

B. Disable WCCP to see if the WCCP service is causing the issue.

C. Check WCCP logs in debugs mode to check there are n pending HIA or ISY requests.

D. Explicitly point the browser to the proxy.

Correct Answer: B

QUESTION 3

Which type of server is required to communicate with a third-party DLP solution?
A. an ICAP-capable proxy server

B. a PKI certificate server

C. an HTTP server

D. an HTTPS server

Correct Answer: A

QUESTION 4
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What is a value that Cisco ESA can use for tracing mail flow?
A. the source IP address

B. the FQDN of the destination IP address

C. the destination IP address

D. the FQDN of the source IP address

Correct Answer: D

QUESTION 5

Where in the Cisco ASA appliance CLI are Active/Active Failover configuration parameters configured?
A. admin context

B. customer context

C. system execution space

D. within the system execution space and admin context

E. within each customer context and admin context

Correct Answer: C

QUESTION 6

Which three statements about Cisco CWS are true? (Choose three.)

A. It provides protection against zero-day threats.

B. Cisco SIO provides it with threat updates in near real time.

C. It supports granular application policies.

D. Its Roaming User Protection feature protects the VPN from malware and data breaches.

E. It supports local content caching.

F. Its Cognitive Threat Analytics feature uses cloud-based analysis and detection to block threats outside the network.

Correct Answer: ABC

QUESTION 7
Heartbeats are used to maintain the high-availability status of an application. Which factor is most important?

A. Latency
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Correct Answer: A

QUESTION 8

Which SSL traffic decryption feature is used when decrypting traffic from an external host to a server on your network?
A. Decrypt by stripping the server certificate.

B. Decrypt by resigning the server certificate

C. Decrypt with a known private key

D. Decypt with a known public key

Correct Answer: B

QUESTION 9

Which two conditions must you configure in an event action override to implement a risk rating of 70 or higher and
terminate the connection on the IPS? (Choose two.)

A. Configure the event action override to send a TCP reset.

B. Set the risk rating range to 70 to 100.

C. Configure the event action override to send a block-connection request.
D. Set the risk rating range to 0 to 100.

E. Configure the event action override to send a block-host request.

Correct Answer: AB

QUESTION 10

Refer to the exhibit.
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Assignment Ingress!E.ress
m Redirect Method Switching Result
Hash Ingress Sof@Processm g
L2 @ardwme Processingwith ACL
2 (Recommended)  MasK igess @°TCAM
3 L Hash Egres%®% Software Processing
4 L2 Mask B@ Software Processingof initial
@ packet
GRE (PFC3 or Software Processing of Initial
o newsar) Hash@ Ingess packetwith Netflow Partial Flow
GRE(PFC3or PA Full Hardware Processing with
& newer) lgiess Netflow Full-Flow
i GRE ash Egress Software Processing
GRE (PFC3 or Software Processing ofinitial
8 newer) Mask Egross packet

When designing the network to redirect web traffic utilizing the Catalyst 6500 to the Cisco Web Security Appliance,
impact on the switch platform needs consideration. Which four rows identify the switch behavior in correlation to the
redirect method? (Choose four.)

A. Row 1

B. Row 2

C. Row 3

D. Row 4

E. Row 5

F. Row 6

G. Row 7 H. Row 8

Correct Answer: BCFG

QUESTION 11

Which signature engine is responsible for ICMP inspection on Cisco IPS?
A. AIC Engine

B. Fixed Engine

C. Service Engine
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D. Atomic IP Engine

Correct Answer: D

QUESTION 12

Which command allows the administrator to access the Cisco WSA on a secure channel on port 84437
A. strictssl

B. adminaccessconfig

C.ssl

D. ssh

Correct Answer: A
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