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QUESTION 1

Which two cryptographic technologies are recommended for use with FlexVPN? (Choose two.)
A. SHA (HMAC variant)

B. Diffie-Hellman

C.DES

D. MD5 (HMAC variant)

Correct Answer: AB

QUESTION 2

Which two statements comparing ECC and RSA are true? (Choose two.)

A. Key generation in FCC is slower and more CPU intensive than RSA.

B. ECC can have the same security as RSA but with a shorter key size

C. Key generation in ECC is faster and less CPU intensive than RSA.

D. ECC cannot have the same security as RSA. even with an increased key size.
E. ECC lags m performance when compared with RSA.

Correct Answer: BC

QUESTION 3

Which Cisco ASDM option configures WebVPN access on a Cisco ASA?
A. Configuration > WebVPN > WebVPN Access

B. Configuration > Remote Access VPN > Clientless SSL VPN Access
C. Configuration > WebVPN > WebVPN Config

D. Configuration > VPN > WebVPN Access

Correct Answer: B

QUESTION 4
Which two option are features of CISCO GET VPN? (choose two)

A. uses public internet
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B. use mGRE

C. provides point-to-point IPsec SA
D. provides encryption for MPLS

E. allows for optimal routing

Correct Answer: DE

QUESTION 5

Which statement about CRL configuration is correct?

A. CRL checking is enabled by default.

B. The Cisco ASA relies on HTTPS access to procure the CRL list.

C. The Cisco ASA relies on LDAP access to procure the CRL list.

D. The Cisco Secure ACS can be configured as the CRL server.

Correct Answer: C

ASA SSLVPN deployment guide:

The security appliance supports various authentication methods: RSA one-time passwords, Radius,

Kerberos, LDAP, NT Domain, TACACS, Local/lnternal, digital certificates, and a combination of both authentication and
certificates.

QUESTION 6

The following configuration steps have been completed:

-WebVPN was enabled on the ASA outside interface.

-SSL VPN client software was loaded to the ASA.

-A DHCP scope was configured and applied to a WebVPN Tunnel Group.

What additional step is required if the client software fails to load when connecting to the ASA SSL page?
A. The SSL client must be loaded to the client by an ASA administrator

B. The SSL client must be downloaded to the client via FTP

C. The SSL VPN client must be enabled on the ASA after loading

D. The SSL client must be enabled on the client machine before loading

Correct Answer: C
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http://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70511-sslvpnclient-
asa.html#step2 From the document above under link "Step 2. Install and Enable the SSL VPN Client on the ASA".

Starting with Step 5, it said to enable the "SSL VPN Client" after uploading the image.

This is very true because | forgot to do this one time after loading a new version of Anyconnect and the client failed to

load.

QUESTION 7

ip nhrp

interface TunnellOO0

ip address 209.165.20&.225_%§5.255,255.224
no ip split-horizon eigrgkég'

no ip next-hop-self ei gﬁﬁl

map multicaqgﬁajnamic
nctrcrk-i%ﬁiﬁﬁ
redirec Q@'

AT
shortet

tunnel sourdée Ethernet0/1
tunnel mode gre multipoint

Refer to the exhibit. You implement a DMVPN Phase 3 full-mesh design. Spoke-to-spoke tunnels fail to establish
successfully via the hub. Which action do you take in the hub configuration to resolve the issue?

A. Configure the hub to set itself as the next hop in the routing updates to the spokes.

B. Configure the hub tunnel as a point-to-point GRE tunnel interface.

C. Enable split horizon for EIGRP

D. Configure a loopback interface as the source of the tunnel interface

Correct Answer: A

QUESTION 8

When you troubleshoot Cisco AnyConnect, which step does Cisco recommend before you open a TAC case?

A. Show applet Lifecycle exceptions.

B. Disable cookies.

C. Enable the WebVPN cache.
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D. Collect a DART bundle.

Correct Answer: D

QUESTION 9

https://lwww.pass4itsure.com/300-209.html
2021 Latest passditsure 300-209 PDF and VCE dumps Download

Refer to the exhibit. A junior network engineer configured the corporate Cisco ASA appliance to accommodate a new
temporary worker. For security reasons, the IT department wants to restrict the internal network access of the new

temporary worker to the corporate server, with an IP address of 10.0.4.10. After the junior network engineer finished the
configuration, an IT security specialist tested the account of the temporary worker. The tester was able to access the

URLs of additional secure servers from the WebVPN user account of the temporary worker.

What did the junior network engineer configure incorrectly?

access-listtemp_ad webtype permit url http://10.04 10
webvpn
enakle outside
sveC enable
tunnzl-group-list enable
group-policy temp_worker internal
group-policy temp_worker aftributes
banrervalue Welcome Temp Workers!
vpn-unnel-protocol webvpn
vlan 100
webvpn
urllistvalue Corporate_Server
url-entry disable
group-policy Default attributes -
vpn-unnel-protocol IPSec sw:web\;qn‘__ g
webvpn
url-list value Corporate_ Server
filter value temp_acl
usemame temp1 password cisco

1:".~
':'J

"/

username temp1 attributes
vpn-group-policy temp_worker
vpn-tunnel-protocol webvpn
group- Iockvati@e«temp worker
service- tyge?émote -ACCEess
webvpl
fliglt&fmwsmg disable
\‘ﬁié “entry enable

N it «,)Url entry disable

" hidden-shares nonea

url-listvalue Corporate_Server

customization value temp_worker
tunnel-group temp_worker type remote-access
tunnelgroup temp_worker general-attributes
default-group-policy temp_worker
tunnel-group temp_worker webvpn-attributes
custormigation lemp_worker
group-aliastemp_worker enakle

group-url hitps /1192 166 4 2/temp_worker enable

A. The ACL was configured incorrectly.

B. The ACL was applied incorrectly or was not applied.

C. Network browsing was not restricted on the temporary worker group policy.

D. Network browsing was not restricted on the temporary worker user policy.

Correct Answer: B

QUESTION 10

An internet-based VPN solution is being considered to replace anexisting private WAN connectingremote offices. A
multimedia application is used that relies on multicast for communication. Which two VPN solutions meet the

application\\'s network requirement? (Choose two.)
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A. FlexVPN

B. DMVPN

C. Group Encrypted Transport VPN

D. Crypto-map based Site-to-Site IPsec VPNs
E. AnyConnect VPN

Correct Answer: AB

QUESTION 11

Which Cisco ASDM option configures forwarding syslog messages to email?

A. Configuration > Device Management > Logging > E-Mail Setup

B. Configuration > Device Management > E-Mail Setup > Logging Enable

C. Select the syslogs to email, click Edit, and select the Forward Messages option.

D. Select the syslogs to email, click Settings, and specify the Destination Email Address option.

Correct Answer: A

QUESTION 12

A client has asked an engineer to assist in installing and upgrading to the latest version of cisco Anyconnect secure
Mobility client. Which type of deployment method requires the updated version of the client to be loaded only on the
headend device such as an ASA or ISE device?

A. web-update

B. pre-deploy

C. web-deploy

D. cloud-deploy

E. cloud-update

Correct Answer: C
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