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QUESTION 1

A Service Provider is using VMware vCloud Director with VMware vCloud Networking and Security (VCNS) on vSphere.
Which two products will be impacted by the upgrade of VCNS to VMware NSX? (Choose two.) 

A. ESXi hosts 

B. NSX Controller Cluster 

C. vShield Manager 

D. vCenter Server 

Correct Answer: AC 

 

QUESTION 2

A user needs to be given the ability to make configuration changes on a specific NSX Edge device. What role and scope
could be used to meet this requirement? 

A. NSX Administrator role and Limit Access scope 

B. Security Administrator role and Limit Access scope 

C. NSX Administrator role and No restriction scope 

D. Security Administrator role and No restriction scope 

Correct Answer: B 

 

QUESTION 3

Which three statements are valid methods of Link Aggregation Control Protocol negotiation? (Choose three.) 

A. Switches activate one of the blocked paths and negotiate the forwarding path upon failure. 

B. Every other switch on the LAN negotiates only one data path back to the root bridge. 

C. Switches wait until they receive an aggregation request, negotiate the status of the links, and proceed. 

D. One switch sends repeated requests to the other switch that is requesting the port aggregation status. The two
switches negotiate the status of the links and proceed. 

E. Switches with links enabled for port aggregation do the port aggregation themselves and must be manually
configured to be compatible at each end of that link. 

Correct Answer: CDE 

 

QUESTION 4
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If the Applied To scope is set to Distributed Firewall, which virtual machines will have the firewall rule applied? 

A. Only the virtual machines defined in the Source field. 

B. Only virtual machines defined in the Destination field. 

C. All virtual machines in a Datacenter. 

D. All virtual machines on prepared hosts. 

Correct Answer: D 

 

QUESTION 5

Which two functions are provided by VMkernel ports? (Choose two.) 

A. VXLAN Port Configuration 

B. vSphere vMotion 

C. ESXi Host Management 

D. 802.1Q VLAN tagging 

Correct Answer: BC 

 

QUESTION 6

What needs to be deployed before configuring the identity Firewall? 

A. Network Introspection 

B. Data Security 

C. LDAP Integration 

D. Guest Introspection 

Correct Answer: D 

 

QUESTION 7

A workload was attached to a logical switch port group in Compute Cluster 1. Users are complaining that they can
communicate with other workloads on that port group in the cluster, but not with other workloads on different networks. 
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What is the most probable cause? 

A. The distributed firewall has a default rule set to deny all. 

B. The Distributed Logical Router was not configured on Compute Cluster 1. 

C. Compute Cluster 1 is NOT a member of the Transport Zone. 

D. An NSX Edge has NOT been deployed into Compute Cluster 1. 

Correct Answer: C 

 

QUESTION 8

From the NSX Edge CLI, which command would show VIP statistics? 

A. show service load balancer pool 

B. show service load balancer virtual 

C. show service load balancer monitor 

D. show service load balancer 

Correct Answer: B 

 

QUESTION 9

Which two NSX Data Security roles could be assigned to view configured policies and violation reports? (Choose two.) 

A. Security Administrator 

B. NSX Administrator 
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C. Auditor 

D. Enterprise Administrator 

Correct Answer: AC 

 

QUESTION 10

VMware NSX is a key component in enabling enterprises to realize the full potential of their investment in which
technology? 

A. Physical to virtual bridged networks. 

B. Integrated physical topology. 

C. Distributed firewall. 

D. Software-defined data center. 

Correct Answer: D 

 

QUESTION 11

Which term describes a situation where a bottleneck is created when traffic is sent to a single device for security
enforcement? 

A. security event queueing 

B. hairpinning 

C. security looping 

D. enforcement degradation 

Correct Answer: A 

 

QUESTION 12

A user has configured a specific distributed firewall rule preventing VM-A (172.16.10.11) on the Web-Logical Switch to
communicate to VM-B (172.16.20.11), running on the same switch. After the changes, the user is still able to
communicated to VM-A from VM-B. 

To debug this anomaly, the user will need to obtain logs from which component? 

A. The Distributed Logical Router 

B. The Edge Services Gateway 

C. The appropriate ESXi Hosts(s) 

D. The appropriate NSX Controller(s) 
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Correct Answer: C 

 

QUESTION 13

Which details can an administrator verify from the Summary tab of the VMware NSX Manager? (Choose three.) 

A. Current time 

B. Average MTBF 

C. Version 

D. Storage utilization 

E. Health Score 

Correct Answer: ACD 

 

QUESTION 14

Which three NSX services are available for synchronization in a Cross-vCenter implementation? (Choose three.) 

A. Spoofguard 

B. Distributed Firewall 

C. Edge Firewall 

D. Logical Switch 

E. Transport Zone 

Correct Answer: BDE 

 

QUESTION 15

An organization is planning to use NSX as part of a disaster recovery project to provide consistent networking between
two sites. Each site has one vCenter server. The organization requires universal objects and requires components to
function during a site outage. 

What is the minimum total instances of NSX Manager(s) and NSX Controller(s) that must be deployed across both sites
to support the required functionality? 

A. Two NSX Managers and two NSX Controllers 

B. Two NSX Managers and six NSX Controllers 

C. Two NSX Managers and three NSX Controllers 

D. Two NSX Managers and four NSX Controllers 
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Correct Answer: C 
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