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QUESTION 1

Which three network policy settings can only be configured on a vSphere 5.5 Distributed Switch? (Choose three.) 

A. Access Control Lists (ACLs) 

B. Network I/O Control 

C. LACP v2 

D. NetFlow 

E. DSCP Marking 

Correct Answer: ACE 

 

QUESTION 2

Which NSX feature provides the ability to audit network traffic, define and refine firewall polices, and identify threats to
the network? 

A. ERSPAN 

B. Flow Monitoring 

C. Logical Routers 

D. Service Composer 

Correct Answer: B 

 

QUESTION 3

A vSphere administrator wants to setup an NSX Edge Service Gateway to provide traveling employees secure access
to company servers located in specific network segments within the corporate Data Center. The remote access solution
must provide a method to authenticate the users. 

Which two methods can be used with the NSX Edge Service Gateway? (Choose two.) 

A. TACACS+ 

B. MS-CHAP 

C. RSA Secure ID 

D. Active Directory 

Correct Answer: CD 
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QUESTION 4

An administrator has deployed NSX in an environment containing a mix of vSphere 5 hosts. The implementation
includes the Distributed Firewall Service, but the administrator finds that rules are not being applied to all affected virtual
machines. 

What two conditions would cause this behavior? (Choose two.) 

A. Some hosts have not been prepared for NSX. 

B. Only ESXi 5.5 and later hosts can push the rules to the virtual machines. 

C. Only ESXi 5.1 and later hosts can push the rules to the virtual machines. 

D. Some hosts are blocking the port used for rule distribution. 

Correct Answer: AC 

 

QUESTION 5

Your data center is made up of two VMware vCenter Server instances. Each vCenter Server manages three clusters
with 16 hosts per cluster. 

In preparing for your VMware NSX deployment, how many vShield Endpoint instances will you have? 

A. 2 

B. 6 

C. 48 

D. 96 

Correct Answer: D 

 

QUESTION 6

Which statement is true regarding deploying NSX over a physical network? 

A. OSPF can be used for Management traffic in a Layer 3 fabric design. 

B. NSX can implement IPv6 on an IPv4 physical network. 

C. Routing is supported on bridged interfaces. 

D. VLANs are not required to separate traffic between virtual machines. 

Correct Answer: B 

 

QUESTION 7
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You have deployed a two-tiered application using four virtual machines:

 Two virtual machines are web application servers

 Two virtual machines providing a clustered database service 

What feature can you configure to provide the most accurate account for only the traffic between the web servers and
the clustered database? 

A. On the vSphere Distributed Switch, configure the use of a port mirroring session using the Encapsulated Remote
Mirroring (L3) Source session type. 

B. On the vSphere Distributed Switch, configure the use of a port mirroring session using the Remote Mirroring
Destination session type. 

C. On the vSphere Distributed Switch, configure the use of an Isolated Private VLAN for the ports of the four virtual
machines. 

D. On the vSphere Distributed Switch, configure Netflow for the distributed virtual port group and enable Process
internal flows only for the distributed switch. 

Correct Answer: D 

 

QUESTION 8

How many Logical Interfaces can be assigned to a single Distributed Router instance? 

A. 1 

B. 12 

C. 1000 

D. 1200 

Correct Answer: C 

 

QUESTION 9

Which port is used for NSX REST API Requests? 

A. 80 

B. 443 

C. 5480 

D. 8443 

Correct Answer: B 
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QUESTION 10

Which component provides for installation of NSX hypervisor kernel components and user world agents? 

A. NSX Controller 

B. NSX Edge Virtual Appliance 

C. NSX Manager 

D. vRealize Automation 

Correct Answer: C 

 

QUESTION 11

Which two NSX Data Security roles could be assigned to view configured policies and violation reports? (Choose two.) 

A. Security Administrator 

B. NSX Administrator 

C. Auditor 

D. Enterprise Administrator 

Correct Answer: AC 

 

QUESTION 12

What is the function of NSX Data Security? 

A. Prevents sensitive data in your virtualized environment from being copied 

B. Prevents sensitive data in your virtualized environment from being modified 

C. Identifies sensitive data in your virtualized environment based upon regulation security policies 

D. Identifies sensitive data in your virtualized environment based upon regulation violation reports 

Correct Answer: D 

 

QUESTION 13

An administrator needs to perform a configuration backup of NSX. From which two locations can this task be
performed? (Choose two.) 

A. Directly on the NSX Manager 

B. From the vSphere Web Client 
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C. Using the NSX API 

D. Directly on each NSX Controller 

Correct Answer: AC 

 

QUESTION 14

An administrator wishes to upgrade to NSX from the following infrastructurE.

 vCenter Server 4.1

 vShield 5.0

 ESXi hosts 4.1 

What is a valid, minimum set of steps to properly upgrade this environment to NSX? 

A. 

1. Upgrade vCenter Server 4.1 to vCenter Server 5.5 

2. 

Upgrade vShield 5.0 to vShield 5.5 

3. 

Upgrade ESXi hosts to ESXi 5.1 or greater 

4. 

Install the NSX upgrade bundle 

B. 

1. Upgrade vCenter Server 4.1 to vCenter Server 5.1 

2. 

Upgrade vCenter Server 5.1 to vCenter Server 5.5 

3. 

Upgrade ESXi hosts to ESXi 5.1 or greater 

4. 

Install the NSX upgrade bundle 

C. 

1. Upgrade vCenter Server 4.1 to vCenter Server 5.5 

2. 
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Upgrade ESXi hosts to ESXi 5.1 or greater 

3. 

Install the NSX upgrade bundle 

D. 

1. Upgrade vCenter Server 4.1 to vCenter Server 5.5 

2. 

Upgrade vShield 5.0 to vShield 5.5 

3. 

Install the NSX upgrade bundle 

Correct Answer: A 

 

QUESTION 15

Which two characteristics of the underlying physical network does VMware NSX require for robust IP transport?
(Choose two.) 

A. The physical network should provide scalable network I/O using Layer 2 Multipathing (L2MP) and Multichassis Link
Aggregation (MLAG). 

B. The physical network should provide scalable network I/O using Equal Cost Multipathing (ECMP). 

C. QoS is not necessary since classification and marking will be done in the overlay. 

D. QoS classification and marking is required to provide end-to-end flow control. 

Correct Answer: BD 
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