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QUESTION 1

If Autodiscovery is not enabled, which URL is used for enroliment through the Workspace ONE application?
A. Workspace ONE UEM Console URL

B. Workspace ONE UEM catalog URL

C. VMware Identity Manager tenant URL

D. VMware Identity Manager Connector URL

Correct Answer: A

QUESTION 2

What type of authentication token is used by the IDM API?
A. SAML

B. 0Auth2

C. MS-CHAP

D. WS-FED

Correct Answer: AB

Reference: https://github.com/vmware/idm/wiki/Choosing-The-Right-Auth

QUESTION 3

When configuring profiles in the Workspace ONE UEM Console for Android devices, why would some setting features
and payloads be supported for specific original equipment manufacturers (OEMS) and/or operating system (OS)
versions?

A. Profile configuration requires a device directly purchased from Google

B. Profile configuration requires an application built with the Airwatch SDK installed on the device

C. Profile configuration is dependent on operating system and firmware API availability

D. Profile configuration is XML-based and depending on the OEM or OS, the device may not support XML

Correct Answer: C

QUESTION 4

Workspace ONE VMware Tunnel supports which X.509 certificate file format?
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A. .pfx

B. .p7s
C. .pem
D. .p12

Correct Answer: A

QUESTION 5

A company uses Active Directory Federation Services (ADFS) and Workspace ONE to jointly manage access to Office
365. ADFS is the identity provider for Office 365. VMware Identity Manager has been added to ADFS as a 3rd party
identity provider to ADFS.

Which service issues access tokens to Office 365?

A. Workspace ONE

B. Workspace ONE Access

C. Integration Broker

D. Active Directory Federation Service

Correct Answer: D

Reference: https://www.vmware.com/pdf/vidm-adfs-integration.pdf

QUESTION 6

Which method can an administrator use to deploy the VMware Unified Access Gateway (UAG) appliance for use as a
Workspace ONE VMware Tunnel?

A. Manual install to a Linux Server

B. Manual install to a Windows Server

C. Powershell install to a Windows Server
D. Powershell install to vSphere

Correct Answer: B

Reference: https://docs.vmware.com/en/Unified-Access-Gateway/3.3.1/com.vmware.uag-331-deploy-
config.doc/GUID-8B96F385-ADES-4502-8485-6269EE41D222.html

QUESTION 7

Which adds automation to a high availability/disaster recover (HA/DR) failover?
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A. Global load balancing

B. Host File entries

C. DNS failover

D. Load balancing health-checks
Correct Answer: A

Reference: https://techzone.vmware.com/resource/workspace-one-and-horizon-reference-architecture

QUESTION 8

What functionality would be lost if you configure only SAML as compared to SAML and LDAP?
A. The ability to create assignment groups

B. The ability to create user groups

C. The ability to sync user groups

D. The ability to create organization group

Correct Answer: D

QUESTION 9

What troubleshooting step is recommended by VMware when administrators are not able to login to the Workspace
ONE UEM Console with their directory credentials?

A. Verify the VMware Tunnel service is running.

B. Verify that AirWatch Cloud Connector service is running.

C. Verify the administrator\\'s device is activated and registered.
D. Verify that the EAS Integration Service is running.

Correct Answer: B

QUESTION 10

Which policy should an administrator modify to grant a user access to the company\\'s federated Web app in Workspace
ONE?

A. Default access policy set
B. Default compliance policy

C. Default authentication user
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D. Default profile policy
Correct Answer: A

Reference: https://pubs.vmware.com/workspace-portal-21/topic/com.vmware.lCbase/PDF/workspace-
portal-21-administrator.pdf

QUESTION 11

What two steps would an administrator take to troubleshoot iOS devices that are not communicating with the console?
(Choose two.)

A. Confirm that DEP is enabled

B. Confirm that the iOS devices have network connection
C. Confirm that AWCM is running

D. Confirm that the VPP token is valid

E. Confirm that the APNs certificate is still valid

Correct Answer: AD

QUESTION 12

Which Unified Access Gateway (UAG) component can use an AirWatch generated certificate for Inbound SSL traffic?
A. VMware Tunnel

B. Content Gateway

C. AirWatch Cloud Connector

D. VMware Secure Email Gateway

Correct Answer: B

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/9.7/content-gateway-to-unified-access-
gateway-migration-guide.pdf

QUESTION 13

Which three features can be enabled by integrating Workspace ONE UEM and VMware Identity Manager services?
(Choose three.)

A. Unified Catalog
B. Mobile Application Management

C. Mobile Email Management
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D. Password (Airwatch Connector)
E. Single Sign-On to web applications
F. Compliance Auth Adapter

Correct Answer: DEF

QUESTION 14

Which three configuration changes must be made to use an enterprise Certificate Authority (CA) for Mobile SSO with
iOS devices? (Choose three.)

A. Integrate 3rd party Certificate Authority (CA) with Workspace ONE UEM console
B. Configure Mobile SSO adapters in Workspace ONE to trust enterprise CA

C. Modify Mobile SSO profiles to use enterprise CA

D. Configure mobile application records in Workspace ONE to trust enterprise CA
E. Modify Workspace ONE authentication policies to use enterprise CA

F. Configure VMware Tunnel network traffic rules to allow access to enterprise CA

Correct Answer: ABF

QUESTION 15

An administrator is implementing Kerberos to support integrated windows authentication and needs to ensure the
solution is highly available. What are the required actions to ensure Kerberos is highly available across multiple
connectors? (Choose two.)

A. Configure the connectors for outbound mode and enable Kerberos in the built-in Idp.

B. Change the IdP hostname to the Service Principle name of the KDC.

C. Enable redirect on each connector and specify the connector\\'s host name.

D. Change the IdP hostname to the fully qualified domain name of the load balancer.

E. Enable redirect on each connector and specify the fully qualified domain name of the load balancer.

Correct Answer: AC

Reference: https://docs.vmware.com/en/VMware-ldentity-Manager/3.3/com.vmware.vidm-dmz-
deployment/GUID-28F5A610-FD08-404D-AC4B-F2F8BODD60E4.html
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