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QUESTION 1

Nicolas, a computer science student, decided to create a guest OS on his laptop for different lab operations. He adopted
a virtualization approach in which the guest OS will not be aware that it is running in a virtualized environment. The
virtual machine manager (VMM) will directly interact with the computer hardware, translate commands to binary
instructions, and forward them to the host OS. 

Which of the following virtualization approaches has Nicolas adopted in the above scenario? 

A. Hardware-assisted virtualization 

B. Full virtualization 

C. Hybrid virtualization 

D. OS-assisted virtualization 

Correct Answer: B 

 

QUESTION 2

In an organization, all the servers and database systems are guarded in a sealed room with a single entry point. The
entrance is protected with a physical lock system that requires typing a sequence of numbers and letters by using a
rotating dial that intermingles with several other rotating discs. 

Which of the following types of physical locks is used by the organization in the above scenario? 

A. Digital locks 

B. Combination locks 

C. Mechanical locks 

D. Electromagnetic locks 

Correct Answer: B 

 

QUESTION 3

An attacker with malicious intent used SYN flooding technique to disrupt the network and gain advantage over the
network to bypass the Firewall. You are working with a security architect to design security standards and plan for your
organization. The network traffic was captured by the SOC team and was provided to you to perform a detailed analysis.
Study the Synflood.pcapng file and determine the source IP address. 

Note: Synflood.pcapng file is present in the Documents folder of Attacker-1 machine. 

A. 20.20.10.180 

B. 20.20.10.19 

C. 20.20.10.60 
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D. 20.20.10.59 

Correct Answer: B 

 

QUESTION 4

The IHandR team in an organization was handling a recent malware attack on one of the hosts connected to the
organization\\'s network. Edwin, a member of the IHandR team, was involved in reinstating lost data from the backup
media. Before performing this step, Edwin ensured that the backup does not have any traces of malware. 

Identify the IHandR step performed by Edwin in the above scenario. 

A. Eradication 

B. Incident containment 

C. Notification 

D. Recovery 

Correct Answer: D 

 

QUESTION 5

You are Harris working for a web development company. You have been assigned to perform a task for vulnerability
assessment on the given IP address 20.20.10.26. Select the vulnerability that may affect the website according to the
severity factor. 

Hint: Greenbone web credentials: admin/password 

A. TCP timestamps 

B. Anonymous FTP Login Reporting 

C. FTP Unencrypted Cleartext Login 

D. UDP timestamps 

Correct Answer: C 

 

QUESTION 6

Bob was recently hired by a medical company after it experienced a major cyber security breach. Many patients are
complaining that their personal medical records are fully exposed on the Internet and someone can find them with a
simple Google search. Bob\\'s boss is very worried because of regulations that protect those data. Which of the
following regulations is mostly violated? 

A. HIPPA/PHl 

B. Pll 
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C. PCIDSS 

D. ISO 2002 

Correct Answer: A 

 

QUESTION 7

Ashton is working as a security specialist in SoftEight Tech. He was instructed by the management to strengthen the
Internet access policy. For this purpose, he implemented a type of Internet access policy that forbids everything and
imposes strict restrictions on all company computers, whether it is system or network usage. 

Identify the type of Internet access policy implemented by Ashton in the above scenario. 

A. Paranoid policy 

B. Prudent policy 

C. Permissive policy 

D. Promiscuous policy 

Correct Answer: A 

 

QUESTION 8

Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked with discovering the
operating system (OS) of a host. He used the Unkornscan tool to discover the OS of the target system. As a result, he
obtained a TTL value, which Indicates that the target system is running a Windows OS. Identify the TTL value Henry
obtained, which indicates that the target OS is Windows. 

A. 64 

B. 128 

C. 255 

D. 138 

Correct Answer: B 

 

QUESTION 9

Thomas, an employee of an organization, is restricted to access specific websites from his office system. He is trying to
obtain admin credentials to remove the restrictions. While waiting for an opportunity, he sniffed communication between
the administrator and an application server to retrieve the admin credentials. Identify the type of attack performed by
Thomas in the above scenario. 

A. Vishing 

B. Eavesdropping 
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C. Phishing 

D. Dumpster diving 

Correct Answer: B 

 

QUESTION 10

Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to
the Wireshark menu icon that contains items to manipulate, display and apply filters, enable, or disable the dissection of
protocols, and configure user- specified decodes. 

Identify the Wireshark menu Leilani has navigated in the above scenario. 

A. Statistics 

B. Capture 

C. Main toolbar 

D. Analyze 

Correct Answer: B 
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