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QUESTION 1

What is a benefit of a web application firewall?

A. It blocks known vulnerabilities without patching applications.
B. It simplifies troubleshooting.

C. It accelerates web traffic.

D. It supports all networking protocols.

Correct Answer: A

QUESTION 2

Refer to the exhibit. Which statement about the given configuration is true?

tacacs server tacacsl
address ipv4d 1.1.1.1
timecut 20 o
s:ngle-conmectiops
tacacs serveE{ﬁF&{;}ﬁacs:
address ,1@4 o Sy
timeoygizl
s;n.g;jg-{cnnnectiﬂn
t@ﬁﬁtfs Server tacacs3
© address ipvd 3.3.3.3
tmeout Z0
g ngle-conmection

A. The timeout command causes the device to move to the next server after 20 seconds of TACACS inactivity.

B. The single-connection command causes the device to process one TACACS request and then move to the next
server.

C. The single-connection command causes the device to establish one connection for all TACACS transactions.
D. The router communicates with the NAS on the default port, TCP 1645
Correct Answer: C

In order for TACACS+ servers to fail over, they must be configured in a TACACS server group, which these are not,
which eliminates A and B. D is incorrect.

QUESTION 3
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Referring to CIA (confidentiality,Integrity and Availability), where would a hash-only make more sense?
A. Data at Rest

B. Data on File

Correct Answer: A

Confidentiality Confidentiality ensures that data is only viewable by authorized users. In other words, the goal of
confidentiality is to prevent the unauthorized disclosure of information. Loss of confidentiality indicates that unauthorized
users have been able to access information. If there is a risk of sensitive data falling into the wrong hands, it should be
encrypted to make it unreadable. This includes encrypting data at rest and data in motion. Data at rest is any data
stored as a file on a hard drive, mobile device, or even a USB flash drive. Data in motion is any data traveling over a
network. AES is the most common symmetric encryption protocol used to encrypt data at rest. SSH, IPsec, SSL, and
TLS are some common encryption protocols used to encrypt data in motion. Additionally, data should be protected with
access controls to enforce confidentiality.

QUESTION 4

Refer to the exhibit. What is the effect of the given command?

crypto ipsec transfiorm-set mxysét e3p-mdi-hmac esp-aes-256

A. It configure the network to use a different transform set between peers.

B. It merges authentication and encryption methods to protect traffic that matches an ACL.
C. It configures encryption for MD5 HMAC.

D. It configures authentications as AES 256.

Correct Answer: B

Because a transform set defines a method to encrypt traffic: esp-aes-256 and a method to authenticate: esp-md5-hmac

QUESTION 5

The purpose of the certificate authority (CA) is to ensure what?
A. BYOD endpoints are posture checked

B. BYOD endpoints belong to the organization

C. BYOD endpoints have no malware installed

D. BYOD users exist in the corporate LDAP directory

Correct Answer: B
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QUESTION 6

What is the maximum number of methods that a single method list can contain?
A4

B.3

C.2

D.5

Correct Answer: D

QUESTION 7

Which type of VLANs can communicate to PVLANs? (something like this) (choose 2)
A. promiscuous

B. isolated

C. community

D. backup

E. secondary

Correct Answer:. AB

QUESTION 8

What type of algorithm uses the same key to encryp and decrypt data?
A. a symmetric algorithm

B. an asymetric algorithm

C. a Public Key infrastructure algorithm

D. an IP Security algorithm

Correct Answer: A

QUESTION 9

Which label is given to a person who uses existing computer scripts to hack into computers lacking the expertise to write
their own?

A. white hat hacker
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B. hacktivist
C. phreaker
D. script kiddy

Correct Answer: D

QUESTION 10

Refer to the exhibit. What type of firewall would use the given cofiguration line?

UDP outside Z05.165.Z201.225:5% inside li]_.hgi'ﬁ.lDLSE%il, idle D:00:01, bytes Z8g8, flags -

A. a stateful firewall

B. a personal firewall

C. a proxy firewall

D. an application firewall
E. a stateless firewall

Correct Answer: A

QUESTION 11

Which primary security attributes can be achieved by BYOD Architecture?
A. Trusted enterprise network

B. public wireless network

C. checking compliance with policy

D. pushing patches

Correct Answer: AC

QUESTION 12
Which ports need to be active for AAA server to integrate with Microsoft AD?
A. 445 and 389

B. 445 and 8080
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C. 443 and 389
D. 443 and 8080

Correct Answer: A
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