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QUESTION 1

What is the security property that guarantees that sensitive information is changed only by an authorized party?
A. accountability

B. availability

C. confidentiality

D. integrity

E. visibility

Correct Answer: D

QUESTION 2

Which two statements are true about password hashing? (Choose two.)

A. Hashing produces a fixed-length "fingerprint” of the data that cannot be reversed.

B. Password hashing is becoming less effective as attackers become increasingly proficient at salting.
C. Hashing hides the true password value when passed over the network.

D. Some protocols or applications do not support hashing.

Correct Answer: AC

QUESTION 3

Which regulation specifically addresses credit card compliance?
A. Sarbanes-Oxley

B. PCI DSS

C. Safe Harbor Act

D. FISMA

Correct Answer: C

QUESTION 4
Match the following Windows registry hives to the correct descriptions.

Select and Place:
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Stores data 1s associated with the currently HKEY LOCAL_MACHINE (HKLM)
logged in user

Stores information about all the user accounts HKEY CURRENT USER (HKCU)
on the host

Stores information about file associations and
object linking and embedding (OLE) HKEY _CURRENT_CONFIG (HKCC)

registrations
Stores system-related information HKEY CLASSES ROOT (HKCR)

Stores information about the current hardware HKEY USERS (HKU)
profile -

Correct Answer:

Stores system-related information

Stores data 1s associated with the currently
logged 1n user

Stores information about the current hardware
profile

Stores information about file associations and
object linking and embedding (OLE)

registrations

Stores information about all the user accounts
on the host

QUESTION 5

Which two statements are true about Windows operating systems? (Choose two.)

A. They are used exclusively for desktop computing.
B. Windows Server platforms offer numerous services, such as DNS and DHCP.

C. Windows Server supports AD services for managing domain-based networks.
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D. The Windows source code is publicly available so that you can customize it for your environment.

Correct Answer: BC

QUESTION 6
What best describes the Security Operations Center (SOC)?

A. The SOC is usually responsible for monitoring and maintaining the overall network infrastructure, its primary function
is to ensure uninterrupted network service.

B. A SOC is related to the people, processes, and technologies that are involved in providing situational awareness
through the detection, containment, and remediation of information security threats.

C. The SOC is responsible for the physical security of a building or installation location.

D. The SOC and NOC are the same entity, with different names. They are responsible for the health and security of the
network infrastructure.

Correct Answer: B

QUESTION 7

Which statement about the difference between a denial-of-service attack and a distributed denial-of service attack is
true?

A. DDos attacks are lunched from one host, and DOS attacks are lunched from multiple hosts

B. Dos attacks only use flooding to compromise a network, and DDOS attacks m=only use other methods?
C. Dos attacks are lunched from one host, and DDOS attacks are lunched from multiple hosts

D. Dos attacks are launched from one host, and DDOS attacks are lunched from multiple hosts.

E. Dos attacks and DDOS attacks have no differences?

Correct Answer: D

QUESTION 8

Which of the following statements is not true about SSH?

A. SSH uses TCP port 22.

B. SSH is composed of an SSH server, clients, and keys.

C. SSH uses asymmetric encryption.

D. SSH encrypts traffic between a client and an SSH server.

Correct Answer: C
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QUESTION 9

Which three types of devices can do network address translation (NAT)? (Choose three.)
A. routers

B. Layer 3 switches

C. bridges

D. wireless access points

E. proxy servers

F. firewalls

Correct Answer: ABF

QUESTION 10

Which technique ensures protection against simple and noninvasive datarecovery techniques?
A. Clearing

B. Purging

C. Destroying

D. Erasing

Correct Answer: A

QUESTION 11

Which one of the following statements is true regarding the CAPWAP tunneling protocol?
A. Itis used to encapsulate data between the LWAP and the WLC.

B. It is used to encapsulate data between different standalone APs.

C. Itis used to encapsulate data between the standalone AP and the wireless clients.

D. Itis used to encapsulate data between the LWAP and the wireless clients.

Correct Answer: A

QUESTION 12

Which definition of a daemon on Linux is true?
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A. error check right afterthe call to fork a process

B. new process created by duplicating the calling process
C. program that runs unobtrusively in the background

D. set of basic CPU instructions

Correct Answer: C

QUESTION 13

Which of the following access control models use security labels to make access decisions?
A. Mandatory access control (MAC)

B. Role-based access control (RBAC)

C. Identity-based access control (IBAC)

D. Discretionary access control (DAC)

Correct Answer: A

MAC uses security labels for access decisions.

QUESTION 14

Which four encryption protocols and protective algorithms are identified in the NSA Suite B specification? (Choose
four.)

A. AES

B. MD5

C. ECDSA

D. Diffie-Hellman Group5
E. ECDH

F. 3DES

G. SHA-2

Correct Answer: ACEG

QUESTION 15

Which of the following features are implemented by a wireless LAN controller? (Select all that apply.)
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A. Wireless station authentication

B. Quality of Service

C. Channel encryption

D. Transmission and reception of frames

Correct Answer: AB
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