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QUESTION 1

Using only commands included with named, what is the command, with options or parameters, to make named re-read
its zone files?

A. rndc reload

Correct Answer: A

QUESTION 2

What does the testparm command confirm regarding Samba configuration?
A. The configuration file will load successfully.

B. The services will operate as expected.

C. The Samba services will be started automatically when the system boots.

D. The netfilter configuration of the Samba server does not block any access to the services defined in the
configuration.

Correct Answer: A

QUESTION 3

When trying to reverse proxy a web server through Nginx, what keyword is required to pass the Host header from the
original request to the proxied server? ... {

Host $host

}

A. proxy_pass_header
B. proxy_forward_header
C. proxy_set_header

D. proxy_header

Correct Answer: C

QUESTION 4
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All machines outside the network are able to send emails through the server to addresses not served by that server. If
the server accepts and delivers the emalil, then it is a (n)

A. open email relay

Correct Answer: A

QUESTION 5
A zone file contains the following lines:

SORIGIN example.com

host2.example.org. IN & 158.51.100.102

and is included in the BIND configuration using this configuration stanza:

zone "example.com" |
type master;

file "db.example.com™;

Which problem is contained in this configuration?
A. The zone statement is the BIND configuration must contain the cross-zone-data yes; statement.
B. The zone cannon contain records for a name which is outside the zone\\'s hierarchy.

C. The $ORIGIN declaration cannot be used in zone files that are included for a specific zone name in the BIND
configuration.

D. An A record cannot contain an IPv4 address because its value is supposed to be a reverse DNS name.
E. Names of records in a zone file cannot be fully qualified domain names.

Correct Answer: C

QUESTION 6

Which of the following options are valid in the /etc/exports file? (Choose TWO correct answers.)
A rw

B.ro

C. rootsquash
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D. norootsquash
E. uid

Correct Answer: AB

QUESTION 7

Which of the following is correct about this excerpt from an LDIF file?
dn: cn=PrintOperators,ou=Groups,ou=IT,0=BR

A. dn is the domain name.

B. o is the organizational unit.

C. cn is the common name.

D. dn is the relative distinguished name.

Correct Answer: C

QUESTION 8

What is the appropriate configuration file entry to allow SSH to run from inetd?
A. ssh stream tcp nowait root /usr/sbin/tcpd sshd

B. ssh stream tcp nowait root /usr/sbin/tcpd tcpd

C. ssh stream tcpd nowait root /usr/sbin/tcpd sshd

D. ssh data tcpd nowait root /usr/sbin/tcpd sshd

E. ssh data tcp nowait root /usr/sbin/tcpd sshd

Correct Answer: A

QUESTION 9

Which of the following Samba services handles the membership of a file server in an Active Directory domain?
A. winbindd

B. nmbd

C. msadd

D. admemb

E. samba
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Correct Answer: E

QUESTION 10

Why is the root file system mounted read-only during boot and remounted with write permission later on?

A. Because if problems with the root file system are detected during the boot, fsck can be run, without risk of damage.
B. Because this way crackers cannot collect information about root with boot sniffers

C. To avoid writing to the disk, unless the root password is known.

D. To avoid other operating systems overwriting the Linux root partition

E. Because the disk has its own write protection that cannot change by the operating system.

Correct Answer: A

QUESTION 11

A server is being used as a smurf amplifier, whereby it is responding to ICMP Echo- Request packets sent to its
broadcast address. To disable this, which command needs to be run?

A. ifconfig ethO nobroadcast

B. echo "0" > /proc/sys/net/ipv4/icmp_echo_accept_broadcasts
C. iptables -A INPUT -p icmp -j REJECT

D. echo "1" > /proc/sys/net/ipv4d/icmp_echo_ignore_broadcasts
E. echo "1" > /proc/sys/net/ipv4/icmp_echo_nosmurf

Correct Answer: D

QUESTION 12

Which of the following files needs to be changed in order to enable anonymous FTP logins with vsftpd?
A. letc/vsftpd/ftpd.conf

B. /etc/ftpd.conf

C. letc/vsftpd/anon.conf

D. /etc/vsftpd.conf

E. /etc/vsftp/ftp.conf

Correct Answer: D
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QUESTION 13

Which Postfix command can be used to rebuild all of the alias database files with a single invocation?
A. makealiases

B. newaliases

C. postalias

D. postmapbuild

Correct Answer: B

QUESTION 14

Which of the following services must be started first on an NFS server?
A. mountd

B. nfsd

C. portmap

D. statd

Correct Answer: C

QUESTION 15

A BIND server should be upgraded to use TSIG. Which configuration parameters should be added, if the server should
use the algorithm hmac-md5 and the key skrkKc4DoTzi/tAKIIPi7JZA== "

A. TSIG server.example.com. algorithm hmac-md>5; secret "skrkKc4DoTzi/tAklIPi7JZA=="; }
B. key server.example.com. { algorithm hmac-md5; secret skrkKc4DoTzi/tAkIIPi7JZA==; }

C. key server.example.com. { algorithm hmac-md5; secret "skrKc4DoTzi/tAKIIPi7JZA=="; }
D. key server.example.com. { algorithm=hmac-md5; secret="skrKc4DoTzi/tAKIIPi7JZA=="; };
E. key server.example.com. { algorithm hmac-md5 secret "skrKc4DoTzitAKI1Pi7JZA=="1},

Correct Answer: C
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