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QUESTION 1

Refer to the exhibit. Which wireless functions is the client experiencing?

.-"_".. :---_“:1I|I
l-::nm A: MAC, IP Address, AP, Q0S, Security, ..

Data Traffic Bridged

Client A Roams
fram AP1 1o AP2

A. Intra-controller Roaming
B. Layer 3 Roaming

C. inter-controller Roaming
D. inter-subnet Roaming

Correct Answer: A
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QUESTION 2

What three roles are defined by 802.1X? (Choose three.)
A. AAA Server

B. Authenticatee

C. Authenticator

D. Authentication Server

E. Supplicant

Correct Answer: CDE

QUESTION 3
Refer to the exhibit. Drag the steps for Open Authentication from the left and drop them in the correct order on the right.

Select and Place:

Refer to he exhibit. Drag the steps for Open Authertication from the left and drop them in the correct order on the right.
Llent sends probe reguest Target
Either Access Point A or Access Point B sends probe response. Client Teiek
evalugtes access point response, Selects bestaccess point.
Cient sends association request to selected Access Point A Target
&~
Client sends authentication request to selected eccess point A. <f<'_ar@ Target
b
A 1Y
e
. et .
Lecese peint confirms authentication and r.gtstei_s‘ﬁj@u- Target
Ly
Access point A cenfirms association and rzgisters client. Target

Correct Answer:
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Refer to *he extibit. Drag the steps for Open Authertication from the left and drop them i the correct order on the right.

.:\\J Client sends probe request

=)
AR ; . :
£ %-F*Acces-& Point & or Access Point B zends probe response Client
?\\.‘..»' evaluates accsss point response, Selects best access point.

Client sends authentication request to selected access pointA.

Accese point confirms authenticatien and ragisters client.

Client se1ds association reguest to selected Access Point A,

Access poirt A confirms associatian and rzgisters client.

QUESTION 4

You are configuring authentication on a wireless network and wireless controller. In which menu do you configure
authentication?

A. General
B. Security
C. WLAN

D. Advanced

Correct Answer: B

QUESTION 5

The network administrator has used VLANSs to separate VolP frames from data frames in the wired network. What must
the administrator use to separate those frames in the wireless network?

A. multiple SSIDs

B. multiple authentications

C. multiple WEP or WPA keys

D. multiple channels

E. multiple 802.11 radios (a, b, g, n)

Correct Answer: A
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Multiple IEEE 802.11 service set identifiers (SSIDs) allow you to create different levels of network access and to access
virtual LANs (VLANS). You can configure up to 16 separate SSIDs to support up to 16 VLANs. Each VLAN can have a
different wireless security configuration so that the devices that support the latest Cisco security enhancements can
exist alongside legacy devices. This additional access point functionality enables a variety of users having different
security levels to access different parts of the network. http://www.cisco.com/en/US/docs/wireless/access_point/350/con
figuration/guide/ap350chl_ps458_TSD_Products_Configuration_Guide_Chapter.html

QUESTION 6

Microsoft Active Directory integrated machines are not authenticating to the internal WLAN. The WLAN settings are
WPA2-AES-802.1x and are authenticating to a Cisco ldentity Services Engine server. You investigate and note that non-
domain authenticated machines are properly authenticating to the WLAN using their Active Directory credentials. Why
would this problem occur?

A. The WLAN is configured improperly in group policy.

B. The ISE server is not joined to the domain, causing authentications to fail.

C. The domain machines are configured to disable the wireless adapter.

D. The non-domain machines are using local accounts that are not authenticated through the domain.

Correct Answer: A

QUESTION 7

Which four parameters must be configured for local EAP-FAST on the controller? (Choose four.)
A. authority ID

B. authority ID Information

C. client key

D. PAC

E. server key

F. TTL for PAC

G. monitor key

H. NTP source

Correct Answer: ABEF

EAP-FAST is designed to speed re-authentication when a station roams from one AP to another.
Here are the parameters that can be configured:

Server Key (in hexadecimal): The key (in hexadecimal characters) used to encrypt and decrypt PACs.

Time to Live for the PAC: Enter the number of days for the PAC to remain viable. The valid range is 1 to 1000 days, and
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the default setting is 10 days.

Authority ID (in hexadecimal): Enter the authority identifier of the local EAP-FAST server in hexadecimal characters. It is
possible to enter up to 32 hexadecimal characters, but an even number of characters must be entered. This will identify

the controller as the emitter of the PAC.

Authority ID Information: Enter the authority identifier of the local EAP-FAST server in text format.

Anonymous Provision: Enable this setting to allow anonymous provisioning. This feature allows PACs to be sent
automatically to clients that do not have one during PAC provisioning. If this feature is disabled, PACS must be

manually

provisioned. Disable this feature when using EAP-FAST with certificates. The default setting is enabled.

QUESTION 8

Which two commands are needed to ensure that Cisco WLC can be managed only via a secure web browser, with a
cipher of 128 bits or larger and without Telnet or SSH? (Choose two.)

A. config network ssh disable

B. config network secureweb enable

C. config network secureweb cipher-option high enable
D. config network secureweb cipher-option sslv2 disable
E. config network webmode enable

Correct Answer: BC

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-3/config-
guide/b_cg83/b_cg83_chapter_011.html

QUESTION 9

An access point named Cisco AP is configured on a wireless controller. Which command must you use in the controller
to view access point system messages?

A. show ap eventlog Cisco_AP
B. debug ap eventlog Cisco_AP
C. config logging Cisco_AP

D. show logging

Correct Answer: A

QUESTION 10
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Drag the features on the left that use the "split MAC" model and drop them on the appropriate device on the right.

Select and Place:

Drag the features on the lef that use the “split WAC™ model and drop them on the appropriate device on the right.

802.11 frame translation and bridgin Controfier
ging ‘ !f('\\\
o Target
mebility management
Target
encryption downstrean
Target
providing reaktime signalguality information ‘
QoS policies AP
T t
decryption upstream it
| Target
Target
Correct Answer:
Drag th= features on the lef, that use the “split NAC™ model and drop them on the appropriate device on the right.
| ‘ /-\ Controller
LAY
}--"-;.\- ! 005 policies
b

&

QUESTION 11

N
\
J

L]

(7

A B8

mobility management

80211 frame translation and zridging

AR

providing rea-time =ignal-guality information

encryptiocn downstream

cecryption upstream

Which two wireless technologies can interfere with 802.11 networks? (Choose two.)

A. DECT
B. ZigBee

C. WiMax D. GSM
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Correct Answer: AB

Digital Enhanced Cordless Telecommunication (DECT), also known as cordless telephones, and Zigbee are both well-
known sources of interferences within an 802.11 network.

QUESTION 12

An engineer is adding a controller to a WCS. What three categories of parameters are needed? (Choose three.)
A. IP parameters

B. SNMP Parameters

C. Mobility Parameters

D. Telnet/SSH Parameters

E. TFTP Parameters

F. RADIUS Parameters

Correct Answer. ABD
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