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QUESTION 1

Which keyword in a NAT configuration enables the use of one outside IP address for multiple inside hosts? 

A. source 

B. static 

C. pool 

D. overload 

Correct Answer: D 

By adding the keyword "overload" at the end of a NAT statement, NAT becomes PAT (Port Address Translation). This is
also a kind of dynamic NAT that maps multiple private IP addresses to a single public IP address (many-to-one) by
using different ports. Static NAT and Dynamic NAT both require a one-to-one mapping from the inside local to the inside
global address. By using PAT, you can have thousands of users connect to the Internet using only one real global IP
address. PAT is the technology that helps us not run out of public IP address on the Internet. This is the most popular
type of NAT. 

An example of using "overload" keyword is shown below: 

R1(config)# ip nat inside source list 1 interface ethernet1 overload 

 

QUESTION 2

When an access point is seeking to join wireless LAN controller, which message is sent to the AP-Manager interface? 

A. Discovery response 

B. DHCP request 

C. DHCP discover 

D. Discovery request 

Correct Answer: C 

 

The LAPs always connect to the management interface address of the controller first with a discovery request. The
controller then tells the LAP the Layer 3 AP-manager interface (which can also be the management by default) IP
address so the LAP can send a join request to the AP-manager interface next. 

Reference: https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-
wlc-tshoot.html 

 

QUESTION 3

What are two characteristics of the distribution layer in a three-tier network architecture? (Choose two.) 
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A. serves as the network aggregation point 

B. provides a boundary between Layer 2 and Layer 3 communications 

C. designed to meet continuous, redundant uptime requirements 

D. is the backbone for the network topology 

E. physical connection point for a LAN printer 

Correct Answer: BC 

 

QUESTION 4

What is the function of the controller in a software-defined network? 

A. multicast replication at the hardware level 

B. fragmenting and reassembling packets 

C. making routing decisions 

D. forwarding packets 

Correct Answer: C 

 

QUESTION 5

Refer to the exhibit. 
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Between which zones do wireless users expect to experience intermittent connectivity? 

A. between zones 1 and 2 

B. between zones 2 and 5 

C. between zones 3 and 4 

D. between zones 3 and 6 

Correct Answer: C 

Zones 3 and 4 both have Channel 11 that is overlapped. Zones 3 and 6 do not overlap at all. 
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QUESTION 6

What benefit does controller-based networking provide versus traditional networking? 

A. allows configuration and monitoring of the network from one centralized port 

B. provides an added layer of security to protect from DDoS attacks 

C. combines control and data plane functionality on a single device to minimize latency 

D. moves from a two-tier to a three-tier network architecture to provide maximum redundancy 

Correct Answer: A 

 

 

QUESTION 7

In which situation is private IPv4 addressing appropriate for a new subnet on the network of an organization? 

A. There is limited unique address space, and traffic on the new subnet will stay local within the organization. 
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B. The network has multiple endpoint listeners, and it is desired to limit the number of broadcasts. 

C. Traffic on the subnet must traverse a site-to-site VPN to an outside organization. 

D. The ISP requires the new subnet to be advertised to the internet for web services. 

Correct Answer: A 

 

 

QUESTION 8

What are two reasons a network administrator would use CDP? (Choose two.) 

A. to verify the type of cable interconnecting two devices 

B. to determine the status of network services on a remote device 

C. to obtain VLAN information from directly connected switches 

D. to verify Layer 2 connectivity between two devices when Layer 3 fails 

E. to obtain the IP address of a connected device in order to telnet to the device 

F. to determine the status of the routing protocols between directly connected routers 

Correct Answer: DE 

 

QUESTION 9

Which encryption method is used by WPA3? 

A. PSK 

B. TKIP 

C. SAE 

D. AES 

Correct Answer: D 

 

QUESTION 10

A network administrator enabled port security on a switch interface connected to a printer. What is the next configuration
action in order to allow the port to learn the MAC address of the printer and insert it into the table automatically? 

A. enable dynamic MAC address learning 

B. implement static MAC addressing. 
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C. enable sticky MAC addressing 

D. implement auto MAC address learning 

Correct Answer: C 

 

QUESTION 11

A network engineer is installing an IPv6-only capable device. The client has requested that the device IP address be
reachable only from the internal network. Which type of IPv6 address must the engineer assign? 

A. unique local address 

B. link-local address 

C. aggregatable global address 

D. IPv4-compatible IPv6 address 

Correct Answer: A 

 

QUESTION 12

Which technique can you use to route IPv6 traffic over an IPv4 infrastructure? 

A. NAT 

B. 6 to 4 tunneling 

C. L2TPv3 

D. dual-stack 

Correct Answer: B 

 

QUESTION 13

Which MAC address is recognized as a VRRP virtual address? 

A. 0000.5E00.010a 

B. 0005.3709.8968 

C. 0000.0C07.AC99 

D. 0007.C070.AB01 

Correct Answer: A 
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QUESTION 14

An organization secures its network with multi-factor authentication using an authenticator app on employee
smartphones. How is the applic secured in the case of a user\\'s smartphone being lost or stolen? 

A. The application requires the user to enter a PIN before it provides the second factor 

B. the application challenges a user by requiring an administrator password to reactivate when the smartphone is
rebooted 

C. The application requires an aadministrator password to reactivate after a configured interval 

D. The application verifies that the user is in a specific location before it provides the second factor 

Correct Answer: A 

 

QUESTION 15

Refer to the exhibit. An engineer assumes a configuration task from a peer Router A must establish an OSPF neighbor
relationship with neighbor 172 1 1 1 The output displays the status of the adjacency after 2 hours. What is the next step
in the configuration process for the routers to establish an adjacency? 

A. Configure router A to use the same MTU size as router B 

B. Set the router B OSPF ID to a nonhost address. 

C. Configure a point-to-point link between router A and router B 

D. Set the router B OSPF ID to the same value as its IP address 

Correct Answer: B 
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