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QUESTION 1

What is the function of a command and control server? 

A. It enumerates open ports on a network device 

B. It drops secondary payload into malware 

C. It is used to regain control of the network after a compromise 

D. It sends instruction to a compromised system 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit. 

Which packet contains a file that is extractable within Wireshark? 

A. 2317 

B. 1986 

C. 2318 

D. 2542 

Correct Answer: D 

 

QUESTION 3

Which information must an organization use to understand the threats currently targeting the organization? 

A. threat intelligence 

B. risk scores 

C. vendor suggestions 

D. vulnerability exposure 
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Correct Answer: A 

 

QUESTION 4

Refer to the exhibit. 

A workstation downloads a malicious docx file from the Internet and a copy is sent to FTDv. The FTDv sends the file
hash to FMC and the tile event is recorded What would have occurred with stronger data visibility? 

A. The traffic would have been monitored at any segment in the network. 

B. Malicious traffic would have been blocked on multiple devices 

C. An extra level of security would have been in place 

D. Detailed information about the data in real time would have been provided 

Correct Answer: B 

 

QUESTION 5

Which event is a vishing attack? 

A. obtaining disposed documents from an organization 

B. using a vulnerability scanner on a corporate network 

C. setting up a rogue access point near a public hotspot 

D. impersonating a tech support agent during a phone call 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/products/security/email-security/what-is-phishing.html#~types-of-phishing-
attacks 
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QUESTION 6

DRAG DROP 

Drag and drop the access control models from the left onto the correct descriptions on the right. 

Select and Place: 

Correct Answer: 

 

 

QUESTION 7

Which regular expression matches "color" and "colour"? 

A. colo?ur 

B. col[08]+our 

C. colou?r 

D. col[09]+our 

Correct Answer: C 

 

QUESTION 8

Refer to the exhibit. 
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What is occurring within the exhibit? 

A. regular GET requests 

B. XML External Entities attack 

C. insecure deserialization 

D. cross-site scripting attack 

Correct Answer: A 

Reference: https://www.tutorialspoint.com/http/http_requests.htm
https://github.com/gwroblew/detectXSSlib/blob/master/test/attacks.txt 

 

QUESTION 9

An analyst is investigating a host in the network that appears to be communicating to a command and control server on
the Internet. After collecting this packet capture, the analyst cannot determine the technique and payload used for the
communication. 
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Which obfuscation technique is the attacker using? 

A. Base64 encoding 

B. TLS encryption 

C. SHA-256 hashing 

D. ROT13 encryption 

Correct Answer: B 

ROT13 is considered weak encryption and is not used with TLS (HTTPS:443). Source:
https://en.wikipedia.org/wiki/ROT13 

 

QUESTION 10

A company encountered a breach on its web servers using IIS 7 5 Dunng the investigation, an engineer discovered that
an attacker read and altered the data on a secure communication using TLS 1 2 and intercepted sensitive information
by downgrading a connection to export-grade cryptography. The engineer must mitigate similar incidents in the future
and ensure that clients and servers always negotiate with the most secure protocol versions and cryptographic
parameters. Which action does the engineer recommend? 

A. Upgrade to TLS v1 3. 
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B. Install the latest IIS version. 

C. Downgrade to TLS 1.1. 

D. Deploy an intrusion detection system 

Correct Answer: B 

 

QUESTION 11

What is the difference between a threat and a risk? 

A. Threat represents a potential danger that could take advantage of a weakness in a system 

B. Risk represents the known and identified loss or danger in the system 

C. Risk represents the nonintentional interaction with uncertainty in the system 

D. Threat represents a state of being exposed to an attack or a compromise, either physically or logically. 

Correct Answer: A 

A threat is any potential danger to an asset. If a vulnerability exists but has not yet been exploited--or, more importantly,
it is not yet publicly known--the threat is latent and not yet realized. 

 

QUESTION 12

An engineer is addressing a connectivity issue between two servers where the remote server is unable to establish a
successful session. Initial checks show that the remote server is not receiving an SYN-ACK while establishing a session
by 

sending the first SYN. 

What is causing this issue? 

A. incorrect TCP handshake 

B. incorrect UDP handshake 

C. incorrect OSI configuration 

D. incorrect snaplen configuration 

Correct Answer: A 

Reference: https://www.sciencedirect.com/topics/computer-science/three-way-
handshake#:~:text=The%20TCP%20handshake,as%20shown%20in%20Figure%203.8 

 

QUESTION 13

How does TOR alter data content during transit? 
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A. It spoofs the destination and source information protecting both sides. 

B. It encrypts content and destination information over multiple layers. 

C. It redirects destination traffic through multiple sources avoiding traceability. 

D. It traverses source traffic through multiple destinations before reaching the receiver 

Correct Answer: B 

 

QUESTION 14

Which system monitors local system operation and local network access for violations of a security policy? 

A. host-based intrusion detection 

B. systems-based sandboxing 

C. host-based firewall 

D. antivirus 

Correct Answer: A 

HIDS is capable of monitoring the internals of a computing system as well as the network packets on its network
interfaces. Host-based firewall is a piece of software running on a single Host that can restrict incoming and outgoing
Network activity for that host only. 

 

QUESTION 15

What is an incident response plan? 

A. an organizational approach to events that could lead to asset loss or disruption of operations 

B. an organizational approach to security management to ensure a service lifecycle and continuous improvements 

C. an organizational approach to disaster recovery and timely restoration of operational services 

D. an organizational approach to system backup and data archiving aligned to regulations 

Correct Answer: C 
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