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QUESTION 1

Which three statements are true about Oracle Entitlements Server? 

A. It enables you to externalize fine-grained authorization from applications. 

B. It uses a centralized Policy Decision Point (PDP) that all Policy Enforcement Points (PEPs) communicate with. 

C. It can use either a centralized PDP or a localized PDP. 

D. It has an out-of-the-box integration with Oracle Adaptive Access Manager. 

E. Auditing is not enabled by default within the security modules. 

Correct Answer: ABE 

 

QUESTION 2

By default, which four Oracle Access Management platform components write attributes into the Identity Context?
(Choose four.) 

A. Oracle Entitlements Server 

B. Oracle Access Manager 

C. Oracle Security Token Service 

D. Oracle Enterprise Single Sign-On 

E. Oracle Access Management Mobile and Social 

F. Oracle Adaptive Access Manager 

Correct Answer: ABDF 

 

QUESTION 3

Which statement is true about scaling out an Oracle Access Manager server in high availability topology? 

A. Scale out is used when a new Access Manager Managed Server instance is added to a node that is already running
one or more server instances. 

B. Scale out is used toadd a new Access Manger Managed Server instance to a new node. 

C. Scale out is used to add a new WebGate to talk to an existing Access Manager instance. 

D. Scale out is used to add a new Identity Store to Access Manager instance. 

Correct Answer: B 
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QUESTION 4

Identify two settings in the Authentication Scheme definition of Oracle Access Manager 11g. 

A. Authentication Password 

B. Challenge Method 

C. Authentication Level 

D. Error Message 

E. Authentication Id 

Correct Answer: BD 

 

QUESTION 5

Your customer wants to use the information available in the Identity Context in their application to determine a user\\'s
journey through various screens and functions. 

One of the attributes they want to use is the Oracle Adaptive Access Manager (OAAM) risk score. They have deployed
OAAM and think they have integrated it correctly into the Oracle Access Management platform. However, when their
application interrogates Identity Context, none of the OAAM attributes are present. 

Which three configuration settings should you check as part of troubleshooting the problem? (Choose three.) 

A. The OAAM propertyoracle.oaam.idcontext.enabledhas been set totrue. 

B. Oracle Access Manager is using the "OAAM Advanced" authentication scheme. 

C. The TAP token version is set to 2.1 in OAAM properties. 

D. The application has been given proper source code grants to access the Identity Context runtime. 

E. A configurable action has been defined in OAAM to generate the Identity Context attributes. 

F. Oracle Security Token Service has been configured to generate the Identity Contextassertion. 

Correct Answer: BDE 

 

QUESTION 6

When defining an attribute on the Relying Party Partner Profile in Security Token Service, which three types of attribute
sources are supported? 

A. User Store (LDAP) 

B. CSV File 

C. Incoming Token Data 

D. XML File 
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E. Static Value 

F. User Store (Oracle Identity Analytics ?Identity Warehouse) 

Correct Answer: ACE 

 

QUESTION 7

Which service does the Session Management Engine (SME) use internally to provide a high performance, distributed
caching system, and to enable the monitoring and management of user sessions in real time? 

A. Oracle ADF 

B. Oracle Coherence 

C. WebGates 

D. Oracle Adaptive Access Manager 

Correct Answer: B 

 

QUESTION 8

At what checkpoint would you create a challenge policy for Knowledge-Based Authentication for online user
authentication? 

A. Pre-authentication 

B. AuthentiPad 

C. Post-Authentication 

D. Device Identification 

Correct Answer: A 

 

QUESTION 9

Identify two functions of the heartbeat check performed by Oracle Access Manager Access Servers. 

A. It checks if an LDAP store can be accessed. 

B. It check if a WebGate can beaccessed. 

C. It check if a session cache store can be accessed. 

D. It check if a policy store can be accessed. 

E. It check if a database can be accessed. 

Correct Answer: AD 
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QUESTION 10

How would you add support for additional Internet Identity Providers for Oracle Access Management Mobile and Social,
other than the preconfigured ones such as Facebook and LinkedIn? (Choose the best answer.) 

A. You do this by implementing theoracle.security.idaas.rp.spi.ServiceproviderJava interface. 

B. Support for Internet Identity Providers is limited to the ones that are available out of the box from Oracle Access
Management. 

C. Support for Internet Identity Providers is enabled through the connectors built on the Identity Connector Framework
(ICF). 

D. You do this by implementing theoracle.security.idaas.rp.spi.IdentityProviderJava interface. 

Correct Answer: D 

 

QUESTION 11

Which statement is true about Oracle Access Manager 11g session management? 

A. Oracle Access Manager 11guses Coherence to reliably cache millions of user sessions simultaneously. 

B. Oracle Access Manager 11guses encrypted cookies that track the login time, authentication level, and the idle and
maximum session times. 

C. Oracle Access Manager 11gsession information is stored in lightweight directory access protocol (LDAP) directory. 

D. Oracle Access Manager11grequires an Oracle database to reliably store session information. 

Correct Answer: B 

 

QUESTION 12

Identify two registration artifacts that are created when an 11g WebGate is registered using the Oracle Access
Management console. 

A. osso.conf 

B. oaam_cli.properties 

C. OAMRequest_short.xml 

D. ObAccessClient.xml 

E. cwallet.sso 

Correct Answer: DE 
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QUESTION 13

In a Security Token Service deployment for Identity Propagation with the Access Manager token, which component
must be registered with Oracle Access Manager 11g to create a communication channel? 

A. WS-Trust Validation Template 

B. WebGate 

C. Oracle Adaptive Access Manager 

D. Oracle Identity Federation 

E. Request Security Token (RST) 

Correct Answer: B 

 

QUESTION 14

Your customer requires Oracle Adaptive Access Manager (OAAM) to perform risk analysis of the money transfer
transactions in their eBanking application. 

They have already deployed OAAM and OAM using the out-of-the-box Advanced integration. 

What must they do to capture and process their application transactions in OAAM? 

A. Configure the OAAM Server application with the definition of the new transaction data to be captured. 

B. Deploy the UIO proxy and configure it to capture the money transfer transaction data and submitit to OAAM. 

C. Change their eBanking application to use OAAM native integration. 

D. Deploy the OAAM sample application and configure it to collect the money transfer transactions. 

Correct Answer: A 

 

QUESTION 15

What are the three main roles that can be adopted by Oracle Access Management and Oracle Fusion Middleware
components when using the Identity Context? 

A. Publisher 

B. Consumer 

C. Propagator 

D. Generator 

E. Evaluator 

F. Authorizer 
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Correct Answer: ACE 
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