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QUESTION 1

A customer wants to do development on premise while leveraging services such as Java Cloud, Mobile Developer
Cloud, and App Builder Services. The customer would also like to scale out the application, stretching from on-premises
to the cloud by using a common API. Which two Infrastructure options can the customer leverage to do this? (Choose
two.) 

A. Oracle Cloud at Customer 

B. Oracle Cloud Infrastructure Classic 

C. Oracle Cloud Ravello service 

D. Oracle Cloud Infrastructure 

Correct Answer: AD 

 

QUESTION 2

Which statement is true about Oracle Cloud Infrastructure Object Storage Service? 

A. An Archive Object Storage tier bucket can be upgraded to the Standard Object Storage tier. 

B. You cannot directly download an object from an Archive Object Storage bucket. 

C. An existing Standard Object Storage tier bucket can be downgraded to the Archive Object Storage tier. 

D. Data retrieval in Archive Object Storage is instantaneous. 

Correct Answer: B 

 

QUESTION 3

Which two statements are true about Oracle Cloud Infrastructure storage services? 

A. You can move Object Storage buckets, Block Volumes and File Storage mount targets between compartments. 

B. File storage mount target does not provide a private IP address, while the Object Storage bucket provides one. 

C. File Storage uses the network file system (NFS) protocol, whereas Block Volume uses ISCSI. 

D. Block Volume service scales to Exabytes per Instance, while File Storage service offers unlimited scalability. 

E. You can take Incremental snapshots of Block Volumes, File Storage file systems and Object Storage buckets. 

Correct Answer: AC 

 

QUESTION 4
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You want an instance in your compartment to make API calls to other services within Oracle Cloud 

Infrastructure without storing credentials in a configuration file. 

What do you need to do? 

A. No action is required. By default, all VM instances are created with an Instance Principal. 

B. Instances cannot access services outside their compartment. 

C. VM instances are treated as users. Create a user and assign the user to that VM instance. 

D. Create appropriate matching rules in the Dynamic Group to create an Instance Principal. 

Correct Answer: D 

References: https://docs.cloud.oracle.com/iaas/Content/Identity/Tasks/managingdynamicgroups.htm 

 

QUESTION 5

Which option is NOT a valid action within the Oracle Cloud Infrastructure (OCI) Block Volume service? 

A. Clone an existing volume to a new, larger volume. 

B. Restore from a volume backup to a larger volume. 

C. Shrink an existing volume in place with offline resizing. 

D. Expand an existing volume in place with offline resizing. 

Correct Answer: C 

 

QUESTION 6

You have successfully configured identity federation between Oracle Cloud Infrastructure (OCI) and Oracle Identity
Cloud Services (IDCS). A new project manager wants access to OCI for her team and provides the name of an existing
group within IDCS to use when granting access. How do you configure federation to allow the project team access to
OCI resources? 

A. Create a new IAM group in OCI and map it to the existing IDCS group. Create a new policy in IDCS and reference
the name of the IAM group. 

B. Create a new Identity and Access Management (IAM) policy in OCI and reference the name of the IDCS group in
each policy statement. 

C. Create a new compartment in OCI with the same name as the existing IDCS group. Create an IAM policy that
references the new compartment and the name of the IDCS group. 

D. Create a new IAM group in OCI and map it to the existing IDCS group. Create a new IAM policy and reference the
name of the IAM group in each policy statement. 

Correct Answer: D 
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When working with your IdP, your administrator defines groups and assigns each user to one or more groups according
to the type of access the user needs. Oracle Cloud Infrastructure also uses the concept of groups (in conjunction with
IAM policies) to define the type of access a user has. As part of setting up the relationship with the IdP, your
administrator can map each IdP group to a similarly defined IAM group, so that your company can re-use the IdP group
definitions when authorizing user access to Oracle Cloud Infrastructure resources. Here\\'s a screenshot from the
mapping process: 

 

QUESTION 7

You are a network architect and have designed the network infrastructure of a three-tier application on 

Oracle Cloud Infrastructure (OCI). In the architecture, back-end DB servers are in a private subnet. One of 

your DB administrators requests to have access to OCI object storage service. 

How can you meet this requirement? 

A. Add a new route rule to the private subnet route table to route default traffic to the internet gateway. 

B. Attach a public IP address to the instances in the private subnet, and then add a new route rule to the private subnet
route table to route default traffic to the internet gateway. 

C. Create a dynamic routing gateway (DRG) and attach it to your virtual cloud network (VCN). Add a 

default route rule to the private subnets route table and set the target as DRG. 

D. Create a service gateway, add a new route rule to the private subnet route table that uses object storage as target
type. 

Correct Answer: D 

A service gateway lets resources in your VCN privately access specific Oracle services, without exposing the data to an
internet gateway or NAT. The resources in the VCN can be in a private subnet and use only private IP addresses. The
traffic from the VCN to the service of interest travels over the Oracle network fabric and never traverses the internet. To
give your VCN access to a given service CIDR label, you must enable that service CIDR label for the VCN\\'s service
gateway. You can do that when you create the service gateway, or later after it\\'s created. You can also disable a
service CIDR label for the service gateway at any time. For traffic to be routed from a subnet in your VCN to a service
gateway, you must add a rule accordingly to the subnet\\'s route table. The rule must use the service gateway as the
target. Reference: https://blogs.oracle.com/cloud-infrastructure/connect-private-instances-with-oracle- servicesthrough-
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anoracle-cloud-infrastructure-service-gateway 

 

QUESTION 8

Which two statements are true about Oracle Cloud Infrastructure (OCI) DB Systems? 

A. Customers have no control over database patching. 

B. The database and backups are encrypted by default. 

C. Customers can consolidate multiple database homes on a single virtual machine database host. 

D. Customers can manage the TDE Wallet after DB Systems is provisioned. 

Correct Answer: BD 

All databases created in Oracle Cloud Infrastructure are encrypted using transparent data encryption (TDE). Oracle
Cloud Infrastructure encrypts all managed backups in the object store. Oracle uses the Database Transparent
Encryption feature by default for encrypting the backups. and the customers can manage the TDE Wallet after DB
Systems are provisioned. 

 

QUESTION 9

Your company has decided to move a few applications to Oracle Cloud and you have been asked to design it for both
High Availability (HA) and Disaster Recovery (DR). Which two should you consider while designing your Oracle Cloud
Infrastructure architecture? (Choose two.) 

A. Region 

B. Instance Shape 

C. Compartments 

D. Availability Domain 

Correct Answer: AD 

References: https://blogs.oracle.com/cloud-infrastructure/migration-and-disaster-recovery-in-the-oracle-cloud-
withrackware 

 

QUESTION 10

A customer has established an Oracle Cloud Infrastructure (OCI) FastConnect connection to OCI. The virtual circuit is
up and routes are being advertised from the customer\\'s end, however the customer is unable to ping from compute
instances inside the virtual cloud network (VCN) to servers residing in its on-premises data center. Which two options on
OCI would remedy this situation? (Choose two.) 

A. Modify the route table associated with the VCN subnet in which the instance resides. Add a route to the customer\\'s
on-premises network via the Dynamic Routing Gateway (DRG). 

B. Modify the security list associated with the VCN subnet in which the instance resides. Add a stateful egress rule to
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allow ICMP traffic to the customer\\'s on-premises network. 

C. Modify the security list associated with the VCN subnet in which the instance resides. Add a stateful ingress rule to
allow ICMP traffic from anywhere. 

D. Modify the default VCN route table to add a route back to the customer\\'s on-premises network via the DRG. 

Correct Answer: AB 

 

QUESTION 11

When creating a subnet, one or more placeholder security lists are often associated with the subnet. Why? 

A. Each operator needs its own security list. 

B. Each protocol needs its own security list. 

C. Each network endpoint or instance in the subnet needs its own security list. 

D. It is not possible to add or remove security lists after a subnet is created. 

Correct Answer: C 

 

References: https://docs.cloud.oracle.com/iaas/Content/Network/Concepts/securitylists.htm?tocpath=Services %
7CNetworking%7CAccess%20and%20Security%7C_____3 

 

QUESTION 12

Which two are required to create an IPSec VPN connection? (Choose two.) 

A. security list 

B. static route CIDR 

C. name 

D. compute instance 

Correct Answer: AB 

 

QUESTION 13

As an Oracle Cloud Infrastructure tenancy administrator, you created predefined lists of values and 

associated them with tag key definitions. 

One of the users in your tenancy complains that she cannot see these predefined values. 

What is causing this issue? 
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A. The user is trying to use free-form tags. 

B. Some of the predefined values are null. 

C. The user is not part of an Identity and Access Management group that gives access to tagging. 

D. The user has breached either the quota or service limit for using tags. 

Correct Answer: A 

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Tagging/Tasks/usingpredefinedvalues.htm 

 

QUESTION 14

What happens when you run terraform plan? 

A. It configures, reconfigures, and instantiates resources and their dependencies. 

B. It shows the operator the course of action that would be taken if a change is applied. 

C. It deletes all existing resources and re-creates them. 

D. It shows a dependency graph. 

Correct Answer: B 

References: The terraform plan command is used to create an execution plan. Terraform performs a refresh, unless
explicitly disabled, and then determines what actions are necessary to achieve the desired state specified in the
configuration files. This command is a convenient way to check whether the execution plan for a set of changes
matches your expectations without making any changes to real resources or to the state. For example, terraform plan
might be run before committing a change to version control, to create confidence that it will behave as expected. 

 

QUESTION 15

You create a public Load Balancer instance and configure a back end set "BES1" with one back end server running a
service on port 80. You also create a listener on port 80 and configure that listener to use the back end set "BES1". A
client makes one HTTP request to the Load Balancer with the correct protocol and port. How many connections does
the Load Balancer maintain? 

A. 1 

B. 2 

C. 4 

D. 3 

Correct Answer: B 
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