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QUESTION 1

Can you customize which of your identity providers appear on the Sign In page when users are accessing Oracle
Identity Cloud Service either locally or through a specific app? 

A. No, because users should always sign in using their local authentication credentials. 

B. Yes, by using identity provider policies. 

C. Yes, by using sign-on policies. 

D. No, because any identity provider that\\'s set to appear in the Sign In page will be displayed. 

Correct Answer: B 

 

QUESTION 2

Which two features describe the monitoring capabilities of Oracle Security Monitoring and Analytics (SMA) Cloud
Service? (Choose two.) 

A. Monitor application performance comprehensively 

B. Detect security threats 

C. Proactively monitor, alert, and notify across all infrastructure tiers 

D. Dashboard for infrastructure-related metrics like CPU utilization 

Correct Answer: CD 

 

QUESTION 3

How can you synchronize users and groups between Microsoft Active Directory and Oracle Identity Cloud Service? 

A. Use the import utility 

B. Configure the Bridge 

C. Configure Delegated Authentication 

D. Use a flat file 

Correct Answer: B 

 

QUESTION 4

Which action to resolve a suspicious event that appears in Risk Events is NOT supported by Oracle CASB Cloud
Service? 
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A. export the risk event to Splunk for further processing 

B. export the risk event to LogRythm for further processing 

C. create an incident and resolve it in Oracle CASB Cloud Service 

D. create an incident in Oracle CASB Cloud Service and export it to ServiceNow for further processing 

Correct Answer: B 

 

QUESTION 5

Which key feature must be part of a modern Security Operations Center (SOC)? 

A. System access life cycle management 

B. Mobile Device Management along with adaptive access management 

C. Integration with the business through dashboards and reports by the implementation of Big Data and Machine
Learning Techniques 

D. Automation and incident response orchestration 

Correct Answer: C 

 

QUESTION 6

Which two are advantages of using Oracle Configuration and Compliance Cloud Service? (Choose two.) 

A. It provides insights with highest severity and frequency to prioritize remediation. 

B. It scores only for benchmark assessments without attaching SLA to the rule-sets. 

C. It only uses Security Technical Implementation Guides (STIGs) for out-of-the-box automation for 100% compliance of
finance systems. 

D. It scores the benchmark assessment and attaches SLAs to rule-sets, and also uses the STIG. 

Correct Answer: BD 

 

QUESTION 7

Suspicious events that you or Oracle CASB Cloud Service determine to be serious, result in an entry in which of these
pages? 

A. Configuration, Threat Management 

B. Risk Events 

C. Incidents 
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D. Reports 

Correct Answer: B 

 

QUESTION 8

Which is a major concern with regards to Line of Business (LOB) buyers when acquiring cloud services? 

A. Line of Business (LOB) buyers were buying IT services without notifying their security team. 

B. Customers are acquiring services that may not be in compliance with external regulations. 

C. Line of Business (LOB) buyers do not have executive approval to acquire such services. 

D. End users have no visibility over an organization\\'s cloud strategy. 

Correct Answer: C 

 

QUESTION 9

From the Oracle Management Cloud Security Monitoring and Analytics dashboard, you noticed a threat of key transfer
and suspicious SMB communication activity by a user. 

Which two remedial actions will be taken automatically to mitigate some risk? (Choose two.) 

A. User added to suspicious data access watchlist 

B. Multi-factor Authentication (MFA) is imposed 

C. Host anti-virus (AV) update enforced 

D. Targets added to file change watchlist 

Correct Answer: AB 

 

QUESTION 10

From the Oracle Management Cloud dashboard, you noticed a threat or suspicious browsing activity by a user to
execute a brute force attack against an application. 

Which two remedial actions will happen implicitly to mitigate some risk? (Choose two.) 

A. Multi-factor Authentication (MFA) is imposed 

B. User added to suspicious data access watchlist 

C. Application policy gets created 

D. Host AV update enforced 

Correct Answer: AB 
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QUESTION 11

One of the required tasks for setting up Oracle Security Monitoring and Analytics is "Add Log Analytics entities". After
updating a file that contains the entity definition that you want to add, which omcli command needs to be run? 

A. /agent_inst/bin/omclisetproperty agent FILENAME 

B. /agent_inst/bin/omcli register agent FILENAME 

C. /omclisetproperty agent FILENAME 

D. /agent_inst/bin/omcliadd_entity agent FILENAME 

Correct Answer: D 

 

QUESTION 12

Which two steps are needed to integrate Oracle CASB Cloud Service with Oracle Identity Cloud Service? (Choose
two.) 

A. In Oracle CASB Cloud Service navigate to Configuration and then to Identity Management providers. Select Oracle
Identity Cloud Service and specify the Instance name/Client ID/Client Secret and URL to the Provider. 

B. Create an Oracle CASB Cloud Service application in Identity Cloud Service and collect the Client ID/ Client Secret for
the application created. 

C. Create a trusted application in Identity Cloud Service and collect the Client ID/Client Secret for the application
created. 

D. In Oracle CASB Cloud Service navigate to Configuration and then to Identity Management providers. Select Oracle
Identity Cloud Service and specify the Client ID/Client Secret. 

Correct Answer: AC 

 

QUESTION 13

Which two are the main differentiators of Oracle Identity Cloud Service NOT supported by first- generation Identity-as-a-
Service (IDaaS) vendors? (Choose two.) 

A. It implements OAuth by default for easy integration with Oracle CASB Cloud Service and Oracle Security Monitoring
and Analytics Cloud Service. 

B. It provides the ability to manage the life cycle of identities on hybrid environments. 

C. It provides support for multiple Software-as-a-Service (SaaS) vendors. 

D. It provides support for Open Standard. 

Correct Answer: AD 
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QUESTION 14

Which does Oracle CASB Cloud Service NOT support when you add an administrator? 

A. Allowing that administrator to view only policy alerts 

B. Allowing that administrator to access all Oracle CASB Cloud Service functionality 

C. Allowing that administrator to access only specified application instances 

D. Allowing that administrator to access only limited Risk Events features 

Correct Answer: A 

 

QUESTION 15

Which two services in Oracle Identity SOC solution have machine learning built into it? (Choose two.) 

A. Oracle Integration Cloud Service 

B. Oracle CASB Cloud Service 

C. Oracle Security Monitoring and Analytics Cloud Service 

D. Oracle Application Performance Monitoring Cloud Service 

Correct Answer: AC 
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