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QUESTION 1

You have recently been asked to take over management of your company\\'s infrastructure provisioning efforts, utilizing
Terraform v0.12 to provision and manage infrastructure resources in Oracle Cloud Infrastructure (OCI). For the past few
days the development environments have been failing to provision. Terraform returns the following error: You locate the
related code block in the Terraform config and find the following:

Error: Missing item separator

on ven peer lab.tf line 15, in resource “cci core security list” “ManagementSecurityList”:
15: tcp _options = [min = “22", max = “22"]

Expected a comma to mark the beginning of the next item.

(11) ingress security rules {

(12) protocol = b

{13) source = “0.0.0.0/0"

(14)

{15) tcp options = [min = “22%, max = “22"]
(1e) 1}

Which correction should you make to solve this issue? (Choose the best answer.)
A. Place a command at the end of line 16

B. Modify line 15 to be the following: tcp_options = {min = “22”", max = “22")

C. Modify line 15 to be the following: tcp_options { min = “22” max = “22" }

D. Replace the curly braces { } in lines 11 and 16 with square braces ‘[ ]

Correct Answer: B

QUESTION 2

What is a key benefit of using Oracle Cloud Infrastructure\\'s Resource Manager for your Terraform provisioning and
management activities? (Choose the best answer.)

A. You can use Resource Manager to apply patches to all existing Oracle Linux interfaces in a specified compartment.

B. Resource Manager has administrative privileges by design. Even if your IAM user does not have access, you can
leverage Resource Manager to provision new resources to any compartment in the Tenancy.

C. You can use Resource Manager to identify and maintain an inventory of all Compute and Database instances across
your tenancy.

D. Resource Manager manages to Terraform state file for your infrastructure and locks the file so that only one job at a
time can run on a given stack.
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Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/ResourceManager/Concepts/ samplecomputeinstance.htm

QUESTION 3

Multiple teams are sharing a tenancy in Oracle Cloud Infrastructure (OCI). You are asked to figure out an appropriate
method to manage OCI costs.

Which is NOT a valid technique to accurately attribute costs to resources used by each team? (Choose the best
answer.)

A. Create a Cost-Tracking tag. Apply this tag to all resources with team information. Use the OCI cost analysis tools to
filter costs by tags.

B. Create separate compartment for each team. Use the OCI cost analysis tools to filter costs by compartment.

C. Create an Identity and Access Management (IAM) group for each team. Create an OCI budget for each group to
track spending.

D. Define and use tags for resources used by each team. Analyze usage data from the OCI Usage Report which has
detailed information about resources and tags.

Correct Answer: C

QUESTION 4

Which two statements are TRUE about Object Storage data security and encryption in Oracle Cloud Infrastructure
(OCI)? (Choose two.)

A. Client-side encryption is managed by the customer.

B. Data needs to be decrypted on the client side before retrieving it.

C. OCI Vault Management is used by default to provide data security.

D. All traffic to and from Object Storage service is encrypted using TLS.

E. A VPN connection to OCI is required to ensure secure data transfer to an object storage bucket.

Correct Answer: AD

QUESTION 5

You have a Linux compute instance located in a public subnet in a VCN which hosts a web application. The security list
attached to subnet containing the compute instance has the following stateful ingress rule.
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_! | Stateless + | Source | IP Pratocol | Source Port Range | Destination Port Range
I No 0.0.0.0/0 TCP All 22

The Route table attached to the Public subnet is shown below. You can establish an SSH connection into the compute
instance from the internet. However, you are not able to connect to the web server using your web browser.

L] |Destination a | Target Type
1 0.00.0/0 Internet Gateway

Which step will resolve the issue? (Choose the best answer.)

A. In the route table, add a rule for your default traffic to be routed to NAT gateway.

B. In the security list, add an ingress rule for port 80 (http).

C. In the security list, remove the ssh rule.

D. In the route table, add a rule for your default traffic to be routed to service gateway.

Correct Answer: D

QUESTION 6

A subscriber of an Oracle Cloud Infrastructure (OCI) Notifications service topic complained about not receiving
messages from the service.

Which option can help you debug this issue? (Choose the best answer.)

A. If OCI Notifications service does not receive an acknowledgement from a subscription endpoint, the service drops the
message. Confirm that the subscriber is always online to receive messages to help debug the issue.

B. If OCI Notifications service does not receive an acknowledgement from a subscription endpoint, check the
NumberOfNoatificationFailed metric through the OCI Monitoring service for failed messages. Copy these messages to an
OCI Object Storage bucket. Make sure the subscriber has the required credentials to access this bucket to help debug
the issue.

C. If OCI Notifications service does not receive an acknowledgement from a subscription endpoint, the service tries to
redeliver messages for up to one day. Make sure that the subscriber is online at least once a day to help debug the
issue.

D. If OCI Notifications service does not receive an acknowledgement from a subscription endpoint, the service tries to
redeliver messages for up to two hours. Configure an alarm on the NumberOfNotificationFailed metric through the OCI
Monitoring service to help debug the issue.

Correct Answer: D
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QUESTION 7

You have ordered two FastConnect connections that provide a high availability connection architecture between your on-
premises data center and Oracle Cloud Infrastructure (OCI). You want to run these connections in an ACTIVE/PASSIVE
architecture.

How can you accomplish this? (Choose the best answer.)

A. Decrease the prefix length of AS for the FastConnect you want to use as PASSIVE connection.

B. Enable BGP on the FastConnect that you want as the ACTIVE connection.

C. Use AS PATH prepending with your routes.

D. Adjust one of the connections to have a higher ASN.

Correct Answer: C

Reference: https://docs.oracle.com/en-us/iaas/Content/Resources/Assets/whitepapers/connectivity

redundancy-guide.pdf (5)

QUESTION 8

Your company has restructured its HR departments. As part of this change, you also need to re-organize compartments
within Oracle Cloud Infrastructure (OCI) to align them to the company\\'s new organizational structure. The following
change is required:

Compartment Team_x needs to be moved under a new parent compartment, Project_B

: OCI Tenancy (root compartment) | ocl Tenancy (root compartment)

Project_ A ‘ Project_B Project_A | Project_B ‘

Team_X ‘ Team X

The tenancy has the following policies defined for compartments Project_A and Project_B: Policyl: Allow group G1 to
manage instance-family in compartment HR:Project_A Policy2: Allow group G2 to manage instance-family in
compartment HR:Project_B
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Which two statements describe the impacts after the compartment Team_x is moved? (Choose two.)
A. Group G2 can now manage instance-families in compartment Project_B and compartment Team_X

B. Group G1 can now manage instance-families in compartment Project_A, compartment Project_ B and compartment
Team_X

C. Group G1 can now manage instance-families in compartment Project_A but not in compartment Team_x
D. Group G2 can now manage instance-families in compartment Project_A but not in compartment Team_x

E. Group G2 can now manage instance-families in compartment Project_B, compartment Project_A and compartment
Team_X

Correct Answer: AC

QUESTION 9

You have a group pf developers who launch multiple VM.Standard2.2 compute instances every day into the
compartment Dev. As a result, your OCI tenancy quickly hit the service limit for this shape. Other groups can no longer
create new instances using VM.Standard2.2 shape.

Because of this, your company has issued a new mandate that the Dev compartment must include a quota to allow for
use of only 20 VM.Standard2.2 shapes per Availability Domain. Your solution should not affect any other compartment
in the tenancy.

Which quota statement should be used to implement this new requirement? (Choose the best answer.)

A. set compute quota vm-standard2—2count to 10 in compartment dev where request.region = usphoenix—1

B. set compute quota vm-standard2—2—count to 20 in compartment dev

C. zero compute quotas in tenancy set compute quota vm—standard2—2—count to 20 in compartment dev

D. zero compute quotas in tenancy set compute quota vm-standard2—2—count to 20 in tenancy dev

Correct Answer: A

QUESTION 10
You are asked to implement the disaster recovery (DR) and business continuity requirements for Oracle Cloud
Infrastructure (OCI) Block Volumes. Two OCI regions being used: a primary/source region and a DR/destination region.

The requirements are:

There should be a copy of data in the destination region to use if a region-wide disaster occurs in the source region
Minimize costs

Which design will help you meet these requirements? (Choose the best answer.)
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A. Clone block volumes. Use Object Storage lifecycle management to automatically move clone objects to Archive
Storage. Copy Archive Storage buckets from source region to destination at regular intervals.

B. Clone block volumes. Copy block volume clones from source region to destination region at regular intervals.
C. Back up block volumes. Copy block volume backups from source region to destination region at regular intervals.

D. Back up block volumes. Use Object Storage lifecycle management to automatically move backup objects to Archive
Storage. Copy Archive Storage buckets from source region to destination at regular intervals.

Correct Answer: D
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