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QUESTION 1

Scenario: A Citrix Engineer is configuring a load-balanced virtual server on the NetScaler that will handle the Mobile
Application Management (MAM) traffic from Netscaler Gateway. The engineer binds multiple XenMobile Servers to the
service group. 

Which persistence method should the engineer use to determine to which XenMobile Server to send the MAM traffic? 

A. CUSTOMSERVERID 

B. SRCIPDESTIP 

C. SOURCEIP 

D. DESTIP 

E. SSLSESSION 

Correct Answer: A 

 

QUESTION 2

Scenario: After being online for a few weeks, users can no longer access the Worx Store. After investigation, a Citrix
Engineer believes there is a problem with authentication at the NetScaler Gateway. 

Which command could the engineer run on the NetScaler to validate if LDAP authentication is failing? 

A. show authentication ldapAction 

B. nsconmsg -d current -g pol_hits 

C. cat aaad.debug 

D. cat nskrb.debug 

Correct Answer: C 

 

QUESTION 3

Scenario: User password caching must be disabled in an environment due to an information technology security policy.
The security policy also mandates the following: 

-

Devices should NOT be allowed to be offline for more than 3 days. 

-

Devices should recognize updates to applications in under 24 hours in the event of critical security updates. 

-Users should conduct application upgrades within 3 days of a device recognizing the availability of an update. 
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Which combination of settings should a Citrix Engineer recommend to meet the requirements of the security policy? 

A. AD password for authentication; maximum offline period of 24 hours; and app update grace period of 72 hours (3
days) 

B. AD password for authentication; maximum offline period of 72 hours (3 days); and app update grace period of 72
hours (3 days) 

C. Worx PIN for authentication; maximum offline period of 72 hours (3 days); and app update grace period of 24 hours 

D. Worx PIN for authentication; maximum offline period of 24 hours; and app update grace period of 72 hours (3 days) 

E. Worx PIN for authentication; maximum offline period of 72 hours (3 days); and app update grace period of 72 hours
(3 days) 

Correct Answer: A 

 

QUESTION 4

When attempting to launch a ShareFile MDX-wrapped app from an iOS device, users encounter an authentication
error. 

What are two possible causes of this issue? (Choose two.) 

A. The StorageZone Controller is offline. 

B. The ShareFile application was signed with an invalid certificate. 

C. The NTP server configured on the App Controller is unreachable. 

D. The email address in Active Directory does NOT match the email address of the ShareFile account. 

Correct Answer: CD 

 

QUESTION 5

Scenario: A Citrix Engineer is deploying XenMobile for an organization. The organization will deploy iOS and Android
devices, and users will be allowed to enroll and use the solution remotely, or from an internal employee WIFI network.
The NetScaler and XenMobile Server are both deployed in the Demilitarized Zone (DMZ) with no firewall between
them. 

The engineer has opened the following ports: 

-Internet (ANY) -> NetScaler (DMZ) (Inbound) (443) 

-

XenMobile Server -> Internet (TCP 2195 / 2196) (Outbound) 

Which two ports should the engineer ask the Security team to open? (Choose two.) 

A. 
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Internet (ANY) -> NetScaler (DMZ) (Inbound) (TCP 8443) 

B. 

Internal WIFI Network -> Internet (TCP 5223) (Outbound) 

C. 

NetScaler -> XenMobile Server (TCP 80) 

D. 

NetScaler -> XenMobile Server (TCP 8443) 

E. 

NetScaler -> License Server (TCP 27000) 

Correct Answer: AB 

 

QUESTION 6

Which three options must occur on the virtual server during the initial configuration of the Mobile Application
Management (MAM) load-balancing virtual server? (Choose three.) 

A. The virtual server listens over port 8443. 

B. The virtual server listens over port 443. 

C. The virtual server requires SSL Session persistence. 

D. The virtual server requires CUSTOMSERVERID persistence. 

E. The "Load Balancing FQDN for MAM" must correspond to the FQDN specified during initial XenMobile Server
installation. 

F. The "Load Balancing FQDN for MAM" must correspond to the internal FQDN for the IP address being used. 

Correct Answer: ADE 

 

QUESTION 7

-- Exhibit 
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-- Exhibit -

Scenario: A Citrix Engineer implemented a new XenMobile Device Manager deployment. The engineer 

created iOS and Android policies and added them to their respective base package. After successful 

enrollment, the mobile device does NOT receive any policy settings. After some research, the engineer 

notices the information in the attached Exhibit. 

Click the Exhibit button to view the Deployment Tab that shows the status of the Base Deployment 

Package. 

What is the likely cause for the mobile device NOT receiving the base package? 

A. APNS communication ports are blocked. 

B. XenMobile Device Manager licenses are expired. 

C. The device is no longer enrolled with Worx Home. 

D. The base package already exists on the mobile device. 

Correct Answer: A 

 

QUESTION 8

Scenario: A Citrix Engineer is deploying a XenMobile Proof of Concept (POC) environment. The engineer imports the
XenMobile Management Server onto the hypervisor and performs the initial configuration using the console. The
engineer also enables FIPS mode during the initial configuration. 

Which URL should the engineer use to continue the configuration in the XenMobile Console if the engineer 

assigns an IP address of format x.x.x.y to the XenMobile Server? 

A. https://x.x.x.y:443 

B. https://x.x.x.y:8443 
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C. https://x.x.x.y:4443 

D. https://x.x.x.y:9443 

Correct Answer: B 

 

QUESTION 9

Which two components are required in order for a Citrix Engineer to use the MDX Toolkit to wrap Windows Phone
applications for production use? (Choose two.) 

A. Command-line tools 

B. Enterprise certificate from Symantec 

C. Android Developer Tools and Android SDK 

D. Application enrollment token 

E. A keystore certificate 

Correct Answer: BD 

 

QUESTION 10

After publishing an Android MDX application, a Citrix Engineer finds that the application only installs on devices running
Android OS 4.3 and above, instead of all Android devices. 

What is the likely cause of this issue? 

A. The key used on the certificate to wrap the application uses a DSA key algorithm. 

B. The certificate used to wrap the application has expired. 

C. The certificate used to wrap the application uses SHA1 and DSA Signing algorithms. 

D. The key size of the certificate used to wrap the application is 2048 bits. 

Correct Answer: D 

 

QUESTION 11

Scenario: A Citrix Engineer is designing a XenMobile Enterprise solution to support approximately 40,000 device
connections. The environment must be able to sustain the failure of one node in a cluster at any given time for
redundancy and maintenance purposes. Each server\\'s specifications include four vCPUs and 16 GB of RAM. 

What is the minimum number of XenMobile Servers that the engineer should recommend as part of this cluster? 

A. Three 

B. Four 
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C. Five 

D. Six 

E. Two 

Correct Answer: C 

 

QUESTION 12

A Citrix Engineer is configuring access to an existing XenDesktop environment. 

Which three settings should the engineer configure in the XenApp/XenDesktop section of the XenMobile Server?
(Choose three.) 

A. The legacy PNAgent site path 

B. The IP address of the XenDesktop Delivery Controller 

C. The XenDesktop site name 

D. The path to Receiver for Web site 

E. The FQDN of the StoreFront Server 

F. The port used to connect to StoreFront 

Correct Answer: AEF 

 

QUESTION 13

What is the correct format for defining the XenMobile web enrollment service root URL? 

A. https:///Certsrv 

B. https://:4443/Certsrv 

C. https:///Certnew.cer 

D. https:///Certfnsh.asp 

Correct Answer: A 

 

QUESTION 14

Which two triggers could a Citrix Engineer use to create an automated action to selectively wipe devices when a user
account is disabled? (Choose two.) 

A. Event 

B. User property 
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C. Device property 

D. Installed app name 

Correct Answer: AB 

 

QUESTION 15

Scenario: A Citrix Engineer is experiencing issues deploying client certificates for NetScaler Gateway authentication to
devices after configuring their Public Key Infrastructure (PKI) settings within the XenMobile Server. 

Which two sets of logs could the engineer review to determine why the certificate is NOT being issued? (Choose two.) 

A. Worx Home logs 

B. XenMobile Server Debug Log File 

C. Certificate Authority Event Viewer 

D. NetScaler aaad.debug log 

Correct Answer: BC 
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