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QUESTION 1

Scenario: A Citrix Engineer configures Citrix Web App Firewall to protect an application. Users report that they are NOT
able to log on. The engineer enables a Start URL relaxation for the path //login.aspx. 

What is the effect of the Start URL relaxation on the application? 

A. Access to the path /login.aspx is unblocked. 

B. Access to the path /login.aspx is blocked. 

C. External users are blocked from the path /login.aspx. Internal users are permitted to the path / login.aspx. 

D. Non-administrative users are blocked from the path /login.aspx Administrative users are permitted to the path
/login.aspx. 

Correct Answer: A 

 

 

QUESTION 2

A Citrix Engineer wants the Citrix Web App Firewall to respond with a page stored on the Citrix ADC when a violation is
detected. 

Which profile setting accomplishes this? 

A. Redirect URL 

B. RFC Profile 

C. Default Request 

D. HTML Error Object 

Correct Answer: D 

Reference: https://support.citrix.com/article/CTX140293 

 

QUESTION 3

A Citrix Engineer wants to quietly track attempts that cause a web application to display a list of all user accounts. 

Which action should the engineer enable to achieve this? 

A. Stats 

B. Block 

C. Log 
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D. Learn 

Correct Answer: D 

 

QUESTION 4

Which license must be present on the Citrix ADC for the Citrix Application Delivery Management (ADM) Service to
generate HDX Insight reports that present one year\\'s worth of data? 

A. Advanced 

B. Premium Plus 

C. Premium 

D. Standard 

Correct Answer: C 

 

QUESTION 5

Scenario: A Citrix Engineer has a pair of Citrix ADC VPX appliances configured as a High- Availability (HA) pair and
hosted on a Citrix Hypervisor. The engineer wants to use Citrix Application Delivery Management (ADM) to monitor and
manage the 35 web applications on the appliances. The engineer has imported Citrix ADM virtual appliance to Citrix
Hypervisor. The engineer has also configured the management IP address settings and has added the 35 instances.
However, some of the instances are NOT reporting any data. 

Which two areas can the engineer check to determine the cause of the issue? (Choose two.) 

A. A Premium platform license must be configured on each instance. 

B. AppFlow must be enabled on each instance. 

C. The Citrix ADM license must be installed. 

D. An SSL certificate must be installed on the Citrix ADM appliance. 

Correct Answer: CD 

 

 

QUESTION 6

Scenario: A Citrix Engineer has configured Integrated Caching to improve application performance. Within hours, the
Citrix ADC appliance has run out of memory. 

Which Content Group setting can the engineer configure to show the caching process until a need is demonstrated? 

A. Maximum memory usage limit 

B. Quick Abort Size 
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C. Do not cache ?if hits are less than 

D. Do not cache ?if size exceeds 

Correct Answer: A 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/optimization/integrated- caching.html 

 

QUESTION 7

What is required for Implementing to the Citrix Application Delivery Management (ADM) Service? 

A. Citrix Hypervisor 

B. Citrix Cloud subscription 

C. Citrix Virtual Apps and Desktops 

D. Citrix ADC Instances 

Correct Answer: B 

 

QUESTION 8

Scenario: A Citrix Engineer is asked to help improve the performance of a web application. After capturing and
analyzing a typical session, the engineer notices a large number of user requests for the stock price of the company. 

Which action can the engineer take to improve web application performance for the stock quote? 

A. Enable the Combine CSS optimization. 

B. Create a static content group. 

C. Create a dynamic content group. 

D. Enable the Minify JavaScript optimization. 

Correct Answer: C 

 

QUESTION 9

Which Citrix Application Delivery Management (ADM) Analytics page allows an engineer to measure the ICA Round
Trip Time for user connections? 

A. Security Insight 

B. Gateway Insight 

C. TCP Insight 

D. HDX Insight 
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E. Web Insight 

Correct Answer: B 

 

QUESTION 10

Scenario: A Citrix Engineer is reviewing the log files for a protected application. The engineer discovers a lot of errors
pertaining to invalid data being supplied by users. 

Which protection can the engineer implement at the Citrix Web App Firewall to reduce these errors? 

A. Field Format 

B. Cross-Site Request Forgeries (CSRF) 

C. Form Field Consistency 

D. HTML SQL Injection 

Correct Answer: C 

 

 

QUESTION 11

Which protection ensures that links to sensitive pages can only be reached from within an application? 

A. Form Field Consistency Check 

B. Buffer Overflow Check 

C. URL Closure 

D. Deny URL 

Correct Answer: C 

 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/application-firewall/url- protections/ denyurl-
check.html 

 

QUESTION 12

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. After the Web App Firewall
policy afweb_protect is bound to the virtual server, the engineer notices that pages are displaying in plain text with
graphics included. 

What is the likely cause of this? 

A. The Safe Objects protection is NOT properly configured. 
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B. The Start URL list does NOT include CSS files. 

C. The Web App Firewall feature is disabled. 

D. The policy expression allows for HTML files only. 

Correct Answer: B 

 

QUESTION 13

A Citrix Engineer needs to set up access to an internal application for external partners. 

Which two entities must the engineer configure on the Citrix ADC to support this? (Choose two.) 

A. SAML Policy 

B. SAMLldP Profile 

C. SAMLldP Policy 

D. SAML Action 

Correct Answer: AB 

Reference: https://www.citrix.com/blogs/2015/04/09/how-to-use-saml-authentication-with- storefront-2-6/ 

 

QUESTION 14

Scenario: A Web Application Developer asked a Citrix Engineer to implement Citrix Web App Firewall protections. To
provide consistency in branding, the developer asked that the web server provide a custom message when a violation
occurs. 

Which profile setting does the engineer need to configure to provide the custom message? 

A. Redirect URL 

B. HTML Error Object 

C. RFC Profile 

D. Content Type Default Response 

Correct Answer: B 

 

 

QUESTION 15

Which Citrix Application Delivery Management (ADM) Analytics page allows a Citrix Engineer to monitor web application
traffic? 
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A. Web Insight 

B. WAN Insight 

C. HDX Insight 

D. Gateway Insight 

Correct Answer: A 

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management- service/analytics/hdxinsight.html 
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