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QUESTION 1

A Citrix Engineer has correctly installed and configured the NetScaler Web Logging (NSWL) client but has noticed that
logs are NOT being updated.

What could be causing this issue?

A. The TCP port 3011 is NOT open between the NSWL client and NetScaler.
B. The NSWL client executable is NOT running on the client.

C. The NSWL buffer is full on the NetScaler.

D. An NSIP is missing in the log.conf file

Correct Answer: D

QUESTION 2

Which reason can cause fail over in a NetScaler Management and Analytics System (NMAS) High Availability pair?
A. A secondary server loses connectivity in the LAN.

B. The engineer manually forces the secondary server to shut down.

C. A primary server encounters a critical software issue.

D. A primary server does NOT receive the SNMP traps from the instances connected.

Correct Answer: C

QUESTION 3

A company has experienced an outage of their mission-critical website. Upon investigation, the Citrix Engineer
determines that the following command was executed on the website:

DROP TABLE table_name

Which security check would have prevented this issue?
A. HTML SQL Injection

B. Form Field Consistency

C. HTML Cross-Site Scripting

D. Field Formats
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Correct Answer: A

QUESTION 4

A Citrix Engineer needs to configure NetScaler Management and Analytics System (NMAS) in their network to retain
network reporting data, events, audit logs, and task logs for 20 days.

Which settings can the engineer configure to meet the requirement?
A. System Prune Settings

B. System Backup Settings

C. Instance Backup Settings

D. Syslog Prune Settings

Correct Answer: A

QUESTION 5

A Citrix Engineer has configured SQL Injection security check to block all special characters.
Which two requests will be blocked after enabling this check? (Choose two.)

A. Citrix; Sqltest

B. 175// OR 1//=1/1

C. Citrix" OR "1"="1

D. Citrix OR 1=1

E. 175\\' OR "1\\'= "1\

Correct Answer: AB

QUESTION 6

The NetScaler logging client server can be installed and configured to store the log for . (Choose the
correct option to complete the sentence.)

A. HTTP and HTTPS active connections on the NetScaler
B. HTTP and HTTPS requests processed by the NetScaler
C. statistics of the HTTP and HTTPS web sites load balanced on NetScaler

D. status of all the HTTP and HTTPS backend web servers
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Correct Answer: B

QUESTION 7

Scenario: A Citrix Engineer needs to configure Application Firewall to handle SQL injection issues. However, after
enabling SQL injection check, the backend server started dropping user requests.

The Application Firewall configuration is as follows:

add appfw profile Test123 —startURLAction none- denyURLAction nonecrossSiteScriptingAction none —
SQLInjectionAction log stats- SQLInjection TransformSpecialChars ON — SQLInjectionCheckSQLWildChars ON-
fieldFormatAction none- bufferOverflowAction noneresponseContentType “application/octet-
stream”-XMLSQLInjectionAction none- XMLXSSAction none-XMLWSIAction none-XMLValidationAction none
What does the engineer need to change in the Application Firewall configuration?

A. Enable-XMLSQLInjectionAction none

B. Enable-XMLValidationAction none

C. Disable- SQLInjectionCheckSQLWildChars ON

D. Disable- SQLInjectionTransformSpecialChars ON

Correct Answer: C

QUESTION 8

The NetScaler Management and Analytics System (NMAS) collects inventory from the instance by sending a(n)
request. (Choose the correct option to complete the sentence.)

A. AppFlow
B. NITRO
C. SNMP
D. HTTP

Correct Answer: B

QUESTION 9
Scenario: A Citrix Engineer observes that when going through NetScaler, user connections fail and users are unable to

access Exchange server. However, users can connect directly to the Exchange server. After checking the logs, the
engineer finds that the POST request is blocked through the NetScaler.
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The log in/ var/log/ns.log is as follows:

Jul 20 11:00: 38 x.x.x. 1 07/20/2017:11:00:38 GMT ns 0-PPE-0:APPFW AF_400_ RESP 29362 0: x.x.x.1
439800-PPEO- urlwdummy

https://test.abc.com/rpc/rpcproxy.dil?mail.sfmta.com:6004 Bad request headers. Content- length exceeds post body limit

Which parameter can the engineer modify to resolve the issue while maintaining security?
A. Increase the Maximum Header Length under nshttp_default_profile.
B. Increase the POST body limit using the HTTP profile.

C. Add an Application Firewall policy with the expression "HTTP.REQ.METHOD.EQ(\ "POST"\)" with APPFW_BYPASS
profile bound.

D. Increase the POST body limit under common settings in Application Firewall profile settings.

Correct Answer: D

QUESTION 10

Scenario: A Citrix Engineer has migrated an application to NetScaler to secure it from application layer attacks. The
engineer receives a complaint that the application is timing out while users are actively accessing the page. Those users
are forced to reestablish the connection.

What can be the cause of this issue?

A. The maximum session lifetime is NOT configured.

B. The session time out is configured to a low value.

C. The application is configured with a low session timeout.

D. The maximum session lifetime is less than the session timeout.

Correct Answer: B

QUESTION 11

Which NetScaler owned IP address is used by NetScaler Management and Analytics System (NMAS) to communicate
with NetScaler Instances?

A. VIP (Virtual IP)

B. NSIP (NetScaler IP)
C. CLIP (Cluster IP)
D. SNIP (Subnet IP)

Correct Answer: B
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QUESTION 12

A Citrix Engineer needs to protect a website that contains sensitive data such as employee ID numbers and customer
ID numbers.

Which security check can the engineer implement to protect the sensitive data?
A. Content-type

B. Safe Object Check

C. Field Formats

D. CSRF Form tagging

Correct Answer: B

The Safe Object check provides user-configurable protection for sensitive business information, such as customer
numbers, order numbers, and country-specific or region- specific telephone numbers or postal codes.

QUESTION 13

Scenario: A Citrix Engineer receives the following error when accessing content from a virtual server:
"Page cannot be displayed.”

However, the content is accessible when connecting directly to the web server.

The engineer captured the traffic using nstrace and found that the amount of data sent from the web server
exceeds the content length defined in the HTTP header.

Which action can the engineer take to resolve the issue?

A. Disable Drop extra CRLF in the HTTP Profile.

B. Enable Drop extra data from server in the HTTP Profile.

C. Increase the Content length in the Application Firewall Profile.

D. Disable Drop extra data from server in the HTTP Profile.

Correct Answer: B

QUESTION 14

A Citrix Engineer observes that when the application firewall policy is bound to the virtual server, some of the webpages
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are NOT loading correctly.

Which log file can the engineer use to view the application firewall-related logs in the native format?
A. Ivar/log/iprep.log

B. /var/nslog/newnslog

C. Ivar/nslog/ns.log

D. Ivar/log/ns.log

Correct Answer: D

QUESTION 15

A Citrix Engineer needs to deploy the NetScaler Management and Analytics System (NMAS) in their company
environment to ensure that NMAS provides uninterrupted operation in all situations.

Which deployment type can meet this requirement?
A. Active-Active High Availability Mode

B. Single-Server Deployment Mode

C. NMAS integrated with Director mode

D. Active-Passive High Availability Mode

Correct Answer: A
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