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QUESTION 1

Scenario: A Citrix Administrator would like to delegate administration of the Citrix NetScaler to a Microsoft Active
Directory group called ICitrix-NetScaler-Adminsl. The group already exists in Active Directory. The Citrix- NetScaler-
Admins group must have full-control permission on the Citrix NetScaler to perform their tasks. The administrator has
successfully configured an LDAP authentication server and authentication policy. The authentication policy is already
globally bound. How should the administrator proceed on the Citrix NetScaler?

A. Create an AAA User called Citrix-NetScaler-Admins and select IExternal Authenticationl.

B. Create a group called Citrix-NetScaler-Admins. Make the group a member of the operator command policy.

C. Create a group called Citrix-NetScaler-Admins. Make the group a member of the superuser command policy.

D. Create an AAA group called Citrix-NetScaler-Admins. Create an ALLOW authorization policy and bind it to the Citrix-
NetScaler-Admins AAA Group.

Correct Answer: C

QUESTION 2

Scenario: A Citrix Administrator is configuring RSA as a two-factor authentication solution, using default settings on the
NetScaler. While testing the configuration, the administrator notices that users cannot log on. The administrator should
verify that traffic is allowed to flow over through thefirewalltoresolvethis issue. (Choose the correct option to complete
the sentence.)

A. UDP port 1850

B. TCP port 1812

C. TCP port 1850

D. UDP port 1812

Correct Answer: D

QUESTION 3

Scenario: Two NetScaler Gateway virtual servers are configured on a NetScaler appliance. Each NetScaler Gateway
virtual server is used to enable secure remote access to dedicated XenDesktop sites for separate divisions: Division A:
NetScaler Gateway: NG-A XenDesktop Controller: DDC-A Division B: NetScaler Gateway: NG-B XenDesktop
Controller: DDC-B Each XenDesktop site is placed in its own Active Directory. Firewalls prevent any communication
between the divisions.

An administrator should configure the Secure Ticket Authority on the NetScaler for Division B, without causing any
configuration issues for NG-A, by binding . (Choose the correct option to complete the sentence.)

A. DDC-B to NG-A

B. DDC-B to NG-B
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C. DDC-B to NG-A and DDC-A
D. DDC-A and DDC-B to a load-balancing virtual server

Correct Answer: B

QUESTION 4

Scenario: An administrator has an existing SSL certificate that is installed and used on a Microsoft
Windows IIS server.

The administrator exported the certificate, including the private key, to a PFX file and now wants to use
that certificate for SSL Offloading on NetScaler.

Which two methods could the administrator use to import the certificate on NetScaler? (Choose two.)
A. Import PKCS#12.

B. ChangeadvancedSSLsettings.

C. Use the Server Certificate Wizard.

D. Convert the certificate to PEM format.

Correct Answer: AD

QUESTION 5

Which two pieces of information are needed to create the Authentication Policy for RADIUS? (Choose two.)
A. Base DN

B. Secret Key

C. SSLCertificate

D. RADIUS User Group name

E. IP address of the RADIUS server

Correct Answer: BE

QUESTION 6
Which component is required to allow users to launch Worx Home through a NetScaler Gateway?
A. App Controller

B. Citrix Receiver
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C. Citrix StoreFront
D. NetScaler Gateway Plug-in

Correct Answer: C

QUESTION 7

Two StoreFront servers in an environment need to be addressed with a single URL. Which feature should a Citrix
Administrator enable to meet this requirement?

A. SSL vPN

B. Load Balancing

C. Integrated Caching
D. ApplicationFirewall

Correct Answer: A

QUESTION 8

Scenario: A Citrix Administrator is configuring a NetScaler Gateway virtual server and setting up monitoring
for the StoreFront website availability. The administrator must minimize the resource utilization to
StoreFront servers introduced by the monitoring.

Which special parameter is required when creating a StoreFront monitor?

A. Domain

B. Site Path

C. Store Name

D. Custom Header

Correct Answer: C

QUESTION 9

Scenario:AcompanyisconsideringusingNetScalerappliancestoloadbalanceexistingsecuredwebservers. The company
compliance policy does NOT allow any alterations of the SSL sessions between clients and web servers. Which option
should a Citrix Administrator configure on the NetScaler virtual server to meet the needs of the company?

A. SSL vPN

B. SSL Bridge
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C. SSL Offload
D. SSL Renegotiation

Correct Answer: B

QUESTION 10

A Citrix Administrator would like to use an existing monitor script included in NetScaler for load balancing
TFTP services in a Provisioning Services deployment.

Which monitor type should the administrator choose in order to complete the task?

A. ARP

B. USER

C. TCP-ECv

D. UDP-ECv

Correct Answer: B

QUESTION 11

Scenario: A NetScaler Gateway is configured to use RADIUS for authentication. A Citrix Administrator
needs to know whichNetScalerIlP(NSIP)addressisusedforoutgoingRADIUStraffic.

How can the administrator verify which NSIP is used?

A. Check the ns.log file.

B. Use the ping command.

C. Check the messages log file.

D. Use the nstcpdump.sh command.

Correct Answer: D

QUESTION 12

A Citrix Administrator needs to configure NetScaler Gateway to communicate with the StoreFront providing
resources hostedonXenAppandXenDesktop.

Which IP address does the NetScaler use to route user connections to the StoreFront?

A. Subnet IP (SNIP)
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B. NetScaler IP (NSIP)
C. User Source IP (USIP)
D. Client IP (CIP)

Correct Answer: A

QUESTION 13

A Citrix Administrator needs to track load balanced traffic from the NetScaler to separate, individual
subnets.

Which IP address should be used to do this?

A. virtual IP (vIP)

B. Mapped IP (MIP)

C. NetScaler IP (NSIP)

D. Subnet IP (SNIP)

Correct Answer: D

QUESTION 14

Scenario: A NetScaler Gateway virtual server is configured for a XenApp infrastructure. The Citrix
Administrator is asked to configure monitoring on the NetScaler Gateway virtual server to ensure the
health and availability of XenApp published applications.

Which monitoring type should the administrator configure?

A. STOREFRONT

B. CITRIX-XD-DDC

C. CITRIX-XML-SERVICE

D. CITRIX-WEB-INTERFACE

Correct Answer: D

QUESTION 15
Scenario: An administrator is implementing a two-factor authentication solution with an RSA SecurelD product. The

administrator already has the server name and port number of the RSA server. Which additional information does the
administrator need to configure RSA SecurelD?
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A. LDAP password

B. Firewall access rule

C. Authentication policy
D. RADIUS shared secret

Correct Answer: D
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