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QUESTION 1

Which three are VMware Workspace ONE SDK capabilities? (Choose three.)
A. data loss prevention

B. find my device

C. single sign-on

D. geofencing

E. application blacklist

Correct Answer: ACD

QUESTION 2

In VMware Carbon Black Cloud, what is the search field you would use when searching for a command line?
A. command_line:

B. full_cmdline:

C. process_cmdline:

D. process_commandline:

Correct Answer: D

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (29)

QUESTION 3

Which of the following is true about VMware Carbon Black Cloud Enterprise EDR watchlists?
A. They only update annually

B. You cannot customize them

C. They are made up of reports

D. Each watchlist is user specific

Correct Answer: D

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-
EDR/7.5/VMware%20Carbon%20Black%20EDR%207.5%20User%20Guide.pdf
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QUESTION 4
An organization using VMware Carbon Black makes use of an unsigned third party application that is critical to business
function. Unfortunately, the application has a reputation of Potentially Unwanted Program and is prevented from running

based on the policy.

What Approved list mechanism will allow this application to run in your environment while maintaining the most secure
posture?

A. MD5 Hash based

B. Certs based

C. IT Tools based

D. SHA-256 Hash based
Correct Answer: D

Reference: https://community.carbonblack.com/gbouw27325/attachments/gbouw27325/product-docs-
news/3221/1/VMware%20Carbon%20Black%20App%20Control%20User%20Guide%20v8.6.pdf

QUESTION 5

In Workspace ONE Intelligence, which two are default components of the security risk dashboard? (Choose two.)
A. Compromised Devices

B. Threats Summary

C. Web Apps

D. Desktop Apps

E. OS Updates

Correct Answer: AB

QUESTION 6

In Workspace ONE Intelligence, which of the following is a role that can be assigned to an administrator account?
A. Super User

B. Helpdesk

C. Read-only

D. Automater
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Correct Answer: A

QUESTION 7

Which VMware Carbon Black Cloud function allows an administrator to remotely run commands on protected
endpoints?

A. Live Query
B. Alert Triage
C. Investigate
D. Live Response
Correct Answer: A

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (26)

QUESTION 8

In a Workspace ONE deployment, Per App Tunnel uses the Native Platform API for which platforms?
A. iOS and Android only

B. iOS, Android, MacOS and Windows

C. i0OS and MacOS only

D. Android and Windows only

Correct Answer: A

QUESTION 9

What types of hosts are supported for hosting both NSX-T Data Center managers and host transport nodes?
A. vSphere ESXi 6.7U1 or higher, KVM on CentOS Linux

B. vSphere ESXi 6.7U1 or higher, KVM on RHEL 7.6, Ubuntu 18.04.2 LTS

C. vSphere ESXi 6.5, KVM on RHEL 7.6, Ubuntu 18.04.2 LTS

D. vSphere ESXi 6.7U1 or higher, CentOS KVM 7.6, RHEL KVM

Correct Answer: A
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QUESTION 10
DRAG DROP

Match each Workspace ONE Intelligence Security Risk Module tab on the left with its description on the right by
dragging the tab\\'s name into the correct box.

Select and Place:

Tabs Description
Pnlic'a,r | It displays events identified by your Workspace ONE UEM compliance engine as

compromised.

Threats | It displays events identified by your Workspace ONE UEM like devices with no
} passcode and devices that are not encrypted.

Vulnerabilities [ It displays information from third-oarty security reporting services that report
L security data and Workspace ONE UEM that manages your Windows 10 devices.

Devices | It displays risk scores for devices managed in your Werkspace ONE UEM
environment.

Correct Answer:

Tabs Description

Threats It displays events identified by your Workspace ONE UEM compliance engine as
compromised,

Palicy It displays events identified by your Workspace ONE UEM like devices with no
passcode and devices that are not encrypted.

Vulnerabilities it displays information from third-arty security reporting services that report
security data and Workspace ONE UEM that manages your Windows 10 devices.

Devices It displays risk scores for devices managed in your Werkspace ONE UEM
emvironment.
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