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QUESTION 1

You want to restrict host access to a wireless access point. What is the best way to do this? 

A. Enable MAC address filtering at each host. 

B. Log in to the access point and configure features, such as changing the SSID. 

C. Change the Direct Sequence Spread Spectrum (DSSS) signal at both the access point and each hosts NIC. 

D. Install software on the host you want to limit, then use a Web browser to log in to the host and configure it with the
necessary settings to use the access point. 

Correct Answer: B 

 

QUESTION 2

Which type of attack involves the installation of malicious code on personal computers or servers that redirects Internet
traffic from a legitimate Web site to an identical-looking but malicious imposter Web site? 

A. Pharming 

B. Spoofing 

C. Phishing 

D. Replay 

Correct Answer: A 

 

QUESTION 3

Which of the following is a drawback to using Wired Equivalent Privacy (WEP)? 

A. Wireless network overhead is excessive. 

B. Symmetric-key encryption is susceptible to cracking. 

C. The number of devices that can communicate using WEP is limited. 

D. Encryption and decryption speeds are slower compared to other protocols. 

Correct Answer: B 

 

QUESTION 4

You want to enable wireless security on your Android device and your Linux system. Which of the following is a
disadvantage of Wired Equivalent Privacy (WEP)? 
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A. It enables MAC address filtering. 

B. It is easily compromised by hackers. 

C. It only supports 56-bit symmetric-key encryption. 

D. It is based on the outdated 802.lla wireless standard. 

Correct Answer: B 

 

QUESTION 5

Mobile computing has become a common necessity for both personal and business transactions. Which device has
features similar to a smartphone but usually does not have telephone capabilities? 

A. Portable media player 

B. Netbook 

C. Laptop 

D. Tablet 

Correct Answer: D 

 

QUESTION 6

ABC Company develops its own database applications. ABC is considering migrating to cloud services to accommodate
the company\\'s growth. What strategy should ABC use to ensure continuous data protection if it begins using cloud
services? 

A. Cloud-only solution 

B. Regional systems solution 

C. Location systems solution 

D. Multiple cloud-service providers 

Correct Answer: C 

 

QUESTION 7

Server-based networks typically contain centralized network resources, which are usually not available on peer-to-peer
(P2P) networks. Which of the following examples describes a server based network? 

A. Three network clients connecting to a file server 

B. Downloading a file by using BitTorrent technology 

C. Sharing one or more files to another computer via the Internet 
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D. A client connecting to another computer over the Internet to share music 

Correct Answer: A 

 

QUESTION 8

The Windows Device Manager is a tool that enables you to perform a variety of tasks, including: 

A. Map to a printer. 

B. Ping anIPaddress. 

C. Defragment a hard drive. 

D. Change a resource assignment. 

Correct Answer: D 

 

QUESTION 9

Which security issue is most closely associated with wireless networks? 

A. Spoofing 

B. Wardriving 

C. Eavesdropping 

D. Man-in-the-middle 

Correct Answer: B 

 

QUESTION 10

The capabilities of cellular networks have improved greatly since their original development for analog voice phone
calls. Most recently, fourth-generation (4G) wireless supports a variety of data-intensive needs. 

A benefit of 4G networks is that they: 

A. Use spread-spectrum technology to ensure high transmission rates. 

B. Provide fast transmission rates equivalent to DSL or broadband-cable. 

C. Provide fast transmission rates equivalent to high-speed dial-up connections. 

D. Enable bandwidth throttling, allowing the user access to unrestricted download speeds. 

Correct Answer: B 
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