
https://www.pass4itsure.com/1D0-571.html
2023 Latest pass4itsure 1D0-571 PDF and VCE dumps Download

 

 

 

1D0-571Q&As

CIW v5 Security Essentials

Pass CIW 1D0-571 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4itsure.com/1D0-571.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CIW Official
Exam Center

 

 

Latest 1D0-571 Dumps | 1D0-571 Exam Questions | 1D0-571 Braindumps                                1 / 8

https://www.pass4itsure.com/1D0-571.html
https://www.pass4itsure.com/1D0-571.html
https://www.pass4itsure.com/1D0-571.html


https://www.pass4itsure.com/1D0-571.html
2023 Latest pass4itsure 1D0-571 PDF and VCE dumps Download

QUESTION 1

You purchased a network scanner six months ago. In spite of regularly conducting scans using this software, you have
noticed that attackers have been able to compromise your servers over the last month. Which of the following is the
most likely explanation for this problem? 

A. The network scanner needs to be replaced. 

B. The network scanner is no substitute for scans conducted by an individual. 

C. The network scanner has atrojan. 

D. The network scanner needs an update. 

Correct Answer: D 

 

QUESTION 2

You are creating an information security policy for your company. Which of the following activities will help you focus on
creating policies for the most important resources? 

A. Auditing the firewall 

B. Implementing non-repudiation 

C. Logging users 

D. Classifying systems 

Correct Answer: D 

 

QUESTION 3

Which algorithm can use a 128-bit key, and has been adopted as a standard by various governments and
corporations? 

A. MARS 

B. RC2 

C. Advanced Encryption Standard (AES) 

D. International Data Encryption Algorithm (IDEA) 

Correct Answer: C 

 

QUESTION 4

Which of the following activities is the most effective at keeping the actions of nae end users from putting the
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company\\'s physical and logicalWhich of the following activities is the most effective at keeping the actions of na?e end
users from putting the company\\'s physical and logical resources at risk? 

A. Configuring network intrusion-detection software to monitor end user activity 

B. Conducting a training session at the time of hire 

C. Reconfiguring the network firewall 

D. Assembling a team of security professionals to monitor the network 

Correct Answer: B 

 

QUESTION 5

Which of the following is a primary weakness of asymmetric-key encryption? 

A. It is slow because it requires extensive calculations by the computer. B. It can lead to the corruption of encrypted data
during network transfer. 

B. It is reliant on the Secure Sockets Layer (SSL) standard, which has been compromised. 

C. It is difficult to transfer any portion of an asymmetric key securely. 

Correct Answer: A 

 

QUESTION 6

Which tool is best suited for identifying applications and code on a Web server that can lead to a SQL injection attack? 

A. A vulnerability scanner 

B. A packet sniffer 

C. An intrusion-detection system 

D. A network switch 

Correct Answer: A 

 

QUESTION 7

A security breach has occurred involving the company e-commerce server. Customer credit card data has been
released to unauthorized third parties. Which of the following lists the appropriate parties to inform? 

A. Shareholders, law enforcement agencies and company employees 

B. Affected customers, credit card companies and law enforcement agencies 

C. The Internet Service Provider, ICANN and company shareholders 
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D. External securityconsultants, company board members and affected customers 

Correct Answer: B 

 

QUESTION 8

Consider the following image: From the information in this image, what type of attack is occurring? 

A. A man-in-the-middle attack 

B. A brute-force attack 

C. A connection-hijacking attack 

D. A spoofingattackD.A spoofing attack 

Correct Answer: B 

 

QUESTION 9

Consider the following diagram: 
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Which type of attack is occurring? 

A. Polymorphic virus-based attack 

B. Denial-of-service attack 

C. Distributed denial-of-service attack 

D. Man-in-the-middle attack using a packet sniffer 

Correct Answer: C 

 

QUESTION 10

A disgruntled employee has discovered that the company Web server is not protected against a particular buffer
overflow vulnerability. The disgruntled employee has created an application to take advantage of this vulnerability and
secretly obtain sensitive data from the Web server\\'s hard disk. This application sends a set of packets to the Web
server that causes it to present an unauthenticated terminal with root privileges. What is the name for this particular type
of attack? 

A. Man-in-the-middle attack 

B. Trojan 

C. Denial of service 

D. Zero-day attack 

Correct Answer: D 
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QUESTION 11

Which of the following will best help you ensure a database server can withstand a recently discovered vulnerability? 

A. Updating the company vulnerability scanner and conducting a new scan 

B. Adding a buffer overflow rule to the intrusion detection system 

C. Reconfiguring the firewall 

D. Installing a system update 

Correct Answer: D 

 

QUESTION 12

Which of the following is most likely to address a problem with an operating system\\'s ability to withstand an attack that
attempts to exploit a buffer overflow? 

A. Firewall 

B. Software update 

C. Intrusion detection system 

D. Network scanner 

Correct Answer: B 

 

QUESTION 13

Which of the following can help you authoritatively trace a network flooding attack? 

A. Your ISP 

B. Firewall logs 

C. Router logs 

D. Ping 

Correct Answer: A 

 

QUESTION 14

Which of the following standards is used for digital certificates? 

A. DES 

B. Diffie-Hellman 
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C. X.509 

D. RC5 

Correct Answer: C 

 

QUESTION 15

Which of the following is considered to be the most secure default firewall policy, yet usually causes the most work from
an administrative perspective? 

A. Configuring the firewall to respond automatically to threats 

B. Blocking all access by default, then allowing only necessary connections 

C. Configuring the firewall to coordinate with the intrusion-detection system 

D. Allowing all access by default, then blocking only suspect network connections 

Correct Answer: B 
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