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QUESTION 1

A security administrator has been asked to construct a Solaris Security Toolkit security profile (that is, driver) to enable
Solaris Auditing. If the security administrator starts with the secure.driver profile, which Finish script must be added to
enable Solaris Auditing? 

A. enable-bsm.fin 

B. install-bsm.fin 

C. enable-auditing.fin 

D. install-auditing.fin 

Correct Answer: A 

 

QUESTION 2

Click the Task button. 

Place the Solaris facilities below on the feature they provide. 

Drag and drop question. Drag the items to the proper locations. 

Select and Place: 

Correct Answer: 
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QUESTION 3

A security administrator has a requirement to identify that changes have been made to files under a specific set of
directories. This requirement indicates that the control should check for changes to file ownership, permissions, and
content. What would best meet the needs of the security administrator? 

A. Solaris Auditing 

B. Process Accounting 

C. File Alteration Monitor 

D. Solaris Security Toolkit 

E. Basic Audit and Report Tool (BART) 

Correct Answer: E 

 

QUESTION 4

Which two steps have to be performed to configure systems so that they are more resilient to attack? (Choose two.) 

A. Perform system auditing. 

B. Perform system hardening. 

C. Perform system replication. 
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D. Perform a full system backup. 

E. Perform system minimization. 

Correct Answer: BE 

 

QUESTION 5

Click the Task button.

When a user logs into a Solaris 10 system, a default project for the use is located.

Place the locations in the order in which the Solaris OS searches for the user

Correct Answer: 

 

 

QUESTION 6

While attempting to restart the cron service on a Solaris 10 system from the secadm account, a security administrator
receives the following error message: secadm$ svcadm -v restart cron svcadm: svc:/system/cron:default: Couldn\\'t
create "restarter_actions" property group (permission denied). Which two actions will permit the secadm account to
restart the cron service? (Choose two.) 

A. Assign the Cron Management rights profile to secadm. 

B. Assign the sys_admin privilege to the secadm account. 

C. Add the sys_suser_compat privilege to the secadm account. 

D. Add the secadm account to the /etc/cron/cron.allow file. 
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E. Assign the solaris.smf.manage.cron authorization to secadm. 

Correct Answer: AE 

 

QUESTION 7

What is the purpose of the Solaris cryptographic framework metaslot? 

A. It is a storage facility for all of the encryption algorithms. 

B. It is a pointer to the next available cryptographic token slot. 

C. It is a library to limit algorithms based on export control laws. 

D. It is a door-based interface to the kernel cryptographic services. 

E. It is an interface to connect to any available cryptographic service. 

Correct Answer: E 

 

QUESTION 8

Click the Task button.

When a user logs into a Solaris 10 system, a default project for the use is located.

Place the locations in the order in which the Solaris OS searches for the user

Correct Answer: 
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QUESTION 9

Given: jupiter:$md5,rounds=2006$2amXesSj5$$kCF48vfPsHDjlKNXeEw7V.:12210:::::: What is the characteristic of this
/etc/shadow entry? 

A. User jupiter uses the md5 hash, with salt 2006$2amXesSj5$, and with the encrypted password
$kCF48vfPsHDjlKNXeEw7V. 

B. User jupiter uses the 2a hash, with 2006 iterations of the hash, with salt 2amXesSj5, and with the encrypted
password kCF48vfPsHDjlKNXeEw7V. 

C. User jupiter uses the md5 hash, with 2006 iterations of the hash, with salt 2amXesSj5, and with the encrypted
password kCF48vfPsHDjlKNXeEw7V. 

D. User jupiter uses the md5 hash, with 2006 iterations of the hash, with no salt, and with the encrypted password
$rQmXesSj5$$kCF48vfPsHDjlKNXeEw7V. 

Correct Answer: C 

 

QUESTION 10

Which three are examples of network security mechanisms? (Choose three.) 

A. IPsec 

B. syslog 

C. Kerberos 

D. TCP Wrappers 

E. Network File System 

F. Basic Security Module 

G. Role Based Access Control (RBAC) 

Correct Answer: ACD 

 

QUESTION 11

Which two statements about the digest and mac commands are true? (Choose two.) 

A. The mac command can use the Digital Encryption Standard (DES) in cipher-block chained (CBC) mode. The digest
command can NOT. 

B. The mac command uses a distinct class of hash functions called message authentication codes (MACs). MAC
functions combine the input file with a key supplied by the user, returning a fixed length digest. 

C. The mac command uses a distinct class of hash functions called MACs. A MAC function combines the input file with
a randomly generated salt, and returns a digest. 
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D. The digest command requires that the user supply a key. The mac command does NOT. The digest command takes
an input file, combines it with the key, and a variable length digest is returned. 

Correct Answer: AB 

 

QUESTION 12

In which Solaris OS subsystem is User Rights Management implemented? 

A. Process Privileges 

B. Mandatory Access Control 

C. Service Management Facility 

D. Discretionary Access Control 

E. Role Based Access Control (RBAC) 

Correct Answer: E 
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