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QUESTION 1

Ron has an older computer to which he frequently downloads and saves company files. He recently noticed that he was
running low on disk space and decided to delete many old files that he no longer needed. He now notices that it takes a
long time to open or save documents to his hard drive. Which maintenance task can help? 

A. Disk defragmentation 

B. chkdsk command 

C. fdisk command 

D. Disk cleanup 

Correct Answer: A 

 

QUESTION 2

You have just been hired by a large company, and the IT manager is giving you an overview of the corporate network.
He tells you that the corporation is spread out over several cities, and various departments are divided into subnetworks
that are connected using routers. What type of network are you being shown? 

A. Local area network (LAN) 

B. Wide area network (WAN) 

C. Virtual private network (VPN) 

D. Internet Exchange Point (IPX) 

Correct Answer: B 

 

QUESTION 3

What should be your first step when troubleshooting a network connection that uses a cable modem? 

A. Ping the proxy server. 

B. Ping the default gateway. 

C. Ping local devices using their DNS names. 

D. Ping local devices using their IP addresses. 

Correct Answer: D 

 

QUESTION 4

Which of the following is a security threat commonly associated with cloud-based services? 
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A. Malware 

B. Phishing 

C. Hypervisor vulnerabilities 

D. Operating system vulnerabilities 

Correct Answer: C 

 

QUESTION 5

Which of the following statement about virtualization is true? 

A. Virtualization enables multiple physical computers to run off of a single virtualized server. 

B. In virtualization, you run multiple virtual machines, provided they all use the same operating system. 

C. In virtualization, the operating systems of the virtual machines should match the host operating system. 

D. Virtualization enables you to run multiple operating systems and applications on a single computer. 

Correct Answer: D 

 

QUESTION 6

John is the network administrator for a small company. The company\\'s network equipment has become outdated, and
John has been asked to recommend a plan to update the company\\'s infrastructure. John has read extensively about
the many advantages of using cloud-based services. Which of the following is an advantage of cloud-based services
that John could cite to support his recommendation? 

A. Unlimited service options and choices 

B. Higher security in a cloud-based environment 

C. Elimination of need for high-speed Internet connection 

D. Elimination of equipment purchase and maintenance 

Correct Answer: D 

 

QUESTION 7

What is the distinguishing difference between a LAN and WAN? 

A. A LAN is a group of networked computers within a confined geographic area. 

B. A WAN is a group of networked computers within a confined geographic area. 

C. A LAN typically provides slower network connection speeds than a WAN. 
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D. A WAN is commonly used for intra-office communication. 

Correct Answer: A 

 

QUESTION 8

Which of the following is a drawback to using Wired Equivalent Privacy (WEP)? 

A. Wireless network overhead is excessive. 

B. Symmetric-key encryption is susceptible to cracking. 

C. The number of devices that can communicate using WEP is limited. 

D. Encryption and decryption speeds are slower compared to other protocols. 

Correct Answer: B 

 

QUESTION 9

Cloud-computing enables mobile devices to provide users with access to a wide variety of applications and services.
Which of the following is a disadvantage of mobile devices? 

A. Mobile devices cannot accommodate Web browsing. 

B. Mobile devices cannot easily be used for checking e-mail. 

C. Mobile devices cannot access software hosted on remote servers. 

D. Mobile devices cannot accommodate large database installations or applications. 

Correct Answer: D 

 

QUESTION 10

Which type of attack is a form of social engineering in which an attacker attempts to steal personal or confidential
information by sending e-mail that lures unsuspecting victims to log in to an authentic-looking but imposter Web site? 

A. Replay 

B. Phishing 

C. Spoofing 

D. Pharming 

Correct Answer: B 
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