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QUESTION 1

SmartEvent > Events > Predefined: in which section can the "All Threat Emulation” setting be found?
A. Application and URL Filtering

B. Threat Prevention

C. All Events

D. Threat Analysis

Correct Answer: B

QUESTION 2

You just enabled the IPS blade, and have downloaded the latest signature updates. You created a custom profile but
you are concerned that if you push a policy it might start dropping existing connections. What should you do?

A. Use the recommend Protection profile instead

B. Edit your custom profile and select Detect-only for Troubleshooting mode
C. Edit your custom profile and enable Bypass under load

D. Use the Default protection profile instead

Correct Answer: B

QUESTION 3

When configuring Anti-Bot and Anti-Virus, you notice the following error in the Update Status of the Gateways page:
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What is the most likely cause of this error?

A. The Security Gateway is not licensed for Anti-Bot and Anti-Virus inspection.
B. There are no updates available for the participating gateway.

C. The Anti-Bot and Anti-Virus policy is not installed on the gateway.

D. You do not have DNS or proxy settings configured for the gateway.

Correct Answer: D

QUESTION 4

When pushing the Threat Prevention policy, which of the following blades will NOT get updated?
A. IPS

B. Threat Emulation

C. Anti-Bot

D. Anti-Virus

Correct Answer: A

QUESTION 5
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Which of these statements describes the Check Point IPS software blade?
A. Blocks or limits usage of web applications

B. A worldwide collaborative security network

C. Prevents vulnerability exploits

D. Controls access to web sites based on category

Correct Answer: C

QUESTION 6

What advantage does the Recommended_Profile provide over the Default_Protection profile?
A. Reduced server load

B. Accelerated throughput

C. Advanced reporting options

D. Higher security posture

Correct Answer: D

QUESTION 7

Which of the following are valid Boolean search terms that can be used in custom SmartLog queries?
A. And, or, with

B. And, or, not

C. None, Boolean search terms cannot be used in SmartLog.

D. And, or, not, with

Correct Answer: B

QUESTION 8

Check Point Intrusion Prevention System (IPS) is available in two deployment methods, as a blade and also a dedicated
appliance. What is the dedicated appliance called?

A. InterSpect Appliance
B. IPS-1 Sensor

C. Smart-1 Appliance
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D. Power-1 Appliance

Correct Answer: B

QUESTION 9

Can the Anti-Bot software blade be enabled on a Secure Web Gateway as well?
A. Yes, this is an optional blade for the Secure Web Gateway.

B. No, Anti-Bot needs to be part of the Threat Prevention Appliance.

C. Yes, it can be enabled if IPS is enabled as well.

D. Yes, Anti-Bot is always enabled together with Identity Awareness.

Correct Answer: A

QUESTION 10

Which of the following is a searchable database of all known threats detected by sensors around the world?
A. ThreatCloud

B. ThreatWiki

C. ThreatSpect

D. SmartLog

Correct Answer: B
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