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QUESTION 1

Which of the following blades is NOT subscription-based and therefore does not have to be renewed on a regular
basis?

A. Application Control

B. Threat Emulation

C. Anti-Virus

D. Advanced Networking Blade

Correct Answer: B

QUESTION 2

You are conducting a security audit. While reviewing configuration files and logs, you notice logs accepting POP3 traffic,
but you do not see a rule allowing POP3 traffic in the Rule Base. Which of the following is the most likely cause?

A. The POPS3 rule is disabled.

B. POP3 is accepted in Global Properties.

C. The POP3 rule is hidden.

D. POP3 is one of 3 services (POP3, IMAP, and SMTP) accepted by the default mail object in R77.

Correct Answer: C

QUESTION 3
Fill in the blanks: A High Availability deployment is referred to as a cluster and a Load Sharing deployment is
referred to as a cluster.

A. Standby/standby; active/active

B. Active/active; standby/standby

C. Active/active; active/standby;

D. Active/standby; active/active

Correct Answer: D

In a High Availability cluster, only one member is active (Active/Standby operation).

ClusterXL Load Sharing distributes traffic within a cluster so that the total throughput of multiple members

is increased. In Load Sharing configurations, all functioning members in the cluster are active, and handle
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network traffic (Active/Active operation).

Reference: https://scl.checkpoint.com/documents/R77/CP_R77_ClusterXL_WebAdminGuide/7292.htm

QUESTION 4

Joey wants to configure NTP on R80 Security Management Server. He decided to do this via WebUI. What is the
correct address to access the Web Ul for Gaia platform via browser?

A. https://

B. https://:443

C. https://:10000
D. https://:4434
Correct Answer: A

Access to Web Ul Gaia administration interface, initiate a connection from a browser to the default administration IP
address: Logging in to the WebUI Logging in To log in to the WebUI:

1.

Enter this URL in your browser: https://
2.

Enter your user name and password.

Reference: https://scl.checkpoint.com/documents/R77/CP_R77_Gaia_AdminWebAdminGuide/
html_frameset.htm?topic=documents/R77/CP_R77_Gaia_AdminWebAdminGuide/75930

QUESTION 5

Which of the following is used to enforce changes made to a Rule Base?
A. Publish database

B. Save changes

C. Install policy

D. Activate policy

Correct Answer: A

QUESTION 6

In the Check Point three-tiered architecture, which of the following is NOT a function of the Security Management Server
(Security Management Server)?
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A. Display policies and logs on the administrator\\'s workstation.

B. Verify and compile Security Policies.

C. Processing and sending alerts such as SNMP traps and email notifications.
D. Store firewall logs to hard drive storage.

Correct Answer: A

QUESTION 7

What is the BEST command to view configuration details of all interfaces in Gaia CLISH?
A. ifconfig -a

B. show interfaces

C. show interfaces detall

D. show configuration interface

Correct Answer: D

QUESTION 8

When using LDAP as an authentication method for Identity Awareness, the query:

A. Requires client and server side software.

B. Prompts the user to enter credentials.

C. Requires administrators to specifically allow LDAP traffic to and from the LDAP Server and the Security Gateway.
D. Is transparent, requiring no client or server side software, or client intervention.

Correct Answer: D

QUESTION 9

John is the administrator of a R80 Security Management server managing r R77.30 Check Point Security Gateway.
John is currently updating the network objects and amending the rules using SmartConsole. To make John\\'s changes
available to other administrators, and to save the database before installing a policy, what must John do?

A. Logout of the session

B. File > Save

C. Install database

D. Publish the session
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Correct Answer: D

Installing and Publishing

It is important to understand the differences between publishing and installing.

You must do this: After you did this:

Publish Opened a session in SmartConsole and made changes.

The Publish operation sends all SmartConsole modifications to other

administrators, and makes the changes you made in a private session

public.

Install the database Modified network objects, such as servers, users, services, or IPS
profiles, but not the Rule Base.

Updates are installed on management servers and log servers.

Install a policy Changed the Rule Base.

The Security Management Server installs the updated policy and the

entire database on Security Gateways (even if you did not modify any

network objects).

Reference: https://scl.checkpoint.com/documents/R80/CP_R80_SecMGMT/html_frameset.htm?

topic=documents/R80/CP_R80_SecMGMT/119225

QUESTION 10

Why would an administrator see the message below?
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Policy: H ALPHA GWO1 Policy -

88 Access Conbrol Total Sesuons: 1 (by adman)

Total Changes: &

9 You selected to install a policy on GWO01 that is different from the
currently installed policy, which will be overwritten.

Selected policy: ALPHA GWO01 Policy
Installed policy: Standard

Are you surc you want to continue?

Enstall Mode —

® [Instal

w o

A. A new Policy Package created on both the Management and Gateway will be deleted and must be packed up first
before proceeding.

B. A new Policy Package created on the Management is going to be installed to the existing Gateway.
C. A new Policy Package created on the Gateway is going to be installed on the existing Management.

D. A new Policy Package created on the Gateway and transferred to the management will be overwritten by the Policy
Package currently on the Gateway but can be restored from a periodic backup on the Gateway.

Correct Answer: B

QUESTION 11

Which deployment adds a Security Gateway to an existing environment without changing IP routing?
A. Distributed

B. Bridge Mode

C. Remote

D. Standalone

Correct Answer: B

Reference: https://scl.checkpoint.com/documents/R76/CP_R76_Installation_and_Upgrade_Guide
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webAdmin/86429.htm

QUESTION 12

In which scenario is it a valid option to transfer a license from one hardware device to another?
A. From a 4400 Appliance to an HP Open Server

B. From an IBM Open Server to an HP Open Server

C. From an 4400 Appliance to a 2200 Appliance

D. From an IBM Open Server to a 2200 Appliance

Correct Answer: B

QUESTION 13

What does it mean if Bob gets this result on an object search? Refer to the image below. Choose the BEST answer.

A. Search detailed is missing the subnet mask.

B. There is no object on the database with that name or that IP address.
C. There is no object on the database with that IP address.
D. Object does not have a NAT IP address.

Correct Answer: B

QUESTION 14

Which of the following statements accurately describes the command snapshot?
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A. snapshot creates a full OS-level backup, including network-interface data, Check Point production information, and
configuration settings of a GAIA Security Gateway.

B. snapshot creates a Security Management Server full system-level backup on any OS
C. snapshot stores only the system-configuration settings on the Gateway

D. A Gateway snapshot includes configuration settings and Check Point product information from the remote Security
Management Server

Correct Answer: A

QUESTION 15

True or False: In a Distributed Environment, a Central License can be installed via CLI on a Security Gateway
A. True, CLlI is the prefer method for Licensing

B. False, Central License are handled via Security Management Server

C. False, Central License are installed via Gaia on Security Gateways

D. True, Central License can be installed with CPLIC command on a Security Gateway

Correct Answer: D
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