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QUESTION 1

NAT can NOT be configured on which of the following objects?
A. HTTP Logical Server

B. Gateway

C. Address Range

D. Host

Correct Answer: A

QUESTION 2

You are working with three other Security Administrators. Which SmartConsole component can be used to monitor
changes to rules or object properties made by the other administrators?

A. Eventia Tracker
B. SmartView Monitor
C. Eventia Monitor
D. SmartView Tracker

Correct Answer: D

QUESTION 3

What CANNOT be configured for existing connections during a policy install?
A. Keep all connections

B. Keep data connections

C. Re-match connections

D. Reset all connections

Correct Answer: D

QUESTION 4
With deployment of SecureClient, you have defined in the policy that you allow traffic only to an encrypted domain. But

when your mobile users move outside of your company, they often cannot use SecureClient because they have to
register first (i.e. in Hotel or Conference rooms). How do you solve this problem?
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A. Allow for unencrypted traffic

B. Allow traffic outside the encrypted domain
C. Enable Hot Spot/Hotel Registration

D. Allow your users to turn off SecureClient

Correct Answer: C

QUESTION 5

In SmartDashboard, Translate destination on client side is checked in Global Properties. When Network Address
Translation is used:

A. It is not necessary to add a static route to the Gateway\\'s routing table.
B. It is necessary to add a static route to the Gateway\\'s routing table.

C. The Security Gateway\\'s ARP file must be modified.

D. VLAN tagging cannot be defined for any hosts protected by the Gateway.

Correct Answer: A

QUESTION 6

Peter is your new Security Administrator. On his first working day, he is very nervous and enters the wrong password
three times. His account is locked. What can be done to unlock Peter\\'s account? Give the BEST answer.

A. You can unlock Peter\\'s account by using the command fwm lock_admin -u Peter on the Security Management
Server.

B. You can unlock Peter\\'s account by using the command fwm unlock_admin -u Peter on the Security Management
Server

C. Itis not possible to unlock Peter\\'s account. You have to install the firewall once again or abstain from Peter\\'s help.
D. You can unlock Peter\\'s account by using the command fwm unlock_admin -u Peter on the Security Gateway.

Correct Answer: A

QUESTION 7

What command syntax would you use to see accounts the gateway suspects are service accounts?
A. pdp check_log

B. pdp show service

C. adlog check_accounts
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D. adlog a service_accounts

Correct Answer: D

QUESTION 8

In SmartDashboard, you configure 45 MB as the required free hard-disk space to accommodate logs. What can you do
to keep old log files, when free space falls below 45 MB?

A. Do nothing. Old logs are deleted, until free space is restored.

B. Use the command fwm logexport to export the old log files to another location.

C. Configure a script to run fw logswitch and SCP the output file to a separate file server.

D. Do nothing. The Security Management Server automatically copies old logs to a backup server before purging.

Correct Answer: C

QUESTION 9

You are about to test some rule and object changes suggested in an R77 news group. Which backup solution should
you use to ensure the easiest restoration of your Security Policy to its previous configuration after testing the changes?

A. Manual copies of the directory $FWDIR/conf
B. upgrade_export command

C. Database Revision Control

D. GAIA backup utilities

Correct Answer: C

QUESTION 10

What port is used for communication to the User Center with SmartUpdate?
A. CPMI 200

B. TCP 8080

C.HTTP 80

D. HTTPS 443

Correct Answer: D

QUESTION 11
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MegaCorp\\'s security infrastructure separates Security Gateways geographically. You must request a central license for
one remote Security Gateway. How do you apply the license?

A. Using the remote Gateway\\'s IP address, and attaching the license to the remote Gateway via SmartUpdate.

B. Using your Security Management Server\\'s IP address, and attaching the license to the remote Gateway via
SmartUpdate.

C. Using the remote Gateway\\'s IP address, and applying the license locally with the command cplic put.

D. Using each of the Gateways\\' IP addresses, and applying the licenses on the Security Management Server with the
command cprlic put.

Correct Answer: B

QUESTION 12

What information is found in the SmartView Tracker Management log?
A. Creation of an administrator using cpconfig

B. GAIA expert login event

C. FTP username authentication failure

D. Administrator SmartDashboard logout event

Correct Answer: D

QUESTION 13

Security Gateway R77 supports User Authentication for which of the following services? Select the response below that
contains the MOST correct list of supported services.

A. SMTP, FTP, TELNET

B. SMTP, FTP, HTTP, TELNET
C. FTP, HTTP, TELNET

D. FTP, TELNET

Correct Answer: C

QUESTION 14
Which of the following authentication methods can be configured in the Identity Awareness setup wizard?
A. Check Point Password

B. TACACS
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C. LDAP

D. Windows password

Correct Answer: C

QUESTION 15

To qualify as an Identity Awareness enabled rule, which column MAY include an Access Role?
A. Action

B. Source

C. User

D. Track

Correct Answer: B
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