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QUESTION 1

Which command enables IP forwarding on IPSO?
A. echo 1 > /proc/sys/inet/ipv4/ip_forward

B. ipsofwd on admin

C. echo 0 > /proc/sys/net/ipv4/ip_forward

D. clish -c set routing active enable

Correct Answer: B

QUESTION 2

Your Security Gateways are running near performance capacity and will get upgraded hardware next week. Which of
the following would be MOST effective for quickly dropping all connections from a specific attacker\\'s IP at a peak time
of day?

A. Change the Rule Base and install the Policy to all Security Gateways

B. SAM - Suspicious Activity Rules feature of SmartView Monitor

C. SAM - Block Intruder feature of SmartView Tracker

D. Intrusion Detection System (IDS) Policy install

Correct Answer: B

QUESTION 3

Which of the following is a viable consideration when determining Rule Base order?
A. Grouping authentication rules with address-translation rules

B. Grouping rules by date of creation

C. Grouping reject and drop rules after the Cleanup Rule

D. Grouping functionally related rules together

Correct Answer: D

QUESTION 4
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When using AD Query to authenticate users for Identity Awareness, identity data is received seamlessly from the
Microsoft Active Directory (AD). What is NOT a recommended usage of this method?

A. Leveraging identity in the application control blade

B. Identity-based enforcement for non-AD users (non-Windows and guest users)
C. Identity-based auditing and logging

D. Basic identity enforcement in the internal network

Correct Answer: B

QUESTION 5

Which R76 feature or command allows Security Administrators to revert to earlier Security Policy versions without
changing object configurations?

A. Policy Package management

B. Database Revision Control

C. upgrade_export/upgrade_import
D. fwm dbexport/fwm dbimport

Correct Answer: A

QUESTION 6

Which of the following items should be configured for the Security Management Server to authenticate using LDAP?
A. WMI object

B. Check Point Password

C. Domain Admin username

D. Windows logon password

Correct Answer: C

QUESTION 7

Message digests use which of the following?
A. SHA-1 and MD5

B. IDEA and RC4

C. SSL and MD4
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D. DES and RC4

Correct Answer: C

QUESTION 8

You have two rules, ten users, and two user groups in a Security Policy. You create database version 1 for this
configuration. You then delete two existing users and add a new user group. You modify one rule and add two new rules
to the Rule Base. You save the Security Policy and create database version 2. After awhile, you decide to roll back to
version 1 to use the Rule Base, but you want to keep your user database. How can you do this?

A. Restore the entire database, except the user database, and then create the new user and user group.

B. Run fwm_dbexport to export the user database. Select restore the entire database in the Database Revision screen.
Then, run fwm_dbimport.

C. Run fwm dbexport -I flename. Restore the database. Then, run fwm dbimport -l filename to import the users.
D. Restore the entire database, except the user database.

Correct Answer: D

QUESTION 9

Which authentication type requires specifying a contact agent in the Rule Base?
A. Session Authentication

B. User Authentication

C. Client Authentication with Partially Automatic Sign On

D. Client Authentication with Manual Sign On

Correct Answer: A

QUESTION 10

You are working with three other Security Administrators. Which SmartConsole component can be used to monitor
changes to rules or object properties made by the other administrators?

A. Eventia Tracker
B. SmartView Monitor
C. Eventia Monitor

D. SmartView Tracker
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Correct Answer: D

QUESTION 11

The Identity Agent is a lightweight endpoint agent that authenticates securely with Single Sign- On (SSO). What is not a
recommended usage of this method?

A. Leveraging identity for Data Center protection

B. Protecting highly sensitive servers

C. When accuracy in detecting identity is crucial

D. Identity based enforcement for non-AD users (non-Windows and guest users)

Correct Answer: D

QUESTION 12
An advantage of using central instead of local licensing is:

A. The license must be renewed when changing the IP address of a Security Gateway. Each module\\'s license has a
unigue IP address.

B. A license can be taken from one Security Management Server and given to another Security Management Server.
C. Licenses are automatically attached to their respective Security Gateways.
D. Only one IP address is used for all licenses.

Correct Answer: D
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