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QUESTION 1

_______ involves gathering pieces of information and drawing a conclusion, whose sensitivity exceeds any of the
individual pieces of information. 

A. Inference 

B. Social engineering 

C. Movement analysis 

D. Communication-pattern analysis 

E. Aggregation 

Correct Answer: E 

 

QUESTION 2

A(n) ________________ is a one-way mathematical function that maps variable values into smaller values of a fixed
length. 

A. Symmetric key 

B. Algorithm 

C. Back door 

D. Hash function 

E. Integrity 

Correct Answer: D 

 

QUESTION 3

Which type of access management allows subjects to control some access of objects for other subjects? 

A. Discretionary 

B. Hybrid 

C. Mandatory 

D. Role-based 

E. Nondiscretionary 

Correct Answer: A 
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QUESTION 4

Which of the following is an integrity requirement for Remote Offices/Branch Offices (ROBOs)? 

A. Private data must remain internal to an organization. 

B. Data must be consistent between ROBO sites and headquarters. 

C. Users must be educated about appropriate security policies. 

D. Improvised solutions must provide the level of protection required. 

E. Data must remain available to all remote offices. 

Correct Answer: B 

 

QUESTION 5

Which of these metrics measure how a biometric device performs, when attempting to authenticate subjects? (Choose
THREE.) 

A. False Rejection Rate 

B. User Acceptance Rate 

C. Crossover Error Rate 

D. False Acceptance Rate 

E. Enrollment Failure Rate 

Correct Answer: ACD 

 

QUESTION 6

____________________ are the people who consume, manipulate, and produce information assets. 

A. Information asset owners 

B. Business-unit owners 

C. Audit-control groups 

D. Information custodians 

E. Functional users 

Correct Answer: E 

 

QUESTION 7
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A(n) _______________ is an abstract machine, which mediates all access subjects have to objects. 

A. ACL 

B. Reference monitor 

C. State machine 

D. TCB 

E. Router 

Correct Answer: B 

 

QUESTION 8

To comply with the secure design principle of fail-safe defaults, what must a system do if it receives an instruction it
does not understand? The system should: 

A. send the instruction to a peer server, to see if the peer can execute. 

B. not attempt to execute the instruction. 

C. close the connection, and refuse all further traffic from the originator. 

D. not launch its debugging features, and attempt to resolve the instruction. 

E. search for a close match in the instruction set it understands. 

Correct Answer: B 

 

QUESTION 9

What is single sign-on? An authentication method: 

A. that allows users to authenticate once, and then uses tokens or other credentials to manage subsequent
authentication attempts 

B. that stores user credentials locally, so that users need only authenticate the first time, a local machine is used 

C. requiring the use of one-time passwords, so users authenticate only once, with a given set of credentials. 

D. that uses smart cards, hardware tokens, and biometrics to authenticate users; also known as three-factor
authentication 

E. that requires users to re-authenticate for every resource accessed 

Correct Answer: A 

 

QUESTION 10
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Which of the following is likely in a small-business environment? 

A. Most small businesses employ a full-time information-technology staff. 

B. Resources are available as needed. 

C. Small businesses have security personnel on staff. 

D. Most employees have experience with information security. 

E. Security budgets are very small. 

Correct Answer: E 

 

QUESTION 11

Which type of Business Continuity Plan (BCP) test involves practicing aspects of the BCP, without actually interrupting
operations or bringing an alternate site on-line? 

A. Structured walkthrough 

B. Checklist 

C. Simulation 

D. Full interruption 

E. Parallel 

Correct Answer: C 

 

QUESTION 12

You are preparing a machine that will be used as a dedicated Web server. Which of the following services should NOT
be removed? 

A. E. IRC 

B. SMTP 

C. FTP 

D. HTTP 

E. PVP 

Correct Answer: D 

 

QUESTION 13

Public servers are typically placed in the _______, to enhance security. 
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A. Restricted Entry Zone 

B. Open Zone 

C. Internet Zone 

D. Demilitarized Zone 

E. Public Entry Zone 

Correct Answer: D 

 

QUESTION 14

Which of the following best describes an external intrusion attempt on a local-area network (LAN)? 

A. Internal users try to gain unauthorized access to information assets outside the organizational perimeter. 

B. External-intrusion attempts from sources outside the LAN are not granted permissions or rights to an organization\\'s
information assets. 

C. External users attempt to access public resources. 

D. External intruders attempt exploitation of vulnerabilities, to remove their own access. 

E. Internal users perform inappropriate acts on assets to which they have been given rights or permissions. 

Correct Answer: B 

 

QUESTION 15

Which of the following are common failures that should be addressed in an organization\\'s Business Continuity Plan
(BCP) ? (Choose THREE.) 

A. Connectivity failures 

B. Accounting failures 

C. Hardware failures 

D. Utility failures 

E. Personal failures 

Correct Answer: ACD 
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