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QUESTION 1

If a user has both a Fixed Passcode and an RSA SecurID token assigned,

A. the Fixed Passcode becomes the user\\'s PIN by default.

B. either the Fixed Passcode or the token may be used for authentication.

C. the Fixed Passcode can only be used if the token status is set to “disabled\\'.

D. the user must supply their secret PIN in addition to the Fixed Passcode when authenticating.

Correct Answer: B

QUESTION 2

What action will allow an Authentication Agent to register automatically with RSA Authentication Manager?
A. Edit the Authentication Agent Access Policy to allow auto-registration

B. Enable "Allow authentication agent auto-registration” in the Agent record

C. Select the option to "Allow Auto Registration” during installation of the Agent

D. Add "Auto-Registration=ALLOW" as a parameter value in the sdconf.rec file

Correct Answer: B

QUESTION 3

Token expiration dates:

A. Appear on the token display thirty days prior to expiration.

B. Are programmed into a token record at the time of manufacture.

C. Vary according to the date set by the administrator when assigning the token.

D. Depend on the clock in the Authentication Agent to determine if the token is active.

Correct Answer: B

QUESTION 4

For RSA Authentication Manager administration, "Administrative Role" is a combination of . (Choose two)
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A. scope

B. domain

C. group list

D. permissions

E. RADIUS profile

Correct Answer: AD

QUESTION 5

When a user authenticates with a token for the first time, what does the user enter when prompted for a PASSCODE?
A. the serial number of the token

B. the tokencode on the token\\'s display

C. a PIN the user creates followed by their tokencode

D. a temporary PASSCODE assigned by the Administrator

Correct Answer: B

QUESTION 6

In the case where a Microsoft Windows Authentication Agent is configured for Offline Authentication, if a user requests
an Emergency Access Tokencode from the Help Desk, what must the user remember?

A. their secret PIN

B. their token\\'s serial number

C. their token\\'s last tokencode

D. their computer\\'s Node Secret value

Correct Answer: A

QUESTION 7

A user has an RSA SecurlD Key Fob. The Key Fob Change Interval is 60 seconds and has been used successfully in
the past. If the RSA Authentication Manager is now out of synch with the token by 2 minutes, what will happen when the
user tries to authenticate?

A. Authentication Manager will automatically adjust the token offset value and authenticate the user.
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B. Authentication Manager will reject the PASSCODE and the user will receive an "Access Denied" message.
C. Authentication Manager will post a "Token Requires Resync" message in the log and deny access to the user.

D. Authentication Manager will request the user for next tokencode, adjust the user\\'s token offset value, and
authenticate the user.

Correct Answer: D

QUESTION 8

An Authentication Manager user can exist in only one Security Domain at any one time.
A. True

B. False

Correct Answer: A

QUESTION 9

When adding a new Authentication Agent record to the RSA Authentication Manager database, an attempt is made to
resolve the hostname of the Agent Host with its IP Address. If the attempt fails,

A. the administrator can override the hostname/IP Address by using the Auto-Registration option.
B. the Agent is added to the database with a "Pending\\' status until it is first used for a successful authentication.

C. awarning is given that the hostname/IP Address cannot be resolved but the database will allow the Agent to be
added.

D. the administrator must correct the address resolution through DNS or editing the /etc/hosts file before the Agent can
be added to the database.

Correct Answer: C

QUESTION 10

RSA SecurID tokens are initially supplied with matching token records. After tokens are assigned, deployed and used by
end-users, what information might be overwritten if the original token records are re-imported into the RSA
Authentication Manager database? (Choose two)

A. user assignment

B. tokencode values

C. Authentication Agent usage

D. token time offset information
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E. system PIN parameter settings

Correct Answer: AD

QUESTION 11

What are three minimal administrative steps that must be taken before a user can authenticate to a new RSA
Authentication Manager deployment? (Choose three)

A. Create a user group

B. Create a user account

C. Create a new user administrator

D. Import a Node Secret from the Agent

E. Create an Authentication Agent Record

F. Assign an authentication method to a user

Correct Answer: BEF

QUESTION 12

Which of the following services is NOT an option to users through the Self-Service Console?
A. Changing a password or PIN

B. Creating an individual PIN policy

C. Requesting a replacement token

D. Resynchronizing an RSA SecurlD token

Correct Answer: B

QUESTION 13

An RSA Authentication Manager Enterprise license will allow which of the following to be added to a Primary instance?
A. multiple Replica instances

B. Risk-Based authentication capability

C. On-Demand authentication capability

D. Business Continuity Option (BCO) capability

Correct Answer: A
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QUESTION 14

Within which RSA Authentication Manager menu would you configure the number of incorrect PASSCODES that will
invoke Next Tokencode Mode?

A. Policies

B. System Setup

C. Identity Settings
D. RADIUS Lockout

Correct Answer: A

QUESTION 15

A "Secured by RSA Security Implementation Guide" document would assist you in
A. Configuring a third-party Authentication Agent.

B. Installing RSA Authentication Manager software.

C. Finding vendors for purchasing RSA SecurlD tokens.

D. Defining a deployment plan for installing Primary and Replica instances.

Correct Answer: A
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