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QUESTION 1

If a user is NOT a member of an Authentication Manager user group, which of the following statements is true? 

A. The user can not be restricted to certain login times. 

B. The user can not be forced to adhere to password polices. 

C. The user can not take advantage of Risk-Based authentication. 

D. The user can not log on to an unrestricted Authentication Agent. 

Correct Answer: A 

 

QUESTION 2

What circumstance would allow an administrator to have read/write access to an RSA Authentication Manager database
on a Replica instance? 

A. The Replica is first promoted to a Primary instance. 

B. The Replica instance is in a different domain from the Primary instance. 

C. The database service on the Replica instance is running in Offline mode. 

D. The Replica does not have a network connection to the Primary instance. 

Correct Answer: A 

 

QUESTION 3

When is the user PIN established? 

A. when the useraccountis first created 

B. at the time a token is first assigned to a user 

C. upon the first successful authentication with the token 

D. after the user successfully enters two sequential tokencodes 

Correct Answer: C 

 

 

QUESTION 4

The term “Silent Collection” refers to gathering information about a user\\'s access and authentication patterns. 
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A. True 

B. False 

Correct Answer: A 

 

 

QUESTION 5

A User Group can include which of the following as members? 

A. other User Groups 

B. user Identity Attributes 

C. LDAP Identity Sources 

D. tokens assigned to users 

Correct Answer: A 

 

QUESTION 6

Within which RSA Authentication Manager menu would you configure the number of incorrect PASSCODES that will
invoke Next Tokencode Mode? 

A. Policies 

B. System Setup 

C. Identity Settings 

D. RADIUS Lockout 

Correct Answer: A 

 

 

QUESTION 7

A user has an RSA SecurID Key Fob. The Key Fob Change Interval is 60 seconds and has been used successfully in
the past. If the RSA Authentication Manager is now out of synch with the token by 2 minutes, what will happen when the
user tries to authenticate? 

A. Authentication Manager will automatically adjust the token offset value and authenticate the user. 

B. Authentication Manager will reject the PASSCODE and the user will receive an "Access Denied" message. 

C. Authentication Manager will post a "Token Requires Resync" message in the log and deny access to the user. 
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D. Authentication Manager will request the user for next tokencode, adjust the user\\'s token offset value, and
authenticate the user. 

Correct Answer: D 

 

QUESTION 8

When is the user PIN established? 

A. when the useraccountis first created 

B. at the time a token is first assigned to a user 

C. upon the first successful authentication with the token 

D. after the user successfully enters two sequential tokencodes 

Correct Answer: C 

 

QUESTION 9

In the case where a Microsoft Windows Authentication Agent is configured for Offline Authentication, if a user requests
an Emergency Access Tokencode from the Help Desk, what must the user remember? 

A. their secret PIN 

B. their token\\'s serial number 

C. their token\\'s last tokencode 

D. their computer\\'s Node Secret value 

Correct Answer: A 

 

QUESTION 10

An Authentication Manager user can exist in only one Security Domain at any one time. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 11

If the RSA Authentication Manager places a token into Next Tokencode Mode, and the user waits for three minutes
(three tokencode increments) to enter his/her next tokencode, what will be the expected result? 
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A. Authentication Manager will not accept the value because it is not sequential. 

B. The authentication will be successful even though the input was delayed. 

C. Authentication Manager will ask for a third tokencode, so that it has two sequential codes. 

D. Authentication Manager will assume that the token has been stolen, and disable the token. 

Correct Answer: A 

 

QUESTION 12

What are three steps an administrator can use for reporting past user transactions stored in the RSA Authentication
Manager audit database? (Choose three) 

A. Run a report job. 

B. Edit a report template. 

C. View a report job output. 

D. View the Audit Monitor utility. 

E. Use the \\'view-audit-log\\' command line utility. 

F. Export the audit database to a spreadsheet format. 

Correct Answer: ABC 

 

QUESTION 13

When assigning a user a Temporary Fixed Tokencode to replace a lost token, what is the default value for the expiration
period of that Tokencode? 

A. 24 hours 

B. 5 days 

C. 14 days 

D. 30 days 

Correct Answer: C 

 

QUESTION 14

Can multiple Identity Sources be established from the same LDAP directory? 

A. Yes, if the mapped Organizational Units (OUs) do not overlap. 

B. Yes, if duplicate attribute values do not exist in the LDAP directory. 
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C. No ?only one LDAP directory can be mapped to one Identity Source. 

D. Yes, if no duplicate passwords exist in the LDAP directory (unique password for each user). 

Correct Answer: A 

 

QUESTION 15

When creating and running RSA Authentication Manager reports, the administrator has the option of . (Choose two) 

A. Allowing the report to run with the scope of the administrator who is running the report. 

B. Creating and running reports from a Replica database if the Primary instance is down. 

C. Using the \\'rsautil\\' command-lineutilityto extract report data directly from the database. 

D. Customizing a report template by adding and removing columns and applying data filters. 

E. Previewing the report output before the report is run to make sure the desired data is included. 

Correct Answer: AD 
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