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QUESTION 1

Physical access to the organization\\'s servers in the data center requires entry and exit through multiple access points:
a lobby, an access control vestibule, three doors leading to the server floor itself and eventually to a caged area solely
for the organization\\'s hardware. Which of the following controls is described in this scenario? 

A. Compensating 

B. Deterrent 

C. Preventive 

D. Detective 

Correct Answer: C 

Explanation: The scenario describes preventive controls, which are designed to stop malicious actors from gaining
access to the organization\\'s servers. This includes using multiple access points, such as a lobby, an access control
vestibule, and multiple doors leading to the server floor, as well as caging the organization\\'s hardware. According to
the CompTIA Security+ SY0-601 document, preventive controls are "designed to stop malicious actors from performing
a malicious activity or gaining access to an asset." These controls can include technical solutions, such as
authentication and access control systems, physical security solutions, such as locks and barriers, and administrative
solutions such as policy enforcement. 

 

QUESTION 2

An organization wants to participate in threat intelligence information sharing with peer groups. Which of the following
would MOST likely meet the organizations requirement? 

A. Perform OSINT investigations 

B. Subscribe to threat intelligence feeds 

C. Submit RFCs 

D. Implement a TAXII server 

Correct Answer: D 

A TAXII server is a client that exchanges standardized and anonymized cyber threat intelligence among users. It works
as a venue for sharing and collecting Indicators of compromise, which have been anonymized to protect privacy. 

 

QUESTION 3

Which of the following is required in order for an IDS and a WAF to be effective on HTTPS traffic? 

A. Hashing 

B. DNS sinkhole 

C. TLS inspection 
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D. Data masking 

Correct Answer: B 

 

QUESTION 4

Which of the following is the BEST reason to maintain a functional and effective asset management policy that aids in
ensuring the security of an organization? 

A. To provide data to quantity risk based on the organization\\'s systems. 

B. To keep all software and hardware fully patched for known vulnerabilities 

C. To only allow approved, organization-owned devices onto the business network 

D. To standardize by selecting one laptop model for all users in the organization 

Correct Answer: B 

Without effective asset management, an organization\\'s cybersecurity plan is missing a crucial component. 

The reasons why should be clear when you stop and think about it. How can you keep your IT resources secure if you
don\\'t know precisely what those systems contain? Outdated hardware and software quickly become vulnerable to
attacks. 

Asset tracking enables an organization to keep these updated on a regular schedule to ensure nothing falls through the
cracks. 

 

QUESTION 5

During a recent security assessment, a vulnerability was found in a common OS, The OS vendor was unaware of the
issue and promised to release a patch within next quarter, Which of the following BEST describes this type of
vulnerability? 

A. Legacy operating system 

B. Weak configuration 

C. Zero day 

D. Supply chain 

Correct Answer: C 

A zero-day vulnerability is a previously unknown vulnerability in software or hardware that is exploited by attackers
before the vendor becomes aware of the issue and releases a patch. In this case, the OS vendor was unaware of the
vulnerability and promised to release a patch within the next quarter, indicating that it is a zero-day vulnerability. 
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