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QUESTION 1

A database administrator needs to ensure all passwords are stored in a secure manner, so the administrate adds
randomly generated data to each password before string. Which of the following techniques BEST explains this action? 

A. Predictability 

B. Key stretching 

C. Salting 

D. Hashing 

Correct Answer: B 

A cryptographic salt is made up of random bits added to each password instance BEFORE its hashing. 

In cryptography, key stretching techniques are used to make a possibly weak key, typically a password or passphrase,
more secure against a brute-force attack by increasing the resources it takes to test each possible key. Key stretching is
the practice of converting a password to a longer and more random key for cryptographic purposes such as encryption.
This is generally recognized as making encryption stronger as it ensures that the encryption itself is reasonably hard. 

 

QUESTION 2

As part of annual audit requirements, the security team performed a review of exceptions to the company policy that
allows specific users the ability to use USB storage devices on their laptops. The review yielded the following results. 

The exception process and policy have been correctly followed by the majority of users A small number of users did not
create tickets for the requests but were granted access All access had been approved by supervisors. 

Valid requests for the access sporadically occurred across multiple departments. Access, in most cases, had not been
removed when it was no longer needed 

Which of the following should the company do to ensure that appropriate access is not disrupted but unneeded access
is removed in a reasonable time frame? 

A. Create an automated, monthly attestation process that removes access if an employee\\'s supervisor denies the
approval 

B. Remove access for all employees and only allow new access to be granted if the employee\\'s supervisor approves
the request 

C. Perform a quarterly audit of all user accounts that have been granted access and verify the exceptions with the
management team 

D. Implement a ticketing system that tracks each request and generates reports listing which employees actively use
USB storage devices 

Correct Answer: C 

 

QUESTION 3
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A vulnerability has been discovered and a known patch to address the vulnerability does not exist. Which of the
following controls works BEST until a proper fix is released? 

A. Detective 

B. Compensating 

C. Deterrent 

D. Corrective 

Correct Answer: A 

 

QUESTION 4

A security analyst is tasked with classifying data to be stored on company servers. Which of the following should be
classified as proprietary? 

A. Customers\\' dates of birth 

B. Customers\\' email addresses 

C. Marketing strategies 

D. Employee salaries 

Correct Answer: C 

Proprietary Information" shall mean information (whether now existing or hereafter created or acquired) developed,
created, or discovered by the Company, or which became known by, or was conveyed to the Company, which has
commercial value in the Company\\'s business. 

 

QUESTION 5

The findings in a consultant\\'s report indicate the most critical risk to the security posture from an incident response
perspective is a lack of workstation and server investigation capabilities. Which of the following should be implemented
to remediate this risk? 

A. HIDS 

B. FDE 

C. NGFW 

D. EDR 

Correct Answer: D 

EDR solutions are designed to detect and respond to malicious activity on workstations and servers, and they provide a
detailed analysis of the incident, allowing organizations to quickly remediate the threat. According to the CompTIA
Security+ SY0-601 Official Text Book, EDR solutions can be used to detect malicious activity on endpoints, investigate
the incident, and contain the threat. EDR solutions can also provide real-time monitoring and alerting for potential
security events, as well as detailed forensic analysis for security incidents. Additionally, the text book recommends that
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organizations also implement a host- based intrusion detection system (HIDS) to alert them to malicious activity on their
workstations and servers. 
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